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Abstract : 

Indian societies and their structure have varieties on the basis of various social phenomena. Social 

stratification is one of them. Social stratification based on various criteria. In Indian society primary 

criteria of social stratification were Varna system, caste system and after that economic system. In the 

present context, Indian society has different criteria of stratification or in other word, we can say the 

whole world has criteria of symbol or image works as criteria of social stratification.How a family or 

individual live? How they eat? How they are arranging ceremonies? How they wear? These kinds of 

criteria explore their situation of an individual or family is society. In social theory, some post-

modernism tried to explore how an image impact positivity and negatively in human society. Present 

research paper tried to explain new criteria’s of social criteria, especially in the Indian context. Present 

research conduct from 142 respondents of 04 districts of Chhattisgarh state of India. Current research 

paper based on triangulation method include quantitative and qualitative research methods.Present 

research paper tried to show the relationship between various factors of social stratification and variable 

like age, education, economic status, social category, etc. Results of presents papers show old criteria or 

factors of social stratification are changed with modern life style and their symbol. And present 

results also show criteria of dominant caste are also working as present criteria for social stratification 

like economic status, education level, etc. Social stratification is a major subject area of social 

anthropology and sociology. Social stratification is indirect and sometime direct base of social category 

and social category is a direct base of reservation policy that why we want to know above changes of 

social stratification. 

Key word:  Indian society, Social stratification, Criteria of Social Stratification. 

 

I. INTRODUCTION 
Every society has social stratification in various levels. Generally, we know or define social 

stratification is a kind of social differentiation where by a group of members of society are grouped into 

social-economic strata. In modern western societies, social stratification is typically defined is term of 

social classes, social level and sometime that is defined as lower, middle and upper culture also.The 

origin of social stratification is based on the Varna system in Indian context. The Indian fan system is 

divided into four types that named brahman, chatriya, vashya and sudra. According to the Varna 

system every bonus are people have separated work like Brahmans works is worship, the chatriya 

is warrior etc. 

Social Stratification is also related to the natural behavior of human society as a part of the 

competition. John Gowdy (2006) writes, "Assumptions about human behavior that members of market 

societies believe to be universal, that humans are naturally competitive and acquisitive, and that social 

stratification is natural, do not apply to many hunter-gatherer peoples.” ‘Gowdy (2006)’ 

Another concept, which is called “Concept of Dominant Caste” given by M. N. Shrinivas is also 

directing related with factors of dominant caste.The concept of ‘dominant caste’ was propounded by 

M.N. Srinivas. It was for the first time appeared in his essay on the social system of a Mysore 

village. Accroding to M.N.Shrinivas “A caste may be said to be “dominant” when it proponderates 

numerically over the other castes, and when it also weilds preponderant economic and political power,. 

A large and powerful caste group and be more easily dominant if its position in the local caste hierarchy 

is not too low.” ‘Srinivas (1995: 18)’ 

Dominant caste is a mixed concept which is related to caste, social hierarchy, process of 

sanskritization etc. It was in 1962 that M.N. Srinivas specified the following three characteristics of a 

dominant caste: 

1. A caste dominates when it wields economic and political power. 
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2. It has a high rank in caste hierarchy. 

3. Numerical strength. 

All above three factors is related to dominant caste. But in present era there are some other criteria 

are also include in above factors like education status, field of job and nature of job etc. like a family 

have not mjor number of there member, they have low economic status and also have not any political 

power but if one family member have higher class degree or government job in his/her area than they 

known dominant caste 

One other concept is post-modernism concept. According to one famous post-modernist Jean 

Baudrillard said present society is society of image and symbol. In present era a person knew what he or 

she wears? What he, she or they eat? Etc. All above criteria are criteria of social stratification also. 

 

II. RESEARCH AREA, METHODS AND TECHNIQUE  
Data was collected in the present research by schedule, interview, case study etc. from 142 

respondents. After receiving respondent's response, data were tabulated and analysis from SPSS-16. 

Some case studies were also collected from respondents. Present data collected from 142 respondents of 

04 districts (Durg. Raipur, Rajnandganv and Balod) of Chhattisgarh state of India. Respondents are 

selected in current research work by purposive sampling. 

 

III. RESULT AND DISCUSSION 

Society as a concept which is known as non- visible concept and their elements like social structure, 

social status, social stratification etc. all are non-visible but they are still present in our society. Human 

made above concept for sustaining their life and all above concept are totally psychologically. So 

naturally these are changeable with the and phenomena. The present study is also studying on social 

stratification and there factors which are made by human psychology is also changed by some factors 

like education status, economic status, residence, gender, marital status, age etc. Result and discussion 

part of the present research paper also tried to explore the relationship between modern or changeable 

factors of social stratification with various variables like age, education status, residence etc. 

Table No.1 Relationship between thinking about criteria of social stratification and age of 

respondents 
S. 

No. 

Age  

(In Year) 

Criteria of Social Stratification 

Varna/Caste Economic Education Living style/symbol Total 

N % N % N % N % N % 

1. 18-25 08 19.0 12 28.6 07 16.7 15 35.7 42 100 

2. 26-35 11 26.8 02 4.9 15 36.6 13 31.7 41 100 

3. 36-45 17 51.1 08 24.2 04 12.1 04 12.1 33 100 

4. 45+ 11 3.4 02 6.7 03 10.3 13 44.8 29 100 

Total 47 32.4 24 16.6 29 20 45 31.0 145 100 

Figure No.1 Relationship between thinking about criteria of social stratification and age of 

respondents 
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Table and figure no.1 Shows relationship between thinking about criteria of social stratification and age 

of respondents. Maximum 35.7 percent respondents which represent 18 to 25 year age group thought 

living style and modern symbol are major criteria of social stratification, 28.6 present respondents think 

economic status is a major criteria for social stratification. In 26 to 35 year age group, maximum 36.6 

percent respondents resopnse for education as a major part for social stratification. In 36 to 45 year age 

group, maximum 51.1 percent respondent’s response Varna/caste is a bigger criterion in discussion of 

social stratification and respondents who are represent 45 years plus age group maximum 44.8 percent 

respondents are think living style and modern symbol are major criteria of social stratification in present 

era. According to the table, we can say all age group respondents thinking is same for modern criteria of 

social stratification. 

Table No.2 Relationship between thinking about criteria of social stratification and gender of 

respondents 
S. 

No. 

Gender Criteria of Social Stratification 

Varna/caste Economic Education Living style/symbol Total 

n % n % N % n % N % 

1. Male 30 36.6 12 14.6 16 19.5 24 29.3 82 100 

2. Female 17 27.9 12 19.7 12 19.7 20 32.8 61 100 

3. Transgender 00 00 00 00 01 50 01 50 02 100 

Total 47 32.4 24 16.6 29 20 45 31.0 145 100 

Figure No.2 Relationship between thinking about criteria of social stratification and gender of 

respondents 

 
Table and figure no. 2 Shows relationship between thinking about criteria of social stratification and 

gender of respondents. According to the table maximum (36.6 %) male respondents think Varna/caste 

system is a major criteria of social stratification and other side maximum (32.8%) female respondents 

think living style is major criteria of social stratification in present era. In transgender, there thinking are 

divided in two parts, one for education and secondly present modern life style. So, we can say almost 

male and female, both informants think Varna/caste and modern life style both are major criteria for 

social stratification. 

Table No.3 Relationship between thinking about criteria of social stratification and social 

categories of respondents 
S. 

No. 

Social Categories Criteria of Social Stratification 

Varna/Caste Economic Education Living  

style/symbol 

Total 

N % n % n % N % N % 

1. General 11 21.6 09 17.6 11 21.6 20 39.2 51 100 

2. Other Backward 

Caste 

13 32.5 07 17.5 08 20 12 30 40 100 

3. Schedule Caste 12 40 06 20 04 13.3 08 26.7 30 100 

4. Schedule Tribe 11 45.8 02 8.3 06 25 05 20.8 24 100 

Total 47 32.4 24 16.6 29 20 45 31.0 145 100 
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Figure No.3 Relationship between thinking about criteria of social stratification and social 

categories of respondents 

 
Table and figure no. 3 Shows relationship between thinking about criteria of social stratification and 

social categories of respondents. According to the table maximum (39.2 %) general, respondents think 

living style/symbol system is a major criteria of social stratification in present era. In other backward 

class, maximum (32.5%) other backward class respondents think Varna/caste is a major criteria of 

social stratification in present era. Maximum 40 percent, schedule caste also thinks Varna/caste is 

criteria of social stratification and 45.8 percent, schedule tribe are thought Varna/caste is a major 

criteria of social stratification and its change to living style/symbol system from Varna/Caste. So, we 

can say all social categories thoughts for major criteria of social stratification is mixed with living 

style/symbol system and Varna/caste. 

Table No.4 Relationship between thinking about criteria of social stratification and education 

level of respondents 
S. 

No. 

Education 

Level 

Criteria of Social Stratification 

Varna/caste Economic Education Living 

style/symbol 

Total 

n % n % N % n % n % 

1. Illiterate 19 59.4 6 18.8 3 9.4 4 12.5 32 100 

2. Literate 12 50 5 20.8 2 8.3 5 20.8 24 100 

3. Primary 5 38.5 2 15.4 3 23.1 3 23.1 13 100 

4. Middle 3 27.3 1 9.1 4 36.4 3 27.3 11 100 

5. High and 

Higher 2 15.4 3 23.1 5 38.5 3 23.1 

13 100 

6. Graduate 3 14.3 2 9.5 4 19.0 12 57.1 21 100 

7. Post Graduate 3 9.7 5 16.1 8 25.8 15 48.4 31 100 

Total 47 32.4 24 16.6 29 20 45 31.0 145 100 

Figure No.4 Relationship between thinking about criteria of social stratification and education 

level of respondents 
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Table and figure no. 4 Shows relationship between thinking about criteria of social stratification and 

education level of respondents. According to the table maximum (59.4%) primary level education 

person think Varna/Caste system is a major criteria of social stratification and other side maximum 

(48.4%) postgraduate respondents think, living style is major criteria of social stratification in present 

era. So, we can say educated person think traditional thinking about a social stratification switch into 

Varna to life style. According to the table, we can say higher education is a factor for 

change mentality of peoples like traditional factors of social stratification are changed. 

Table No.5  Relationship between thinking about criteria of social stratification and residence of 

respondents 
S. 

No. 

Residence Criteria of Social Stratification 

Varna/caste Economic Education Living style/symbol Total 

N % N % N % N % N % 

1. Rural  20 32.3 10 16.1 12 19.4 20 32.3 62 100 

2. Urban 27 32.5 14 16.9 17 20.5 25 30.1 83 100 

Total 47 32.4 24 16.6 29 20 45 31.0 145 100 

Figure No.5 Relationship between thinking about criteria of social stratification and residence of 

respondents 

 
Table and figure no. 5 Shows relationship between thinking about criteria of social stratification and 

residence of respondents. Maximum 32.3 percent rural respondents thought living style and modern 
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symbol are major criteria of social stratification and same 32.3 percent respondent's response for 

Varna/Caste. In urban area almost same 32.5 percent urban respondents also thought Varna/Caste is a 

major criteria of social stratification and 30.1 percent rural respondent’s thought living style and 

modern symbol are major criteria of social stratification. According to the table, we can say rural and 

urban respondents thinking is same for modern criteria of social stratification. 

Table No.6 Relationship between thinking about criteria of social stratification and ecomomic 

status of respondents 
S. 

No. 

Economic 

Status 

 

Criteria of Social Stratification 

Varna/Caste Economic Education Living 

style/symbol 

Total 

N % N % n % N % N % 

1. 5000-10000 08 34.8 02 8.7 04 17.4 09 39.1 23 100 

2. 10001-20000 07 38.9 02 7.1 06 21.4 13 46.4 28 100 

3. 20001-30000 04 22.2 07 38.9 03 16.7 04 22.2 18 100 

4. 30001-40000 11 33.3 08 24.2 06 18.2 08 24.2 33 100 

5. 40001-50000 14 45.2 03 9.7 06 18.2 08 25.8 31 100 

6. 50000+ 03 25 02 16.7 04 33.3 03 25 12 100 

Total 47 32.4 24 16.6 29 20 45 31.0 145 100 

Figure No.6  Relationship between thinking about criteria of social stratification and ecomomic 

status of respondents 

 

 
Table and figure no. 6 Shows relationship between thinking about criteria of social stratification 

and economic status of respondents. Maximum 39.1 percent respondents which represents 5000-10000 

INR/month income group thought living style and modern symbol are major criteria of social 

stratification, 17.4 present respondents think education status is a major criteria for social stratification. 

In 10001-20000 INR/month income group respondents, maximum 46.4 percent 

respondent’s response for living style and modern symbol are major criteria as a major part of social 

stratification. In 20001-30000 INR/month income group respondents, maximum 38.9 percent 

respondent’s response education level is a bigger criterion in discussions of social stratification and 

respondents who are represented In 30001-40000 INR/month income group maximum 33.3 per 

cent respondents think Varna/Caste is a major criteria of social stratification in present era. Maximum 

45.2 percent respondents which represents 40001-50000 INR/month income group thought Varna/Caste 

are major criteria of social stratification, 25.8 present respondents think living style and modern symbol 
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are major criteria for social stratification. In 50000 INR/month income group respondents, maximum 

33.3 percent respondent’s response the living, education are major criteria as a major part of social 

stratification. 

According to the table, we can say all income group respondents thinking are mix for which one 

is/are modern criteria of social stratification in present era, but according to responses we can say all 

respondents think Varna/Caste is not only single criteria as a factor for create social stratification. 

 

IV. CONCLUSION 

Social stratification known as a universal concept. Factors and causes of social stratification 

are differences in various societies, but it is universal. In historical perspective, about Indian Society, 

factors of social stratification are related to religious, caste and Varna system. At the present time all 

above factors are changing. Generally, these criteria are changing slowly but that is happening. Present 

research paper shows peoples of all regions, different education status, different 

social categories thought old criteria of social stratification like Varna and caste are changed or replace 

with life style and some modern images of lifestyle.Like Weber developed a multidimensional approach 

to social stratification that reflects the interplay among wealth, prestige and power. Results of the 

present research paper also show the concept of dominant caste and post-modernism is applicable in the 

present thought about social stratification. So we can say society is changeable and their elements are 

changeable and it’s changing. We want to generate new concepts about society and their elements with 

the help of ole classical theories and concept. 
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Abstract
Ammonium nitrate (AN) is one of the major nitrogen sources of Murashige and Skoog (MS) medium. It is prohibited in vari-
ous countries, including India because it is used in explosive manufacturing. Since MS is the most successful medium used 
for in vitro culture of many plant species, an attempt was made to achieve the composition of MS medium using ammonium 
hydroxide and nitric acid as an alternative to AN. This acid–base neutralization product AN, was further characterized by 
ATR-FTIR spectroscopy. Micropropagation of Musa acuminata cv ‘Grand Naine’ was tested using the alternate MS medium 
(AMS) and good mean shoot number was achieved. Shoot proliferation of M. acuminata cv ‘Grand Naine’ on AMS was 
significantly better than on normal MS medium. A 1-year production cycle of M. acuminata cv ‘Grand Naine’ was success-
fully accomplished with seven successive subcultures and rooting on AMS medium followed by satisfactory acclimation. To 
check broad cross-species utility of AMS for shoot proliferation, a range of species including Chlorophytum borivilianum, 
Dalbergia sissoo, Dregea volubilis and Plumbago zeylanica were tested. The in vitro shoot multiplication rate of these spe-
cies on AMS was statistically not different from MS medium. These results indicate that AN can be replaced with ammonia 
hydroxide and nitric acid in preparing MS-based medium, without negatively affecting shoot proliferation/ rooting and it 
would be cost-effective too for micropropagation operations in comparison to commercially available MS medium.

Key message 
Commercial  NH4NO3 could be replaced with  HNO3 and  NH4OH in tissue culture medium to follow the explosive regulations 
and was efficient for in vitro culture of various plant species.

Keywords Banana · FTIR · Micropropagation · Murashige and Skoog medium · Nitrogen source · Tissue culture

Abbreviations
AN  Ammonium nitrate
BA  6-Benzyleadenine
IAA  Indole-3-acetic acid
IBA  Indole-3-butyric acid
NAA  Naphthalene acetic acid

AMS  Alternate MS medium
MS  Murashige and Skoog medium

Introduction

If a plant is recognized as a target of research for com-
mercialization, conservation or for both purposes, under-
standing its growth requirements is of supreme impor-
tance (Moyo et al. 2011). The chemical composition of 
a plant tissue culture medium plays a significant role in 
the success of in vitro propagation (Phillips and Garda 
2019). Plants fulfil their nitrogen requirements primar-
ily in the form of nitrate  (NO3

−) and ammonium  (NH4
+) 

(Zhang et al. 2019). The sub-optimal nutrient medium 
may cause disorders or death of cultures (Nas and Read 
2000; Iovinella et al. 2020). Nowadays, micropropaga-
tion technology is extensively applied in the production 
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A mini‑review on electrotherapeutic strategy for the plant viral 
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Abstract
Plants have electrophysiological phenomena and are influenced by external electrical fields too. Plants have been studied for 
this property since the early 17th century. Stimulation in the physiological processes of plants in response to the electric field 
was observed in several studies. The use of electric current for phytosanitation purposes was known since the 19th century. 
This approach gained much attention only during the late 90s when electrotherapy applied to viral-stressed plants showed 
viral elimination possibilities. Concerning viruses, electrotherapy has shown an elimination rate greater than 50% over a 
varied range of voltage, time duration, and the plant part subjected to electro-exposure. Until now, the understanding of this 
mechanism is obscure, and assumptions included an increase in cell temperature causing denaturation of virus particles or 
its movement protein. Thus, a brief bibliographic research review would give directions for improving virus eradication 
from infected crops and producing virus-free plant stock material using an inexpensive and rapid electrotherapy technique 
in the future. Alongside, comprehensive studies are needed for a better understanding of the underlying mechanisms behind 
electrotherapy. Viral eliminations in plants via electro-exposure blended with other therapies such as thermotherapy, cryo-
therapy or chemotherapy are also discussed. The studies revealed that in some cases, electrotherapy alone is a more reliable 
method for producing virus-free plants, whereas, in others, the therapy combined with other virus-elimination techniques 
exhibited a higher virus-elimination efficiency rate.

Keywords Electrotherapy · Electric field · Phytosanitation · Therapy · Virus-free plants

Electric fields and electrical phenomena 
in plants

In the past 180 years, much has been written on the relation-
ship between life and electricity. Some animals and plants 
have been found to possess electric fields associated with 
them and are also influenced by electric fields applied from 
the outside (Briggs et al. 1926; Burr and Northrop 1939; 
Lund 1947a, b; Blinks 1949; Rosene and Lund 1953; Oster-
hout 1957; Schrank 1959). Unsurprisingly, living cells 
remain separated from one another through aqueous phases 
as well as from the external medium through lining mem-
branes and maintain contrasting ionic composition from the 

environment and from the other cells, too. The passage of 
merely a few ions in solutions could generate an electric field 
(Scott 1967). These electric fields can influence the physiol-
ogy of plants. Therefore, since the 18th century, researchers 
have been attracted to the electrical phenomena in plants.

Over 130 years ago, both Burdon-Sanderson (1873) 
and Darwin (1875) demonstrated the existence of elec-
trical signals in insectivorous (‘motorized’) plants. Next, 
Darwin and Darwin (1880), who worked chiefly on cir-
cumnutation, provided evidence for chemical signals in 
plants. Due to such compelling reasons, plant electrical 
activity was forgotten soon, focusing exclusively on chem-
ical signals. However, research studies by Bose (1924) 
and later Pickard (1973) have gathered substantial evi-
dence for the existence of electrical signals (action poten-
tials (AP)) in a wide array of plants, apart from insectivo-
rous or other ‘motorized’ plants. Despondently, the hope 
was very short-lived, and for many years, the phenomena 
surrounding electrical signalling in plants were forgotten. 
However, about 20 years later, a breakthrough in the field 
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Elimination of BBTV via a systemic in vitro electrotherapy approach 
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A B S T R A C T   

Banana bunchy top virus (BBTV) is the most destructive etiological agent limiting banana cultivation areas 
globally. This study attempted BBTV elimination by traditional shoot-tip culture (control) and alternative shoot- 
tip + electrotherapy (treated) techniques. Shoot-tip culture from Musa acuminata cv. ‘Grand Naine’ infected 
sources were exposed to 100 mA electric current for different time intervals (20–60 min). Virus indexing (via 
PCR) and genetic fidelity (by ISSR assay) from the cultures were tested, alongside the physio-biochemical pa-
rameters. Exposure of electric current for less than 50 min was ineffective for BBTV elimination. Still, a rise in the 
duration from 50 min or more led to eradicating the virus from some explants. Elimination of BBTV was complete 
from 100 % of explants exposed to 100 mA for 60 min, as confirmed by lack of BBTV detection even at six months 
after acclimatization. In the control treatment, the maximum efficiency of BBTV elimination was 28 % after eight 
subcultures. On the other hand, improved survival % was observed in the treated culture. Moreover, homogenous 
ISSR patterns were there between the treated and the mother plant and similar physio-biochemical activities 
were seen in electro-exposed cultures and healthy ones. Thus, the study reports complete BBTV-elimination from 
banana with international compliances, for the first time, via electrotherapy while maintaining genomic template 
and biochemical stability.   

1. Introduction 

Banana (Musa spp.), belonging to the Musaceae family, is one of the 
most common crops in tropical and subtropical regions (Teycheney 
et al., 2005). Banana occupies fourth place, alongside rice, wheat and 
maize, in gross production value. More than 130 countries of Asia, 
America, Africa, Oceania, and the Pacific cultivate it (Pei et al., 2007; 
FAOSTAT, 2014). Banana production occupied approximately 5.6 
million hectares of land globally (FAOSTAT, 2017). Banana bunchy top 
virus (BBTV) caused banana bunchy top disease (BBTD) is the most 
economically destructive of banana viral diseases as it can contribute up 
to 100 % yield reductions (Qazi, 2016). 

BBTV comes under the genus Babuvirus, which belongs to the family 
Nanoviridae (King et al., 2011). The genome is comprised of at least six 
circular ssDNA segments (DNA 1–6) of approximately 1 kb each, singly 
encapsidated in isometric virions of 18–20 nm diameter, which are 
composed of a single coat protein of 20,000 Mr (Harding et al., 1991; 
Dietzgen and Thomas, 1991). BBTV is restricted to the phloem tissue 

(Magee, 1940). The typical bunchy top symptoms include chlorosis of 
the leaf margin, narrowing and bunching of successive leaves with a 
‘Morse code’ pattern, J-hook markings along the midrib of the leaves, 
and dark green streaking petioles (Dale, 1987). Pentalonia nigronervosa 
Coquerel (Hemiptera: Aphididae) transmits BBTV through a circulative 
and non-propagative mechanism in banana (Musa spp.) (Magee, 1927). 
P. caladii is also recognized as a competent BBTV vector (Bressan and 
Watanabe, 2011). Traditionally, bananas propagate vegetatively 
through suckers are shoots growing from a lateral bud on the parental 
rhizome (Ali et al., 2011). A series of non-professional cultivation 
practices, abiotic and biotic stresses significantly reduce the yield of 
vegetatively propagated bananas and plantains (Helliot et al., 2002; 
Matsumoto and Silva Neto, 2003). This process is not profitable 
commercially, as the multiplication rate of suckers is slow (15–20 per 
plant per year). Its success depends on clone selection, environmental 
conditions and cultural practices (Ali et al., 2011). Moreover, as 
explained by Lassois et al. (2012), the virus transmission is particularly 
an issue in the vegetatively propagated crops, like banana, because of 

Abbreviations: CAT, catalase; POX, peroxidase; SOD, superoxide dismutase; ROS, reactive oxygen species; TEM, transmission electron microscope; MDA, 
malondialdehyde; BA, 6-benzyladenine; IAA, indole-3-acetic acid; IBA, indole-3-butyric acid; TAE, tris-acetate-EDTA; CTAB, cetyl trimethyl ammonium bromide; 
GTS, genomic template stability; ISSR, inter simple sequence repeat; LPX, lipid peroxidation. 
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Abstract 
Nitric oxide (NO) and hydrogen sulfide (H2S) are two 
versatile gaseous molecules which play myriad roles in 
the growth and development of plants. They play an 
important role in signal transduction process in plants 
exposed to various environmental stresses. Signal 
transduction and various antioxidant strategies are 
vital for the management of abiotic stress imposed 
alterations in plants. These two secondary messengers 
neutralize the cell perturbations caused by stress-
triggered over produced reactive oxygen species. Study 
of crosstalk between NO and H2S reveals the functional 
importance of proteins regulated during S-
nitrosylation and S-sulfhydration respectively, the two 
major signal-dependent post-translational protein 
modifications.  
 
Also, NO and H2S decrease the toxic impacts of 
reactive species by triggering the signal transduction 
process, enhancing antioxidant enzymes, stimulating 
other signaling molecules and regulating the transcript 
levels of different stress-responsive genes. This review 
mainly emphasizes on the roles of NO and H2S in 
responses of plants to abiotic stresses and reveals the 
crosstalk involving NO and H2S in stress tolerance 
mechanisms. 
 
Keywords: Hydrogen Sulfide, Nitric Oxide, Oxidative 
stress, Reactive oxygen species, Signal transduction, 
Signaling molecules, Stress tolerance. 
 
Introduction 
Abiotic stresses such as heat, cold, salinity, drought, metal/ 
loid, ultraviolet (UV) radiation etc. adversely affect the rate 
of germination, development and yield of economically 
essential crop plants and more than 50% yield losses are 
direct result of these stresses23,26. One of the most common 
phenomena taking place during the plant responses to these 
abiotic stresses is the oxidative explosion illustrated by the 
uncontrolled production of reactive oxygen species (ROS) 
such as singlet oxygen (1O2), hydroxyl radical ( OH), 
hydrogen peroxide (H2O2) and superoxide (O2

41.  
 
These elevated levels of ROS are severely injurious to plant 
cells as they directly oxidize the lipids, proteins and amino 
acids, inactivate enzymes and damage pigments and nucleic 
acids6,17. Condition of oxidative stress triggers a series of 

detrimental impacts in plants including reduced germination 
score, biomass, root and shoot length, reduction in the 
number of leaves and leaf area, curling, wilting and necrosis 
of leaf blades, disturbed cellular osmotic balance, alteration 
in flow of energy, interference with minerals and ions 
uptake, losses in the mineral contents, inhibition in the rate 
of photosynthesis, chlorophyll biosynthesis, enzyme 
activities and cellular metabolism4,37. These damaging 
effects of oxidative stress hamper / hinder the growth and 
development and ultimately lead to death of plants. 
 
The effectual control and rapid removal of ROS is essential 
for the proper functioning and survival of the plants. Thus, 
to counterbalance the environmental stresses, plants store 
multiple groups of compatible solutes such as proline, 
glycinebetaine, sugars etc. together with defensive enzymes 
and non-enzymatic components36. Enzymatic components 
include superoxide dismutase (SOD), catalase (CAT), 
peroxidases such as ascorbate peroxidase (APX), guaiacol 
peroxidase (POD) and glutathione peroxidase whereas 

-
tocopherol constitute non-enzymatic components which 
protect the plants against ROS-induced oxidative 
damage28,35. Thus, understanding the mode of action of some 
of the molecules applied exogenously that can improve the 
defensive system of plants, could help in the mitigation of 
detrimental effects of abiotic stress-induced oxidative burst. 
 
The two important gaseous molecules viz. nitric oxide (NO) 
and hydrogen sulfide (H2S) have crucial roles in several 
developmental processes of the plants and are also involved 
in their protection against various abiotic stresses29. In 
plants, both of these molecules are key signal messengers 
involved in various developmental processes such as seed 
germination and root organogenesis. Also, these signaling 
molecules elicit the antioxidant defensive mechanisms of 
plants to reciprocate the oxidative damage to cellular 
structures33. The interactions of NO and H2S have also been 
used in awarding plant tolerance to various stresses such as 
aluminum, arsenic (As), cadmium (Cd), salinity and heat in 
plants11,16,23,32,33. 
 
Being a ubiquitous, gaseous bioactive molecule and a 
secondary messenger, NO has gained an increasing attention 
of scientific research in plant cells. It is well known that NO 
has significant role in the management of plant growth, 
development, interaction with other signaling molecules and 
in the adaptive responses to the abiotic stresses15. In 
addition, its role is evident in seed germination, root 
formation and elongation, fruit yield, photomorphogenesis, 
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Abstract
In developing countries, rapid urbanization and industrialization cause heavy metal contamination, including lead (Pb). India 
is one of the most developing countries where anthropogenic sources are the chief generators of Pb contaminants. Mining, 
smelting Pb containing paints, papers, gasoline, and municipal sewage sludge enriched with Pb come in contact with a 
natural drain subsequently used for irrigation and cultivation of food crops and vegetables. Wastewater irrigated crops tend 
to cause contamination with Pb and thus pose a threat to the environment and human beings. The present review explored 
the anthropogenic sources of Pb and its bioaccumulation in vegetables and further consequences on human health. It also 
focused on reducing the phyto-bioavailability and accumulation of Pb in vegetables by using various improved strategies. 
Approaches like biochar application, microbes and their combination with biochar, co-remediation, co-cropping, nanopar-
ticle-based method, biofilters, and fertilizers might hinder the subsequent transfer of Pb and other heavy metals in the food 
chain system and reduce the health risk.

Keywords Bioaccumulation · Contamination · Industrialization · Lead toxicity · Phyto-bioavailability

Introduction

Globally, over 20 million hectares of land are considering 
soil-polluted sites where hazardous heavy metals and met-
alloids pollution are responsible for > 50% of lands con-
tamination (Kumar et al. 2019). Now, soil and vegetable 
contaminations due to the accumulation of heavy metals is 
a prime environmental concern (Aslam et al. 2021). Lead 
(Pb) is one of the toxic heavy metals existing in many forms 
in the world. Apart from its nitrate, chlorate, and chloride 
salts, other inorganic salts are poorly soluble in water (WHO 
2001). Various anthropogenic activities such as mining, 
metallurgy, industrial waste, pesticides transportation, con-
struction, manufacturing, fossil-fuel combustion, incinerator 
emissions, and urban activities are responsible for elevating 

Pb in soils (Yongpisanphop et al. 2017). Generally, Pb is sta-
ble, highly persistent, and has less solubility in soil solutions 
(Zhang et al. 2014; Kaur et al. 2018b). Therefore, it can be 
absorbed by vegetables through rhizosphere mediated solu-
bility. Soils derived Pb contamination from various leaded-
house paint, leaded-gasoline, some pressure-treated wood, 
and lead-arsenate pesticide (Schooley et al. 2008). Despite 
the phases out of leaded-gasoline and paint, beginning in the 
1970s, historical Pb contaminations are persisted in urban, 
industrial, and high-traffic areas (McBride et al. 2013). Cur-
rently, due to low maintenance of vehicles resulting high 
emission has also significantly increased the production and 
consequent dry sediment deposition of Pb content (Guo et al. 
2008). The by-products of municipal solid waste in urban 
areas of developing and developed countries are the biggest 
concern. Incineration is a method of disposing of municipal 
garbage, produces airborne metals that bind to particles or 
volatile metal components in the atmosphere (Sahu and Basti 
2021). In the peri-urban ecosystem, industrial or municipal 
wastewater is mostly used for the irrigation of vegetables 
and other crops due to its easy availability, disposal prob-
lems, and the inadequacy of freshwater (Muchuweti et al. 
2006). Water shortage is already a recurring issue in certain 
European nations (EEA, 2018), resulting in environmental 
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Wild mushrooms are well known to produce wide range of bioactive metabolites and different types of enzymes. In this
study 5 wild mushroom samples were collected which belongs to different groups. Samples were isolated and observed
the culture characteristics, during the growth of mycelia many biochemical changes are known to occur, as a result of
which enzymes are secreted extracellularly to degrade the insoluble materials into the substrates. Primary screening of
extracellular amylase and cellulose were carried out by plate culture method in the GYP media with soluble starch to test
the amylase activity and for cellulase, CMC (Carboxymethyl cellulose) plate assay was used. All the mushroom cultures
differ in context of extracellular enzymatic activity. The activity of amylase enzyme was substantially higher in all the
mushroom cultures. In the screening of cellulase enzyme two cultures were observed as positive. Present study suggests
the  capacity  of  these  wild  mushrooms  in  the  production  of  biotechnologically  useful  enzymes  with  great  industrial
importance.

Keywords: Amylase, Cellulase, Enzyme, Screening, Wild Mushroom

List of Abbreviations:

A- : After
AV : Average
B- : Before

CMC : Carboxymethylcellulose
DS : Dietary Supplement
E.E : Extracellular Enzyme
Gxm : Glucoonoxylomanan⁺1 Variant
GYP : Glucose Yeast Peptone media
HEPA : High Efficiency Particulate Air
LAF : Laminar Air Flow
MM : Medicinal Mushroom
MW : MiliQ Water
PDA : Potato Dextrose Agar
pH : potential of Hydrogen
psi : Pounds per Square Inch
SD : Standard Deviation
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The Agarics as a group, occurs in a varieties of habitat. Some species exist in areas that are geographically separated,
while some are known only from restricted areas and many species do seem to show preference for a certain type of
natural habitats as well as for a particular substrate. An extensive exploration of wild mushrooms carried out from 2019 to
2021  at  different  forest  ranges  of  Achanakmar  Biosphere  Reserve,Chhattisgarh  India.  Seven  different  species  of
Termitomyces namely Termitomycesclypeatus, T. microcarpus, T. rabuorii, T. streatus, T. radicatus, Termitomyces sp. -1,
Termitomyces sp -2, were found in edible form. So far members of the group which are found in soil, dung, plant derbies,
independently or in association with particular plant species has minimal documentation and germ-plasm collection from
Chhattisgarh state, which is known for the largest forest land and the tribal population.

Key Words: Agarics, Chhattisgarh, Diversity, Termites, Termitomyces.

Recent studies have diversified the existence of Termitomyces species in Tanzania, Uganda, of Africa and South - east and
west India. The species of Termitomyces grow in association with termites were found to originate from tropical forests
(Mosseboet  al.,  2017;  Nobre  and Aanen,  2010)  like  ancient  Sal  forests  of  Central  –  India.  The  genus  is  absolutely
dependent  on  the  possible  symbiont  relative  termites.  The  number  of  fungus-farming  Termites’  species  is  reported
approximately 165 in Africa, that belong to 11 genera (Kambhampati and Eggleton, 2000),  which are underestimated
considering on the novel termite species that has beenalready discovered (Makonde et al., 2013).There are about more
than 30 Terimitomyces species have been globally recorded (Tang et al., 2020; Sathiya et al., 2020).

The Achanakmar Biosphere Reserve (ABR) accounts for the occurrence and distribution of many unexplored novel
varieties of Termitomyces and Termites due to the richness of variety of tree species. Because the large tree canopies and
huge amount of litter fall in ground surface provide suitable home to various species of both the biological agents. The Sal
tree provides shelter for many more species of Termites to build their nests between ridges and furrow at various heights
of tree trunks. Nevertheless, the Sal and many other native tree species return back substantial amount of leaf litter that
protects soil by water run-off conserving soil moisture under which Termites and microorganisms feed upon and regulate
the process of biodegradation, decomposition to humification.

In fact, the species of Termitomyces arelinked with the economic importance of the termites as not a single species
of Ternitomyces could be grown independently (Kuja et al., 2014) so far.This is an indication of mutualistic relationship of
Termitomyces species with an animal group to place the genus in advance position rather than primitive ectomycorrhizal
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Thc bcginrrinrr of thc 1'elr ?0?0 br0ugltt ncrv challurgcs prior l<l tlrc lvorkl cconomy becausE nf the

,qhnrpr cnrcrgerrce of the Ccronavirus pnndcnric. After thc grent deprcssion of the lg3f)'s, thix

cO,lrn-rq pandcnric indutritably gave thc rvorlcl cconomy thc greutcst scr track gvcr bc,?)rc.

Aruund 60% of the rvorld's populntion is either under cxtrcme lockdown or partial lockdown

rirhout providing * nredical cure to tltc coronnvirus tlisensc, antl also thc cconomic grawth has

either slorved dorvn or decelerated drastically $cross thc countrics to takc away millions of
livelihoods. According to the lnternational Monetary Fund, tlte global economy is expected to

cortract rapidly by 4.9 percent in 2020 as a consequence of thc pandemic, which was cven worse

thrn the financial crisis of 2008-2009. I-lorvever, thc Indian economy is not exccptional. tt facetl

anomalous shock due to the outburst of the Covid-19 pandemic. The parlous stflte of the economy
q,as as rvell rvitnessed even before the outbreak of the covid-I9 all around the globe. With the

diligent lockdolwl across the nation lbllorved by global economic decline resulting in grudual

disnrption of demand and supply chains, the economy was lacing a prolonged slowdown ovcr the

period of time. Thus there were a lot of lessons to be learnt fronr thc Post COVID-I9. The present

paper is divided into 5 sections: Introduction, followed by Pre COVID-19 Growth, then the K and

W factors and Recession. The fourth section discusses about Post COVID-I9: A "V" Shaped

Sustainable Recovery Path and lastly the conclusions,

Kelrvords: COVID-19, Indian Economy, Sustainable recovery

I, II{TRODUCTION

The beginning of the year 2020 brougpt new challenges prior to the rvorld economy because olthe
a0rupt emergence of the Coronavirus pandernic (Tirvari,2020). After the gr$at dcpression ol the
1930's, this COVID-19 pan6emic inclubitubly gave the tvorld economy the Srestest set buck'

),.tJ* 
60% of the world,s population is eithcr undcr oxtremc lockelorvtt or partial lockdorvn

wtthout providing a medical cure to the coronsvirus 4isenses, uncl nlso tlte economic grorvth hns
ctther slowed down or dccelcrated drasticnlly ficross the countries to takc nrvny nrillions of
ttvelihoods 

(Sahoo and Aashwani,2020).
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The cnvid-I9 and Rcversc Migratinn in Rurar chhattisgarh

Pmgati Krishnan*
Ravindra Brahme**

Hanumant yarlay***

ABSTRACT

ln India in 201?-18 the total *mploymcnt is 465.lmiltions and informal emFloyment is 421,9

*,U,on. With respect to Chhattisgarh the percentage share of informal workers in non-agrfculture

_"",* i,49.0 perccnt. Chhatfisgarh stood in fourth place with Rajasthan being the first, followed

l"orri* and Andhra Pradesh. The worldwide spread of Coronavirus has influenced the lives of

,i,,i,.., around the globe. To constrain its efTect, India executed a series of lockdown began from

ui l,l"r.t, 2020, Because of Covid-19 and its consequences Informal sectors are affected the most.
-niorrru.r, 

the informal workers face chaltrenges on the most basic level of survival, owing to the

,rono*i* lockdown which has left them stranded with no income and little savings. Thus, the

,urt inrUt, development goal 0Swhich is. related to decent work and economic growth and SDG

lo r.rut*o to reduced inequalities deals in some or the other way to enhance the conditions of these

,in*n and to bring back their life on track. In this regard the purpose of the present work is to

uJy rro* the CovlD -19 has influenced the life of the migrant workers engaged in informal

sectors in chhattisgarh. For this, the study has been carried out keeping in mind the broad

objectives of the socio demographic status of the reverse migrants in rural chhattisgarh"Further the

study tries to explore the occupational structure of the reverse migrants in their original source and

also analyses tho association of covid-lg among gender reverse migrants and districts of rural

chhattisgarh. The results of the chi- square test shows that there is a district wise significant

association of covid-lg pandemic in rural chhattisgarh but with respect to gender reverss

migrants there is so such significant association is found' Thus' the study came with the

conclusion that sustainable development strategies are incorporated in order to bring back the lives

of the reverse mipant labors into a n.* oor*ul, so that they were no longer be sufler from the

problem of identity crisis.

Keywords: Covid-19, Reverse Migration, Rural Chhattisgarh, Sustainable development goals'
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Impact of Foreign Direct Investment on Manufacturing Industry after Make

in India
Ram Pd. Chandra

Ravindra Brahme

SPresh K' Patel

ABSTRACT

This paper focused on Impact of Foreign direct investment(FDl)on manufacturing industry after

make in India program. 'i"lak" in India" is one of the multidimensional missions of India after

globalization.Make in Indiamission"is one 
'o"h 

long term initiative which will help to realize the

dream of transforming India into a manufacturing-hub. FDI is regarded as a factor that drives

economic growth. FDI has increased its importanJe by transferring technologies and establishing

marketing and procuring networks for efficient ptoa""iio" and sales internationally'An analysis of

FDI inflow and impaci on manufacturirrg ,"clr components the data used for last eight year

(duringz0|1.12to2018.19)basedoneconomic,.,*"v20l8.lgindicatethatthereispositive
correlation 0-?24 exit between two variable. SPSS 'version 20' has been used for processing of the

data;linierregressionanalysis,ANovAModelandDurbin-Watsontest(DWT)hasbeen
performed to test the relationship.The calculated F-value 6'623 and p-value 0'042<0'050' 5%

levelofsipificantandldf,studyresultshowsthatthereishighconelationbetween
manufacturing sector and FDI inflows.It means that there is significant change in effect of FDI on

manufacturing industries from greater technology transfer and increasedproductive capacity' DWT

value are g-6174;shows that positive retatiolletwee; manufacturing sector and FDI'It is clear

tha! foreigp direct inulstm"rrt is very essential in the development of manufacturing sector'

Keyword:Manufacturing Industries;Foreign Direct Investment;Manufacturing Industry;

MCEGW;Regression Equation;ANOVA

JEL Classificetion:C 1 2, C22, E}l' F;22' 823

l.INTRODUCTION

,.Make in India" is one of the multidimensional missions of India after globalization'Make ir

India mission is one such long term initiative iirivastava v., 20i5) which will help to realize tht

dreamoftransforminglndiaintoamajorsourceofjobcreationandmanufacturinghut
(VijayaragavanT.,'"l"Makeinlndia"campaignlauuchedbyprimeminister(PM
NarendraModion 25t September 2014 atVigyonsiu'u*"' New Delhi'Its symbol is a big liol

equiPPed with a lot of wheels'
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NRRkhlx<+ esa Lo-lgk;rk lewg ds ek/;e ls efgykvksa ds lkekftd ,oa vkfFkZd 

l”kfDrdj.k dk v/;;u ¼nqxZ ,oa jktukanxkao ftyk ds fo”ks’k lanHkZ esa½ 

 

MkW vpZuk lsBh* vkseizdk”k oekZ** 

lgk;d izk/;kid] vFk±”kkL«k v/;;u”kkyk] ia jfo”akdj “kqDy fo”ofo|kky;] jk;iqj] NRrhlx<+] 

b±+- esy –archanasethi96@gmail.com 

“kks/k lgk;d] vFkZ”kkL= v/;;u”kkyk] ia- jfo”kadj “kqDy fo”ofo|ky;] jk;iqj] NRrhlx<+ 

 

 

Lkkjka”k & 

orZeku Hkkjrh; ifjizs{; esa fo”ks’kdj xzkeh.k {ks= esa efgykvksa us vius esgur vkSj yxu ds cy ij ;g lkfcr dj fn;k 

fd LOk lgk;rk lewg ds lkFk tqM++dj ,d u;k eqdke gkfly fd;k tk ldrk gSA izLrqr v/;;u esa NRrhlx<+ ds nqxZ ,oa 

jktukanxkao ftys ds Lo&lgk;rk lewg dk efgykvksa ds lkekftd ,oa vkfFkZd l”kfDrdj.k ij izHkko ,oa larqf’V dk v/;;u 

fd;k x;k gSA nqxZ ftys esa Lo&lgk;rk lewg dh lnL;rk ls iwoZ 37-3 izfr”kr efgyk,a l”kDr Fkh ,oa Lo&lgk;rk lewg dh 

lnL;rk ds Ik”pkr 41-6 izfr”kr efgyk,a l”kDr gks xbZA jktukanxkao ftys esa Lo&lgk;rk lewg dh lnL;rk ls iwoZ 38-5 

izfr”kr efgyk,a l”kDr Fkh ,oa Lo&lgk;rk lewg dh lnL;rk ds Ik”pkr 46-8 izfr”kr efgyk,a l”kDr gks xbZ vFkkZr gekjh 

izFke “k wU; ifjdYiuk efgyk Lo&lgk;rk lewg ls lnL;ksa ds lkekftd vkfFkZd l”kfDRkdj.k esa dksbZ lkFkZd izHkko ugh iM++k 

gS] vLohdkj dh tkrh gSA Lo&lgk;rk lewg dh lnL;rk ls dze”k% nksuksa ftyksa esa 4-3 ,oa 8-3 izfr”kr vfrfjDr efgyk,a 

l”kDr gqbZ ,oa nqxZ ftys esa Ekfgyk l”kfDrdj.k lwpdkad Lo&lgk;rk lewg dh lnL;rk ls iwoZ 0-64 Fkk tks Lo&lgk;rk lewg 

dh lnL;rk ds Ik”pkr 0-75 gks x;kA jktukanxkao ftyk esa Ekfgyk l”kfDrdj.k lwpdkad Lo&lgk;rk lewg dh lnL;rk ls 

iwoZ 0-65 Fkk tks Lo&lgk;rk lewg dh lnL;rk ds Ik”pkr 0-78 gks x;kA larqf’V dk v/;;u djus gsrq dkbZ Ldos;j ijh{k.k 

fd;k x;k gSA Ikfjxf.kr ewY; 7-36  rkfydk ewY; 11-00 ls NksVk gSA vr% ”kwU; ifjdYiuk vLohdkj dh tkrh gS fd Lo&lgk;rk 

lewgksa ds ek/;e ls efgykvksa ds larqf’V esa dksbZ lkFkZd izHkko ugh iM+ ++k gS vFkkZr Lo&lgk;rk lewgksa ds ek/;e ls efgykvksa ds 

larqf’V esa lkFkZd izHkko iM +++k gSA Lo&lgk;rk lewg ds vk; dks izHkkfor djus okys rRoksa dk v/;;u djus ds fy, cgqxq.kh 

izfrixeu xq.kkad dk iz;ksx fd;k x;k gSA Lo&lgk;rk lewg dk dk;Z] Lo&lgk;rk lewg dk fuekZ.k vof/k] Lo&lgk;rk lewg 

dk vkdkj ;k lnL;ksa dh la[;k] lnL;ksa dh f”k{kk] lewg }kjk fn, x, _.k dk vkdkj] lewg }kjk fn;s x;s _.k dk C;kt 

nj] cpr vkfn vk; dks /kUkkRed #i ls izHkkfor dj jgs gSA 

vkHkkj% jkT; ;kstuk vk;ksx ls vuqnku izkIrA 

”kCn dwath: Lo&lgk;rk lewg] efgyk l”kfDrdj.k] iaplw=A 

izLrkouk & 

Hkkjr esa dqy tula[;k esa ls vk/kh vcknh efgykvksa dh gS vkSj ;gka ds vf/kdka”k tula[;k xzkeh.k iz/kku gS ftlesa ls 

yxHkx 77 izfr”kr tula[;k xkaoks esa clrh gS vkSj vFkZO;oLFkk ewy :Ik ls d`f’k ij vk/kkfjr gSA vHkh Hkh vf/kdka”k efgyk,a 

lkekftd o vkfFkZd n`f’Vdks.k ls fiNM+ +h gqbZ gSA ,slh fLFkfr esa efgykvksa dks l”kDr lcy djus] muds vf/kdkjks dh j{kk djus] 

Lokoyach cukus rFkk mldh lkekftd] vkfFkZd o jktuhfrd n”kk lq/kkjus esa Lo lgk;rk lewg viuh egRoiw.kZ Hkwfedk fuHkk 

jgh gSA efgyk Lo&lgk;rk lewg efgykvksa dks laxfBr dj mudh lkekftd] vkfFkZd o jktuhfrd l”kfDrdj.k dk ,d l”kDr 

ek/;e cu pqdh gSA¼FkkUxeuh] ,l- ,oa eqBqlsyoh] ,l-½ 

Hkkjrh; lekt esa ukjh dk LFkku iwT;uh; jgk gSA lekt rFkk lH;rk ds fodkl esa efgykvksa dk ;ksxnku loksZifj jgh gSA 

efgyk,a izR;sd lekt dk ,d egRoiw.kZ vax gS ftldk la[;k yxHkx iq:’kks a ds leku gh gksrh gSA vr% efgykvksa dk fodkl 

djds gh lkoZHkkSfed fodkl dh dYiuk dks lkdkj djuk lEHko gSA ia- tokgjyky usg: us Hkh blh rF; dks iq’V djrs gq, 

dgk gS fd ^^;fn vkidks fodkl djuk gS rks efgykvksa dk mRFkku djuk gksxk] efgykvksa dk fodkl gksus ij lekt dk fodkl 

Lor% gks tk,xkA*;g fofHkUUk lkekftd vkfFkZd ?kVdkas ij efgykvksa ds thou “kSyh dks csgRkj cukus dk ,d LoSfPNd laxBu 

gSA ftlds ek/;e ls efgykvksa ds fodkl esa efgyk l”kfDrdj.k viuh egRoiw.kZ Hkwfedk fuHkk jgh gSA ¼dIikdksaMy½ 

mailto:–archanasethi96@gmail.com
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Abstract 
In the outshine of  globalised world with easy  accessibility  of network connectivity, internet and 
advancement of technology the online business is growing up promptly whether it is B2B, B2C, C2C, 
C2B, B2A or C2A. The online market is now reachable beyond their domestic territories, thus seller 
from online market can easily connect customer to a greater extent through various online business 
platforms. The emerging online market affects the local traditional retail market; they started facing lots 
of fluctuation in their business turnover yearly. The main objective of this research is to analyse and 
know the influence of online market upon biggest and largest traditional retail cell phone market of 
Raipur city of Chhattisgarh. The study is based on primary data collection by directly interviewing the 
owner of traditional cell phone stores through interview schedule. Sample size of 120 from universe has 
been selected by random sampling technique. The data collected has been studied and interpreted based 
on 16 key indicators which shows the impact on traditional cell phone market due to arisen of online 
market. The chi-square test has been performed in the data collected, reveals and concluded that there 
is significant impact of online purchasing on traditional cell phone retailers, the business pattern and 
profit margin has been significantly affected because of growing online market. This empirical analysis 
finds that many traditional stores were unable to gain super profits after deducting the expenses. The 
major effect of online market on traditional business is the discount offered by online stores to catch the 
attention of more customers. Online business also decreased the annual turnover and number of units 
sold of traditional businessmen. This study suggests comprehensive list of practical customer-winning 
ideas, tips and techniques to set business apart and to compete with online market, like traditional retailer 
should, analyze and understand the market forces that affect the consumer's attitude, provide additional 
services like product segmentation, special Offers, lower prices, better service, wider selection, good 
location, or convenient hours, new offers, new items, new prices, special announcements, stronger ads 
and better headlines. 
Key words: Traditional retail market, online market, domestic territory, annual turnover, market forces, 
numbers of units sold, consumers’ attitude.  
 
1. Introduction 
In the emerging globalized market with rapid growth of internet and technology, the competition has 
been continuously increasing between traditional retail stores and online stores. The reaches of online 
stores are beyond domestic territories which penetrate the domestic market of traditional retail stores. 
Online purchasing of product is emerging very fast in rapid way in last two decades. Millions of people 
shop online daily from various online stores. Online shopping allows consumer to directly buy goods 
and services according to their need anytime and anywhere in the world from online stores, due to which 
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RESEARCH ARTICLE 

 

nqxZ ftyk d¢ ikVu fodkl[k.M esa Ñ"kd¨a d¢ vkfFkZd fodkl esa Ñf"k 

mit e.Mh dh Òwfedk 

 

lquhy dqekj dqesVh
1
] ch- ,y- lksusdj

2
] Hkkjrh flag dqesVh

3 

1lgk;d izk/;kid] vFkZ’kkL= v/;;u’kkyk] ia- jfo’kadj 'kqDy fo’ofo|ky jk;iqj ¼N-x-½ 

2,lksfl,V izkQslj] vFkZ’kkL= v/;;u’kkyk] ia- jfo’kadj 'kqDy fo’ofo|ky jk;iqj ¼N-x-½ 

3lgk;d izk/;kid vfrfFk] vFkZ’kkL= foHkkx] 'kkldh; nw- c- efgyk LukrdksRrj egkfo|ky; jk;iqj ¼N-x-½ 

*Corresponding Author E-mail: sunilkumeti.eco@gmail.com  

 

ABSTRACT: 

vkt Ñf"k thou O;kiu dk lkèku ek= gh ugÈ cfYd Ñ"kd ä d¢ vkfFkZd fodkl dk izeq[k lz¨r Òh 

gSA d`f"k jkT; dk fo"k; gS vkSj vf/kdka’k jkT; ljdkjksa us ikjnf’kZrk vkSj O;kikfj;ksa ds foosdkf/kdkj 

dks lekIr djus ds fy, 1950 ds ckn d`f"k mit foi.ku lfefr vf/kfu;e ykxw fd;kA ftlds 

varxZr Ñf"k mit foi.ku ef.M;ksa dh LFkkiuk dh xbZA ;g lexz :i ls ljdkjh uhfr;ksa dk 

foLrkj gS] tks [kk| lqj{kk] fdlkuksa dks ykHkdkjh ewY; vkSj miHkksDrkvksa ds mfpr ewY; dks funsZf’kr 

djrk gSA Ñf"k mit foi.ku e.Mh d¢ vUrxZr mit¨a d¨ ,df=r djuk] mudk Js.khdj.k o 

izek.khdj.k djuk] Ò.Mkj.k] ifjogu] forj.k iz.kkfy;ka vkfn fØ;kvksa d¨ fd;k tkrk gSA izkphu 

dky ls gh Ñf"k mRikn ä dh Ø;&foØ; esa fcp©fy;¨a dk c¨yckyk jgk gS ftlls fdlkuksa d¨ mld¢ 

mRikn¨a dh ykxr Òh ugÈ fey ikrh FkhA vktknh d¢ i’pkr~ gekjs ns’k d¢ uhfr fuekZrkv¨a us Ñf"k 

,oa d`"kdksa d¢ egRo d¨ è;ku esa j[krs gq, ;¨tuk,a cukÃA ftlls Hkkjr us 19 oÈ lnh d¢ NBosa 

n’kd ds mRrjk/kZ esa vukt v©j Ñf"k mRikn ä d¢ ekeys esa yxÒx iw.kZr% vkRefuÒZj g¨ x;k FkkA 

Òkjr ljdkj d¢ Ñf"k ea=ky; d¢ varxZr xzkeh.k fodkl foÒkx dh Ñf"k&foi.ku ’kk[kk }kjk Ñf"k 

mit dh foi.ku d¢ fy, vusd iz;kl fd, x, gSaA ysfdu ns’k esa yxHkx 86 izfr’kr Ñf"k ;ksX; 

Hkwfe dk LokfeRo NksVs ,oa lhekar d`"kdksa ds ikl gSA bu fdlkuksa ds fy, foi.ku ;ksX; vf/k’ks"k 

lhfer gksus ds dkj.k eafM;ksa rd dh ifjogu ykxr dks ogu djuk laHko ugha gksrk gSA ifjogu 

ykxr ls cpus ds fy, d"̀kdksa dks viuh mit LFkkuh; O;kikfj;ksa dks gh cspuh iM+rh gS] Hkys gh 

de dher ij D;ksa u cspuh iM+sA ef.M;ksa ds O;kid ra= ds vHkko esa NksVs o lhekar fdlkuksa dks 

viuh mit dh fcØh ds fy, LFkkuh; O;kikfj;ksa ij gh fuHkZj jguk gksxkA    

 

KEYWORDS: Ñf"k fodkl] Ñf"k foi.ku O;oLFkk] d`"kdksa dk vkfFkZd fodklA 

 

 

izLrkouk %& 

Òkjr ,d Ñf"k izèkku ns’k gSA gekjs ns’k dh [kq’kgkyh dk jkLrk [ksr¨a&[kfygku¨a v©j xkao ä ls g¨dj 

xqtjrk gSA vkt gekjs ns’k dh n¨ frgkÃ tula[;k viuh vkthfodk d¢ fy, Ñf"k ij fuÒZj gSA Ñf"k 
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NRrhlx<+ esa [kfut lalk/kuksa dk ldy jkT; ?kjsyw mRikn esa ;ksxnku 

 

Hkkjrh flag dqesVh
1
] lquhy dqekj dqesVh

2 

1lgk;d izk/;kid ¼vfrfFk½] vFkZ’kkL= foHkkx] 'kkldh; nw- c- efgyk LukrdksRrj egkfo|ky; jk;iqj ¼N-x-½ 
2lgk;d izk/;kid] vFkZ’kkL= v/;;u’kkyk] ia- jfo’kadj 'kqDy fo’ofo|ky jk;iqj ¼N-x-½ 

*Corresponding Author E-mail: bharti9229@gmail.com 
 

ABSTRACT: 

[kfut inkFkZ fdlh Hkh ns’k dh og izd`fr iznRr lafpr fuf/k gS tks m|ksx /kU/kksa] ;krk;kr ds lk/kuksa ,oa 

vU; fodkl dk;ksZa dh vk/kkj’khyk fufeZr djrh gSaA nqfu;kHkj esa vk/kqfud ’kgjhdj.k] vkS|ksxhdj.k] 

ifjogu vkSj lapkj iz.kkyh dk fodkl LFkk;h [kfut lalk/ku vkSj fofHkUu {ks=ksa esa muds mfpr mi;ksx 

dh miyfC/k;ka gSaA lrr~ [kfut lalk/kuksa us vk/kqfud lH; vkS|ksfxd fo’o dks vkdkj nsus esa egRoiw.kZ 

Hkwfedk fuHkkbZ gS vkSj vc Hkh fuHkk jgh gSA bldk eryc ;g gS fd fdlh Hkh ns’k dk lrr~ 

lkekftd&vkfFkZd eqyHkwr lajpuk izkd`frd lalk/kuksa esa bldh le`f)] bldh rduhdh tkudkjh] [kfut 

lalk/kuksa dk irk yxkus vkSj nksgu djus dh {kerk vkSj var esa jk"Vª dh fodkl xfrfof/k;ksa esa mu 

lalk/kuksa dk mfpr mi;ksx djus esa mudh le>nkjh dk ladsr gSA fodkl xfrfof/k;ksa esa fodkl’khy ns’k 

vkerkSj ij fodflr ns’kksa dh rqyuk esa cgqr ihNs gSaA ;g eq[; :i ls izkdf̀rd lalk/kuksa dh deh] 

leqfpr f’kf{kr ekuo lalk/kuksa vkSj lqn<̀+ lkekftd&vkfFkZd fLFkfr;ksa ds vHkko ds dkj.k gSA ,d LFkk;h 

vkSj etcwr lekt dh fn’kk esa izxfr dss fy, NRrhlx<+ tSls izns’k dks vius ekStwnk [kfut lalk/kuksa ds 

fodkl dks izkFkfedrk nsuh pkfg,] tks izns’k ds lkekftd&vkfFkZd cqfu;knh <+kaps dks vkdkj nsus esa izeq[k 

Hkwfedk fuHkk ldrh gSA  

 

KEYWORDS: NRrhlx<+] [kfut lalk/ku] ldy ?kjsyw mRikn] vkfFkZd fodklA 

 

 

izLrkouk:  

Hkkjr ds lanHkZ esa ;g dgk tkrk gS fd izd`fr us mnkjrkiwoZd Hkkjr dks izkd`frd lalk/ku fn;s gSa] fdUrq 

Hkkjroklh muls lewfpr ykHk mBkus esa vleFkZ jgs gSaA ;gh fLFkfr NRrhlx<+ izns’k dh Hkh gSA izns’k esa 

Hkh izkd`frd lalk/kuksa dh cgqyrk gSA bu lcds ckotwn NRrhlx<+ vkfFkZd fodkl dh nkSM+ esa vU; izns’kksa 

dh rqyuk esa ihNs gSA izns’k esa izkd`frd lalk/kuksa esa lcls izeq[k ;gka ds [kfut lalk/ku gSaA ;gka yxHkx 

28 izdkj ds [kfut Kkr gaSA fdUrq ;gka 20 izdkj ds [kfutksa dk [kuu ,oa foi.ku dk dk;Z fd;k tkrk 

gSA ;gka ykSg v;Ld] dks;yk] eSxuht+] MksyksekbV] xzsukbZV] pwuk iRFkj] ckWDlkbM] DyksjkbZV] lhlk] rkack] 

fVu] DokVZtkbZV] dsvksfyu bR;kfn ds izpqj Hk.Mkj miyC/k gSaA blds vfrfjDr ;gka ij LFkkuh; Lrj ij 

vusd cgqewY; [kfut fo|eku gSaA bu [kfutksa lalk/kuksa ds fonksgu ls rhoz vkfFkZd fodkl dh nj dks 
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ABSTRACT

This study qttempt to htow the use of 
" - resources by post graduate 

.college 
students of science of dhamatari

district, Chhattisgarh. The main purpose of the study is to lorow the use of e- resources by the PG Students. The

study was based on survey method. The study found that the most of the respondents use the internet daily with I - 2

hours. l[here majority 275(78.97%0) ofthe respondents use e-boola, 343 (94.44%r) respondents use e-resourcesfor

their study, highest 75 (21.31,%o) respondents spent 2 - 3 hours onthe e-resources. and themaximum 229 (65.06%r)

respondents faced the slow downloading problem when they use electronic resources, and highest 260 (73.86%0)

respondents arehighly satisfiedwith e-resources,69 (19.60%o) are satisfied, 13 (3.69%r) arenot satisfied and l0

(2.84%0) respondents fairly satisfied with wing e-resources.

KEYWORDS: E-Resources, P.G. Students, Science, Govt. College Dhamtari, Chhattisgarh.

INTRODUCTION

E- Resource is a special type of e -document which is also known as supplementary document of print document. it

is available in the electronic/soft format. The major characteristics of e- resowces is they provide abstracting and

full text inforrnation in the online & offline mode which can be Accessed any time from any place through cornputer

and mobile technolory. The major types of e - resources are e - books, e - journal, e- database, e- institutional

repository, web resources, e-magazine, e- online archives, e - reference book and e- pg pathashala etc. In this

context'it is boon for college students. We know that presently college students are studying in the digital/ electronic

environment. kr this context digital/electronic collection of college libraries is very useful for college students

because they provide his/her subject related relevant study rnaterials for the study.
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Abstract. The major objective of this study to compare the use of e -resources by students from Arts,
Social Science and Science stream and compare preferences of the Use of e - resources by students
of Arts, Social Science and Science stream of Raipur city. The study was based on survey method.
Among various techniques of Survey Method, Questionnaire Technique was used for the study
Accordingly a Self structured questionnaire was designed to collect data fronr the regular UG and P G
students of various college of Raipur city. The major findings of the study shows that The calculated
value is X2 (df:2):5.32 and Table value is 5.991 so Ho Hypothesis is Accepted and Ha Hypothesis
is rejected it means there are no Significant difference in Use of e - journals between Students of Arts,
social Science and Science Stream. and e -book was found to be the most preferred e-resource by
students of Arts, Social Science and Science students of Raipur city.

Keywords: E -resource, Arts, Social Science and Science students, College, Raipur, Chhattisgarh.

INTRODUCTION

Normally any kind of material which fulfills our needs is called resources. In the lilbrary, books

are such kinds of resources that fulfill our information needs. we know that reading is the forernost

part of the students. In this context E - resources are the very important and helpful reading materials

in pandemic situation for college students because this supports their reading, learning, seminar

presentation, preparation of project work and research activities etc. This means that present e -
resortrces are boon for students and it gives a boost to them. e - Resources are such kinds of resources

which are available online and offline in the electronic form such as e -Book, e - journal, e - News

clipping, e -research report and online database. etc. The Characteristic of e - resources are that it is
available on web in E- form which can be accessed anywhere from any places in the world.

OBJECTIVES OF THE STUDY

1. To Know the Types of e - resources used

Scienoe stream of Raipur city.
2. To identifr most important e --resources

Science and Science stream of Raiilur city.

by College students of Arts, Social Science and

usually used by college students of Arts, Social

3. To compare use of e-resources bv students frotr Arts, Social Science anC Science stream of
Raipur city.

4. To Know & compare preferences of [-]se of e- resources by students of, Arts, Social Science

and Science stream of Raipur city.

JaW:tnal'df&*ishanle*i.".Xlmiuerrrity,p4vs,i;;,A)2*(I)j.:{2022)

Use of E- Resources by CoIIege Students of Arts, Social Science
and Science Stream of Raipur city: A Comparative Study
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Research Trends in Library"and Information Science of Pt. Ravishankar
Shukla University Raipur, Chhattisgarh: A Study

Dr. Santu Ram Kashyap
SoS in Library & Information Science, PT. Ravishankar Shukla University,Raipur (C.G.),India

srJashvap I 976@rediffmail. com

Abstract: The present study is an attempt to find out the research trends in the field of Library and

Information Science of Pt. Ravishankar Shukla University, Raipurchhattiagarh.The study was based on the Ph.D.
thesis awarded in the field of Library and Information Science between i991 to 2020. This study was conducted
to achieve following objectives like most working area of reaserch in this field, highest no. of thesis done under
supervisor and highest research productivity between the year 2016 to 2020.In this context, result forurd that out
of 24 thesis majority of thesis i.e. 07 * 07 were awarded in the area of Bibliometric study and Information seeking
behavior. Highest l0 doctoral thesisawarded under the supervision of Prof. A.K. Verma. followed by Prof. Maya
Verma with 09 Thesis, Dr.Supema Sengupta with 03 thesis and Dr. Md Imtiaz Ahemed with 02 thesis
respectively. The highest research productivity was produced between the year 2016 to 2020.This study will be
beneficial for the future researcher to conduct their research.

Keywords :Research Trends, Ph - D. Thesis, Library and Information Science, Pt. Ravishankar Shukla
University Raipur, Chhattisgarh.

Introduction

LiWary and Educational Institute are the two faces of a coin. They cannot survive without each other. It
provides opportunities for people to use their leisure time to increase and upgrade their knowledge. library is a

very important institution because it is useful to teachers and researchers for research.

Research plays an important role in the expansion of knowledge and discoveries. It is a scientific
program that tells us the relationship between cause and effect. In other words, Research is a systematic
investigation to discover new facts and reach the conclusion. It demands accurate investigation and
description. According to Francis Rummel "Research is a careful inquiry or examination to discover
new information or relationships and to expand and to veriff existing knowledge (Verma and Verma).
Clifford Woody defines Research as comprises defining and redefining the problem, formulating
hy.pothesis or suggested solutions; collecting, organizing and evaluating data; making deductions and
research conclusions; and at last, carefully testing the conclusion to determine whether fits the
formulating hypothesiss (Kothari).

Pt. Ravishankar Shukla University is one of the renowned and largest higher education institution
which was founded in the year 1964. Presently there are 29 teaching departments running under this
university. In which School of Studies Library & Information Science is running as an individual
department. This department was started in the year 1971, Primarily only B. Lib& I Sc course was
running, in the year 1988 M. Lib & I Sc course was started and to promote research in the field of
Library and information sciece Ph D degree is also being provided. First Ph D degree in wds awarded in
the year 1994 to Mrs. Maya Verma under the supervision of Prof. A.K.
Varma.https://www.prsu.ac.in/academic-departments/utd-departments/School-of-studies-in-Library-and-lnformation-
Science/69

*Corresponding Author:
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An Evaluation of the Usin! Library Resources and Services by the
Agriculture Scientists at Indira Gandhi Agriculture University

Raipur, Chhattisgarh

lDr. D. S. Mahipal,2,*Dr. Santu Ram Kashyap

S.G. CARS- Jagdalpur,(Bastar), Indira Gandhi Agriculture University, Raipur(C.G.), India.
SoS in Library & Information Science, PT. Ravishankar Shukla University,

Raipur(C.G.),India.
dsmahipal82@gmall.com,srkashyaplgT6@)redif fr nail.com

Abstract: The aim of this paper is to identifu the resources, services and make them
accessible that are available at the Nehru L1brary, Raipur Chhattisgarh and used by its
scientists. The sample for this study consisted of 245 of the 265 agriitltural scientists who
working at Indira Gandhi Agricultural university, Raipur. Questionnaires have been used for
the collection of data under the scope of the study. The results of the study indicate that
agriculture scientists visited libraries occasionally due to inadequate library resources. In
addition it was found that the majority of agriculture scientists *i.e partially satisfied with
library resources and services. Indra Gandhi Agricultural University's iibrary offers a variety
of electronic resources and services in conjunction with modern resources. Scientists use the
Nehru library for their studies and research. Electronic based services are proving to be an
important selice for scientists. Scientists are satisfied with the selices provided by the
1ibrary.

Keywords: Nehru Llbrary, Llbrary Resources and services, Indira Gandhi
University, Raipur, Chhattisgarh

Agriculture

Introduction:

The University library Knoi.vn as the heart of the university. Itprovide relevant resources I
information to their users through library resources and seruices. In this context Nehru
Library is functioning as Central University Library for constituent and atfiliated colleges of
Indira Gandhi Krishi Vishwavidyalya. 23 constituent Colleges and fifteen private colleges,
Research Stations and Krishi Vighyan Kendras (KVKs). The Nehru Library established in
1987 aftet IGKV came in to existence by bifurcation from JNKW Jabalpur. Before that it
was the library of College of Agriculture, Raipur. It has been recognized as Regional Library
ot-Central India by the indian Council of Agrtcultural Research in 2005. The Nehru Library
of IGKV has been well equipped with the latest communicarion media and infor-mation
technologies like Web based information, CD Rom database search, OPAC and intemet
browsing as it is well connected through LAN,'BSNL leased line. This- library has become a
HUB corinected on LAN with ail automated centralized facilities and acting ai a nodal centre
for disseminating all kind of agricultural information to its users. The libiary is linked with
various consortiums for online journals. Nehru Library maintains arognd 60000 collections of
books, reference book, reports, theses, monograph, back volumes, journals. CD RoM
Database and e-resources.

rediffmail.corn
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SHORT COMMUNICATION

Ultradian, circadian, and circaseptan rhythms in the patterns
of usage of Facebook messenger
Ananya Diwana, Rakesh Kumar Swain b, Sarojini Minz b, Arti Parganiha c

and Atanu Kumar Pati b,c,d

aCenter for Basic Sciences, Pt. Ravishankar Shukla University, Raipur, India; bSchool of Zoology, Gangadhar
Meher University, Sambalpur, India; cSchool of Life Sciences, Pt. Ravishankar Shukla University, Raipur, India;
dCenter for Translational Chronobiology, Pt. Ravishankar Shukla University, Raipur, India

ABSTRACT
The Facebook Messenger (FBM) is one of the most popular instant
messaging social apps, launched by Facebook in 2010. As of
October 2019, there were about 1.3 billion FBM users worldwide.
In this study, we analyzed periodicities in the online activity pat-
terns of users in FBM. We did not recruit any subjects in this study;
rather four of us used our own FBM accounts to reveal the presence
of any rhythms with τ = 12 h or τ = 24 h or τ = 168 h in the patterns
FBM usage among our FB friends. We log-transformed the time
series data and subjected those to Cosinor rhythmometry. The
peaks in the daily pattern of FBM usages, revealed from Cosinor
analyses, and harmonics curve fittings validated the presence of
multi-frequency rhythms in the longitudinal time-series data cap-
tured over a period of 16 days. The underlying basis of the observed
multi-frequency rhythms could be attributed to the phenomenon
of social synchronization. The current findings might bear commer-
cial applications with special reference to targeted content adver-
tising (TCA).

ARTICLE HISTORY
Received 10 March 2020
Accepted 23 March 2020

KEYWORDS
Ultradian; circadian;
circaseptan; patterns in FBM
usage; harmonic curve
fitting; TCA

1. Introduction

The Facebook Messenger (FBM) is one of the most popular instant messaging social
apps. The Facebook developed this App in 2008 (Hendrickson 2008; Farber 2008) and
launched its messaging platform in 2010 (Siegler 2010). This social media platform
enables its users to share image, video, GIF, text messages, voice messages, and
pretty stickers to their online friends. These features attract the users towards this
Social Networking Apps. Like WhatsApp, it has also voice and video calling facilities.
The FBM became instantly popular as it doesn’t require any user ID and/or password
at the time of login, if a user has an FB account. A user can easily have .access to the
FBM at any time and from any location. As of October 2019, there were about
1.3 billion FBM users worldwide (Statista.com 2019; https://www.statista.com/statis
tics/258749/most-popular-global-mobile-messenger-apps/). It is believed that it may
attain a staggering figure of 2.48 billion by 2021. As per the NapoleonCat survey, the
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Vihar, Sambalpur, Odisha 768 004, India
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ORIGINAL REPORT

Circannual production rhythms of seven commercially
important fishes in the Chilika lagoon
Prasanti Mishraa,b, Amita Kumari Mohantya, Rakesh Kumar Swain b,
Arti Parganiha c,d and Atanu Kumar Pati b,c,d

aAquaculture Production Division, Central Institute of Freshwater Aquaculture (Indian Council of Agricultural
Research), Bhubaneswar, India; bSchool of Zoology, Gangadhar Meher University, Sambalpur, India; cSchool
of Studies in Life Science, Pandit Ravishankar Shukla University, Raipur, India; dCenter for Translational
Chronobiology, Pandit Ravishankar Shukla University, Raipur, India

ABSTRACT
The main objective of this investigation was to delineate spatio-
temporal patterns in annual production of seven species of fishes
inhabiting the famous Chilika lagoon. The data were collected from
19 landing centers located across four different geographical sec-
tors of the lagoon over a period of two consecutive years. Using
Cosinor rhythmometry, statistically significant circannual rhythms
of production in all seven species of fishes were validated at the
group level either at one or multiple landing centers of the lagoon.
The peaks of the circannual rhythms were subjected to Bray–Curtis
cluster analysis and similarities among the landing centers apropos
the peak timings of the circannual rhythms in production of fish
species was determined. Three distinct clusters were witnessed
apropos the peaks at different time of the year and at different
sectors of the lagoon. This spatiotemporal relationship reflects how
temporal abundance of fish species is distributed to avoid conflicts
and competitions among themselves along the annual time scale.
The findings reported here might help in making strategy to max-
imize annual fish yield. That will also help in the management of
biodiversity of the lagoon.

ARTICLE HISTORY
Received 11 December 2019
Accepted 27 March 2020

KEYWORDS
Spatiotemporal variability;
circannual rhythms in fish;
production; biodiversity
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1. Introduction

The species interaction in a community takes place at different levels, namely competition,
mutualism and predation (Tulloch et al. 2018). The level and intensity of species interaction
also vary depending on the types of the habitat/niche. There are numerous studies on the
species interaction in brackish water lagoons. A majority of the studies, reported on species
interaction in different lagoons, includes spatial distribution of species in the high marsh
(Bortolus et al. 2002), fish species richness and salinity (Sosa-López et al. 2007), intra-annual
relationship between zooplankton and abiotic factors (Feike and Heerkloss 2008), co-
occurrence of one species with another (Boscutti et al. 2018), effects of global warming
and salinisation on the mortality of ephemeral wetland predator (Cuthbert et al. 2019),
impact of climate change on species in brackish water lagoon (Brucet et al. 2009),
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ABSTRACT
It is well known that cancer and its treatment produce marked impact 
on the health-related quality of life (HRQoL) of cancer patients. 
Research concerning impact of chronotype on HRQoL in cancer 
patients is almost not studied yet, but the interests are growing in 
several diseases. Present study was carried out to explore the impact 
of socio-demographics, chronotype and consumption of tobacco, 
alcohol and sleeping medicine on HRQoL of Indian oncology 
patients. Self-reported Quality-of-Life questionnaire (EORTC QLQ- 
C30), Hospital Anxiety and Depression Scale (HADS), and 
Morningness-Eveningness Questionnaire (MEQ) were administered 
to the cancer patients (N = 1000) in the native Hindi language. 
Results revealed that among the socio-demographic factors, only 
age exhibited significant negative association with physical, role 
and cognitive functioning and positive association with symptoms, 
namely fatigue and pain. Interestingly, chronotype was found to be 
positively associated with emotional functioning and negatively with 
nausea-vomiting, dyspnoea, diarrhoea and depression. Patients who 
consumed tobacco, alcohol or sleeping medicine exhibited lower 
functioning and higher symptoms. Further, treatment of cancer also 
produced effect on a few measures of HRQoL of patients. In conclu-
sion, age, chronotype and consumption of tobacco, alcohol or sleep-
ing medicine were found to be important determinants of HRQoL of 
the patients.

KEYWORDS 
Cancer patients; health- 
related quality of life; socio- 
demographic; chronotype; 
addictive habits

1. Introduction

In oncological trials and practices, health-related quality of life (HRQoL) is considered as an 
important end point along with the tumour response rate, and disease-free and overall 
survival of the cancer patients. HRQoL includes patient’s physical, psychological, and 
social wellbeing (Parganiha et al. 2014; Sultan et al. 2017a, 2018a). It is well known that 
cancer and its treatment produce marked impact on the anxiety, depression and HRQoL 
of cancer patients (Mystakidou et al. 2005; Sultan et al. 2017b). However, the impact may 
depend on the gender, age, type, stage and grade of cancer; type of treatment and its 

CONTACT Arti Parganiha arti.parganiha@gmail.com School of Studies in Life Science, Pandit Ravishankar Shukla 
University, Raipur 492010, India

BIOLOGICAL RHYTHM RESEARCH                      
2022, VOL. 53, NO. 4, 592–607 
https://doi.org/10.1080/09291016.2020.1816050

© 2020 Informa UK Limited, trading as Taylor & Francis Group

http://orcid.org/0000-0001-5373-8824
http://orcid.org/0000-0001-9764-5566
http://www.tandfonline.com
https://crossmark.crossref.org/dialog/?doi=10.1080/09291016.2020.1816050&domain=pdf&date_stamp=2022-04-05


Time-of-day and seasonal variations in foraging behavior of 
street cattle of urban Raipur, India
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ABSTRACT
We studied time-of-day and seasonal variations in the foraging 
behavior of street cattle in Raipur city, India. We recorded the 
foraging behavior of street cattle at 48-time points each day for 
over three consecutive days at 10 different locations of Raipur city 
across three distinct seasons of the year. We log-transformed the 
time series data and employed Single Cosinor to compute the 
characteristics of time-of-day variation in foraging activity. We 
also determined the effects of the factors “time-of-day” and “sea-
son” on foraging behavior and the number of cattle. We found 
statistically significant time-of-day variation in foraging pattern 
with the peaks located mostly at midday hours, irrespective of 
seasons. The amplitude of foraging was the least in the summer 
as compared with the rainy and the winter seasons. The factors 
“time-of-day” and “season” modulated both foraging activity and 
frequency of cattle on the streets statistically significantly. The 
observed spatiotemporal patterns in the foraging behavior of cattle 
on the streets might provide useful information to the stakeholders 
engaged in mitigating the urban cattle menace in Raipur city and 
elsewhere in the world.
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1. Introduction

Bovine species are familiar to humans. They were domesticated from time immemorial for 
the purpose of meat and milk. Cattle population has worldwide distribution. A sizable 
number of cattle, nearly 305 million head (30.44% of the global population), are present 
in India. This makes India a leading country in the world for cattle population (Cook 2019). 
Recently released 20th Livestock Census report of India (2019) indicated that out of 
302.79 million bovine population (Cattle, Buffalo, Mithun, and Yak), 192.49 million consists 
of cattle (cow and ox) only. The report also revealed a 0.8% increase in the cattle population 
in India over the data recorded in the last livestock census (19th Livestock Census 2012). 
A large number of stray street cattle wander freely on the street in urban cities of India. 
Continuous overexploitation and shrinkage of grassland might be the cause of the above 
phenomenon (19th Livestock Census 2012; Gowen 2018; Arya et al. 2019; Sahu et al. 2019).
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SHORT COMMUNICATION

Circadian rhythm in the pattern of online usage of Facebook 
messenger during the COVID-19-triggered lockdown: 
a sequel to the pre-pandemic study
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ABSTRACT
The Government of India imposed the strictest lockdown from 
25 March 2020 till 31 May 2020 to control the spread of 
coronavirus outbreak. Consequently, about 1.38 billion people 
were under home confinement. Before the COVID-19 pan-
demic, we studied circadian rhythm (CR) in the usages of 
Facebook Messenger (FBM), as a group phenomenon, and 
published the findings in this journal. We thought it would 
be worthwhile to carry out a sequel study to assess if there are 
any changes in the CR in the patterns of digital activity of the 
FBM users during the COVID-19-triggered lockdown. All the 
authors of this paper harvested real-time data from their FBM 
account for over 16 consecutive days between 26 March and 
17 April 2020. A statistically significant CR in the digital activity 
pattern of FBM friends of all the authors was validated. Results 
of one-way repeated measures ANOVA revealed a statistically 
significant higher Mesor and amplitude of the rhythm in FBM 
activity patterns during the lockdown; however, acrophase 
remained unchanged. We concluded that the COVID-19- 
triggered lockdown did not affect the location of the peaks 
and the persistence of CR in the online activity patterns of FBM 
users.
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1. Introduction

The COVID-19 pandemic provides a unique opportunity to study the impact of 
lockdown on physiological, psychological, and behavioral responses in the human 
population. It is very much likely that the physiological and psychosocial behavior 
of a person under prolonged home confinement would be affected (Majumdar 
et al. 2020; Sinha et al. 2020). The governments of several countries restricted the 
people from stepping out of their homes soon after the declaration of COVID-19 as 
a pandemic. As a consequence, people got little exposure to direct sunlight during 
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Does exposure to radiofrequency radiation (RFR) affect the 
circadian rhythm of rest-activity patterns and behavioral 
sleep variables in humans?
Margaret Messiah Singha, Priyanka Chandela, Atanu Pati a,b,c and Arti Parganiha a,b
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ABSTRACT
We evaluated the effects of the exposure to radio-frequency radia-
tion emanating from the base transceiver station (BTS) on the 
characteristics of circadian rest-activity rhythm and behavioral 
sleep variables in humans. We performed this exploratory field 
study in a sample of 89 healthy subjects randomly chosen out of 
1434 individuals surveyed for the purpose. We divided 89 subjects 
into five groups, including the control, as a function of distance 
from the BTS. The E-field strength was higher in the groups of the 
inter-tower region and between 0 and 150 m away from the BTS. 
The E-field (distance) did not significantly affect the circadian 
rhythm parameters and behavioral sleep variables, except 
a marginal delay in the peak timings of the rest-activity rhythm of 
subjects in the inter-tower and 300–500 m groups. Notable second-
ary effects of the factor gender were noticed on circadian ampli-
tude, sleep efficiency, dichotomy index, and wake after sleep onset. 
We concluded that exposure to radiation from the BTS did not 
modulate actigraphy-based behavioral sleep variables of people 
residing around BTS installations. We recommend more extensive 
field-based studies with rigorous longitudinal designs to validate 
the effects of radiation from the BTS in humans.
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1. Introduction

In modern society, we have an intimate association with the telecommunication system 
comprising mobile phones (MPs) and their base transceiver stations (BTSs). Each BTS 
operates in the radiofrequency range. According to the Australian Radiation Protection 
and Nuclear Safety Agency (ARPANSA), the non-ionizing radio-frequency electromagnetic 
field (RF-EMF) ranges from 3 kilohertz (kHz) to 300 gigahertz (GHz). The number of BTS 
installations is rapidly rising over the last decade to meet the increasing use of smart-
phones for social media, online services, and internet access (Barrile et al. 2009; Kaushal 
et al. 2012; Haryono and Gunawan 2020). Deployment of BTS in residential areas makes 
humans exposed to radiofrequency radiation (RFR) persistently. People living in BTS 
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Abstract
Purpose The current study is the first attempt to screen obstructive sleep apnea (OSA) risk in adult populations of Chhattis-
garh, India. A few predictors of OSA, such as socio-demographic variables, excessive daytime sleepiness (EDS), behavioral 
sleep variables, and chronotype were also investigated.
Methods Five hundred eleven (167 males and 344 females) randomly chosen healthy subjects participated in the study. The 
STOP-BANG and Modified Berlin Questionnaires (MBQ) were used for the screening of OSA. The Epworth Sleepiness 
Scale was used to determine excessive daytime sleepiness. The Morningness–Eveningness Questionnaire (MEQ) and Munich 
Chronotype Questionnaire (MCTQ) were used to determine the chronotype and behavioral sleep variables of each subject.
Results It was observed that 11% of the studied population was at risk of OSA obtained through MBQ. The STOP-BANG 
score significantly differed as a function of gender, family type, habitat, and chronotype. The Principal Component Analysis 
revealed behavioral sleep variables, demographic variables, EDS, and chronotype as the important correlates of OSA. The 
variables namely sleep latency and sleep inertia on both workdays and free days contributed to 22% variability in the dataset; 
whereas age, BMI and BSA together explained 19% variability. The ESS score and other associated factors explained the 
20% variability in the dataset.
Conclusions The study delivers an early warning and underscores that about 11% of young adults from Chhattisgarh have 
a higher OSA risk. Sleep latency and sleep inertia could be associated with OSA risk more prominently followed by BMI 
and BSA.

Keywords Obstructive sleep apnea · Excessive daytime sleepiness · Chronotype · Body surface area · Body mass index

1  Introduction and Background

Obstructive sleep apnea (OSA) can be defined as an inter-
ruption or pause in breathing that occurs more than five 
times in an hour [1, 2]. It is one of the common sleep-related 
breathing disorders. OSA reflects cessation in the upper air-
way of respiration that occurs during sleep, lasting for 10 s 
or more. A complete cessation is called ‘Apnea,’ whereas 
incomplete cessation is called ‘Hypopnea.’ In Hypopnea, 
abnormal shallow breathing occurs, which decreases the 
oxygen saturation by around 4% or more. The severity of 
OSA has been categorized into three stages based on the 
‘Apnea–Hypopnea Index (AHI)’ [3]. The three stages 
of OSA are Mild (AHI = 5–15 events/hour), Moderate 
(AHI = 15–30 events/hour) and Severe (AHI > 30 events/
hour) [3]. Loud snoring and excessive daytime sleepiness 
(EDS) are among the prominent symptoms of OSA. When 
OSA accompanies EDS then it is termed ‘obstructive sleep 
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Active Exploration of Faces in Police Lineups Increases Discrimination
Accuracy
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Eyewitness identifications play a key role in the justice system, but eyewitnesses can make
errors, often with profound consequences. We used findings from basic science and innova-
tive technologies to develop and test whether a novel interactive lineup procedure, wherein
witnesses can rotate and dynamically view the lineup faces from different angles, improves
witness discrimination accuracy compared with a widely used procedure in laboratories and
police forces around the world—the static frontal-pose photo lineup. No novel procedure
has previously been shown to improve witness discrimination accuracy. In Experiment 1,
participants (N = 220) identified culprits from sequentially presented interactive lineups or
static frontal-pose photo lineups. In Experiment 2, participants (N = 8,507) identified culprits
from interactive lineups that were either presented sequentially, simultaneously wherein the
faces could be moved independently, or simultaneously wherein the faces moved jointly into
the same angle. Sequential interactive lineups enhanced witness discrimination accuracy
compared with static photo lineups, and simultaneous interactive lineups enhanced witness
discrimination accuracy compared with sequential interactive lineups. These finding were
true both when participants viewed suspects who were of the same or different ethnicity/
race as themselves. Our findings exemplify how basic science can be used to address the im-
portant applied policy issue on how best to conduct a police lineup and reduce eyewitness
errors.
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Abstract

Aim:

Methodology:

Results:

Interpretation:

 

 

 

 

The present study aimed at evaluating the effects of radiofrequency electromagnetic radiation exposure on short-interval time estimates in humans 
living in the vicinity of base transceiver stations.

The study was conducted in Phase-1 and Phase-2 with 1281 and 192 subjects, respectively. Four groups with one control were identified 
in each phase depending on the distance from the ground-based transceiver stations. The cognitive ability of the subjects of each group was determined 
by measuring short-interval time estimates, namely 10 s, 30 s, and 60 s, with time production and time reproduction methods using the Interval Clock 
software (Version 2.2). The electric field strength at each 
participant’s house was determined using the Narda Broadband 
Meter-550 with a probe EF0-391.

ANOVA results demonstrated a statistically significant 
difference in electric field strength among different zones around 
the installations of base transceiver stations (F  = 50.071; 4,1274

p<0.001). It was significantly higher in the inter-tower zone than in 
all other zones. The prevalence of various clinical problems was 
higher among the individuals living in the inter-tower zone. 
ANCOVA results revealed that the main factors zone, gender, and 
year of residence, did not significantly affect any short-interval time 
estimates. However, a statistically significant 'time of the day' 
variation in most of the target short-interval time estimates with both 
the methods for all the studied groups, except the inter-tower zone, 
was observed.

The radiofrequency electromagnetic radiation emitted from base transceiver stations did not significantly impact the ability to estimate short-
time intervals in humans.

Key words: Base transceiver station, Electric-field strength, Narda Broadband Meter-550, Radiofrequency electromagnetic radiation, Short-interval 
time estimation.
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Selection of BTS

Categorization of zones 
as a function of distance 
from the BTS

Control
Zone-A

Inter-tower
Zone-B

[0-150 m]
Zone-C

[150-300 m]
Zone-D

[300-500 m]

Study level and sample size Phase-1 (n=1281) Phase-2 (n=192)

Determination of dependent
and independent variables

1. Electric field strength
    determination, using Narda
    Broadband Meter-550
2. Biographical data capture
3. Disease prevalence data capture

1. Determination of theta estimates
    (θs) of 10s, 30 s and 60 s time
     intervals, employing both TP and TR
     methods, for each subject using
     interval clock software (v. 2.2).

Findings

The inter-tower-and B-zone had
statistically significantly higher E-field
strength than the other zones,
including the control.

Notwithstanding the time-of-day
variability in the variance of θs, the
main factor, zone did not produce any
statistically significant effects on the θs.
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Abstract - Arsenic and Fluoride are very common ground water pollutants, contributed by natural and anthropogenic 

sources leading to serious health effects in both terrestrial and aquatic organisms. The current research was carried out to 

identify the relationship between arsenic and fluoride, using Clarias batrachus (common cat fish) as an experimental 

model.  The study includes seven groups (Group I to VII), one control (Group I) and other six (Group II, III, IV, V, VI, 

VII) exposed to different concentration of arsenic and fluoride individually and in combination. Long term exposure of 60 

days was carried out for each group, with no toxicant added in Group I. Blood samples were collected from each 

experimental group on 60
th

 day and COMET assay was performed to check genotoxicity. Parameters like Head DNA 

percentage, tail DNA Percentage, comet length, tail moment were calculated from comet images. Results revealed 

maximum DNA damage in group V, which was exposed to arsenic alone, concluding arsenic being more toxic than 

fluoride. Also, antagonistic relationship was established between arsenic and fluoride. 

 

Keywords - Arsenic, Fluoride, Clarias batrachus, Genotoxicity 

 

I. INTRODUCTION 

 

Increasing anthropogenic activities are the key to aquatic 

and terrestrial pollution across the globe. Arsenic and 

Fluoride are very common ground water pollutants, 

contributed by both natural and human caused reasons. 

Concurrent occurrence of fluoride and arsenic is 

widespread in many states of India, China, Bangladesh and 

South East Asia. Following their exposure, severe health 

complications arise namely Arsenicosis and Fluorosis, 

respectively [1].   

 

Fluoride gets accumulated in aquatic invertebrates and 

vertebrates, through food and water. Once absorbed, it is 

distributed and accumulated in various organs and body 

parts [2]. The tendency of fluoride accumulation is found 

more in bony tissues than in soft tissues [3]. Fluoride also 

alters numerous hematological parameters [4] and 

interferes with various enzymatic (SOD, Catalase) and 

non- enzymatic activities (GSH, LPO) [5]. It has 

propensity to bind with the DNA molecule and distort its 

normal structure, and also induces generation of free 

radicals, ultimately causing DNA damage [6].  

 

Arsenic, on the other hand is a non essential heavy metal 

which is mainly contributed by coal burning industries [7], 

generally present in its two forms organic and inorganic; 

inorganic being the more toxic one [8]. Aquatic organisms 

get exposed to arsenic through food/dietary sources and 

via water. Arsenic intrudes in the food chain and hence 

has bioaccumulative properties [9]. Accumulation of 

arsenic in fishes takes place in different organs like liver, 

kidney and gills depending upon the source of 

exposure [10]. Arsenobetaine, a water-soluble arsenic 

compound is usually found in marine living beings, which 

affects the organism and also can have adverse effects on 

humans indirectly [11]. Arsenic inhibits various enzyme 

activities involved in DNA repair leading to DNA damage. 

It brings about oxidative stress and free radicals affecting 

DNA and various cellular activites [6].  

 

Contradictory literatures are available for both antagonistic 

and synergistic relationship of fluoride and arsenic. 

However, adverse health consequences of arsenic and 

fluoride exposure individually have been explored more, 

in comparison to their combination effects [12].  

 

The research paper is further described as follows; section 

II mentions about the methods acquired to carry out the 

experiment, section III deals with the finding of the 

research carried out and also the discussion in which our 

results were supported by other researchers. Future scope 

and conclusions are narrated in section IV, followed by 

acknowledgement and finally the references.  

 

II.  RELATED WORK 

 

Research reports are available confirming concurrent 

presence of arsenic and fluoride in various water bodies; 

but a very little work has been explored about the effects 

of both toxicants on aquatic organisms. However, many 

reports are available on rats. Arsenic and fluoride lead to 

increased activities of glutathione peroxidases, SOD & 

catalase, and also reduce levels of glutathione and ascorbic 

http://www.isroset.org/
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acid [13]. Similar results are available in ovary of rats [14] 

and blood, liver and brain of rats, exposed to different 

concentrations of arsenic and fluoride, concluding 

antagonistic connection between them [15]. 

Correspondingly, antagonistic associations were noticed 

between the two, wherein increased ROS and lipid 

peroxidation were observed in groups of rats exposed to 

arsenic and fluoride separately [16].  

 

Several conflicting publications are also available 

explaining synergistic association of fluoride and arsenic. 

Reports have been published, observing less DNA damage 

in groups of rats exposed to both arsenic and fluoride in 

combination, demonstrating synergistic effects between 

the two [17]. 

  

III. METHODOLOGY 

 

Experimental model, Clarias batrachus were selected for 

the study and were purchased from local market. Before 

acclimatization, fishes were immersed in 1% 

KMnO4 solution, to avoid any skin diseases. Five fishes in 

each water tank of 50L capacity were acclimatized for 15 

days with continuous supply of oxygen and water, with 

room temperature maintained at 27°C. They were fed daily 

once with Taiyo fish food.  

 

Sodium fluoride (NaF) (Himedia laboratory) and Arsenic 

trioxide (As2O3) (Sigma Aldrich) of desired concentration 

were used to expose Clarias  batrachus. Seven 

experimental groups were formed to study the effects of 

fluoride and arsenic individually and in 

combinations. Group I (Control), Group II (10 mgL
-1

NaF), 

Group III (20 mgL
-1

NaF), Group IV (1 mgL
-

1
 As2O3), Group V (2 mgL

-1
 As2O3), Group VI (10 mgL

-

1
NaF + 1 mgL

-1
 As2O3), Group VII (20 mgL

-1
NaF + 2 mgL

-

1
 As2O3)  

 

Long term exposure of 60 days was carried out for each 

group, with no toxicant added in Group I, and the desired 

toxicant were added in the following groups. Blood 

samples were collected from each experimental group on 

60
th

 day. 1.0ml each of blood samples were collected in 

polypropylene vials/tubes coated with heparin. Samples 

were stored at 4◦C for about a week or at a temperature of 

-20°C, until further analysis.  

 

Comet Assay: 

Samples were then analyzed for DNA damage by using 

COMET assay technique [18], a SCGE (Single Cell Gel 

electrophoresis) of blood cell, which signifies the amount 

of DNA impairment.   The procedure involves preparation 

of base slides, using layers of LMPA (Low Melting Point 

Agarose) and NMA (Normal Melting agarose). Blood 

samples collected were dissolved in PBS (Phosphate 

Buffer Saline) solution for isolation of blood cells. 

Samples were then placed on prepared base slide and 

coated with agarose layer, and cover slips gently placed 

over it. Microgel slides were subjected to electrophoresis 

for about 20 minutes (15 volts & 300 mill amperes). Slides 

were stained with EtBr (Ethidium bromide) and 

immediately visualized under fluorescent microscope 

(Leica DM 1000).  

 

Visual scoring method developed by Comet assay forum 

(www.cometassayindia.org)was used. Around 100 cells 

were counted per slide & analyzed for 

damage. CaspLab (Comet assay Software Project 1.2.3b), 

was also used for calculating comet length, percentage of 

DNA in head and tail region in COMET images.    

 

IV. RESULTS AN DISCUSSIONS 

Results 

DNA damage was analyzed using Comet assay technique 

in blood samples of control and experimental fishes of 

different concentration of NaF & As2O3. Least DNA 

damage was found in control samples with maximum 

number of ‘Type 0’ and minimum number of ‘Type 4’ 

DNA damage categories. Greatest damage was observed 

in group V (2μgL
-1

As) with maximum ‘Type 4’ and 

minimum ‘Type 0’ (Figure 1). Less percentage of DNA 

damage was found to be observed in groups exposed to 

both fluoride and arsenic (group VI & VII), compared to 

groups exposed only to arsenic (group IV & V).  

 

Highest percentage of DNA in head region was observed 

in control group (Figure 2). Order of Head DNA (%) 

witnessed was; group I (99.4±0.29) > group II > group III 

> group VI > group IV > group VII > group V 

(36.60±5.32). However, tail DNA (%) was found 

maximum in group V (63.39±9.22) and least in group I. 

Decreasing order of tail DNA was found in group V, 

followed by group VII, group IV, group VI, group III, 

group II, group I (0.56±0.82). 

 

Highest length of the comet was found in group V 

(304±3.21) followed by group VII, group IV, group VI, 

group III, group II. And least length was seen in group I 

(40.4±2.20) (Figure 3) 

 

Tail moment was also estimated, which is the product of 

tail DNA percent & tail length of the comet. Highest tail 

moment was measured in group V and lowest was detected 

in control group (Figure 4). 

 

COMET images (Figure 5), using blood samples collected 

from fishes of each group was allowed to run in 

electrophoresis (SCGE) and were observed under 

fluorescent microscope. Maximum DNA damage, with 

long comets were observed in group V (arsenic treated) 

and least DNA damage were reported in control samples 

(group I). DNA damage was found be highest in arsenic 

exposed groups than in fluoride exposure groups.  

Confirming the antagonistic nature of arsenic and fluoride, 

DNA damage was low in groups exposed to arsenic and 

fluoride together as compared to groups exposed to 

fluoride and arsenic individually. 

 

http://www.cometassayindia.org/
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Figure 1. DNA damage (percentage) in control and different exposed groups of fluoride & arsenic (separately & in 

combination) after 60 days. Alphabets represents significance (P<0.001) between different types of DNA damage (0 to 4). 

No significant difference was observed between different exposure groups Means bearing different letters are statistically 

significant from each other (based on Duncan’s multiple - range test). 
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Figure 2. Percentage of DNA (Head and tail) in control and different experimental groups after 60 days of 

exposure. 
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Figure 4. Tail moment (Tail DNA % * Tail length) in control and different experimental groups after 60 days of exposure. 
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Figure 5. COMET images, of blood cells collected from different groups (I to VII) after 60 days of exposure, 

observed under fluorescent microscope. 
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Discussion 

Two commonly used techniques for testing genotoxicity in 

fish model are COMET assay and CAT (Chromosomal 

Aberration Test) [19]. In the field of ecotoxicology fishes 

considered as established models, where in the most 

reliable technique adopted for accessing DNA damage is 

COMET assay [20]. A study in Clarias batrachus reported 

increased Chromosomal aberration with increasing 

fluoride exposure [21]. Similar observations were reported 

in mice bone marrow, when tested for genotoxicity. Swiss 

albino mice were exposed to different sub lethal 

concentrations of sodium fluoride via drinking water, and 

breaks in chromosomal strands, appearance of micro 

nuclei was noticed [22]. Analogous experiments were 

conducted in Wistar rats, with a long-term exposure to 

fluoride, and analogous results were witnessed [23]. 

 

We agree with [24], considering arsenic a potent 

carcinogen; which he demonstrated using human lung cell 

lines and reported increased frequency of double stranded 

DNA breaks while performing Neutral COMET assay 

technique. Complimentary reports were established in 

Oreochromis mossambicus when exposed to different 

concentration of arsenic [25]. 

 

Antagonistic relationship between arsenic and fluoride was 

established by [26], where mice exposed to arsenic and 

fluoride separately has more DNA damage than to the 

group of mice with co-exposure of arsenic and fluoride, 

which is further supported by our investigations. In an 

experiment conducted by [27], arsenic and fluoride (singly 

and separately) were exposed to human peripheral 

lymphocytes cell cultures for 24h, ensuing DNA damage 

in all the exposed groups compared to control groups. 

Besides, comet length was found to be high in treated 

cultures; also, DNA percentage in head of comet was less 

and tail DNA% was more in exposed groups. However 

reverse condition was observed in non-treated groups. 

Antagonistic relationship between arsenic and fluoride is 

estimated in the present report and is further supported by 

the above study. Single strand breaks in DNA were 

observed in rat lymphocytes with the aid of Comet assay 

technique, when they were treated with arsenic, fluoride 

and co-exposure of arsenic & fluoride [28]. Comets with 

visibly long tails were seen in chronic fluoride (28 weeks) 

and arsenic treated groups in comparison to control, which 

are also analogous to the current work. Similar results 

were obtained [29], following exposure of fluoride and 

arsenic to human blood lymphocyte cultures for 24 hours. 

A noticeable lengthy comet tail was recognized in exposed 

cell cultures, indicating DNA damage. 

 

Antagonistic relationship between arsenic & fluoride is 

due to formation of certain compounds like AsF3, AsF5 

and AsF6
-
 . Arsenic has an empty d orbital, giving it an 

affinity towards any electronegative element, like fluoride. 

Arsenic (III) undergoes SP3 hybridization with fluoride 

and forms AsF3 & when present in arsenic (V) go through 

SP3d hybridization to form AsF5, thereby reducing the 

individual effect of each [30]. 

V. CONCLUSION AND FUTURE SCOPE 

 

Arsenic and Fluoride are two serious inorganic water 

pollutants worldwide. Extensive work has been done with 

reference to both fluoride and arsenic in combination, but 

a little has been explored in Clarias batrachus. Different 

views and reviews are obtainable for fluoride and arsenic 

relationship with each other. Our work has definitely 

brought clarity to their relationship between As & F
- 
when 

studied together. DNA damage was found be highest in 

arsenic exposed groups than in fluoride exposed groups 

and groups of As+F
- 
exposure. Confirming the antagonistic 

nature of arsenic and fluoride, DNA damage was low in 

groups exposed to arsenic and fluoride together as 

compared to groups exposed to fluoride and arsenic 

individually. Estimation of accumulation status and 

biochemical effects of arsenic and fluoride would be an 

important tool for calculating ecological risk assessment.  
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ABSTRACT : Fluoride and arsenic, upon release into the environment, often accumulate rapidly in aquatic habitats and are

taken up by aquatic organisms subsequently entering into the food chain. This study comprises of examining the tissue

distribution of arsenic and fluoride in the freshwater catfish, Clarias batrachus chronically exposed to them in combination.

Fishes were exposed to a range of aqueous arsenic trioxide and sodium fluoride, both individually and in combination, and

sampled at 24, 48, 72 and 96 hours. Levels of fluoride and arsenic in the liver, kidney, bone and blood of Clarias batrachus

demonstrated significantly a direct relationship with the exposure medium. Fluoride level in bone was the highest whereas; the

lowest level was observed in the muscle. Arsenic level in the liver was the highest whereas; the lowest level was observed in the

bone at the end of 96 hours, among all tissues, at the same concentration and sampling time. Impact on behavior was studied in

terms of air gulping, opercular movement, swimming activity, body position and food sensitivity. Control fish remained normal

throughout the experimental period (28 d), but treated fishes were very restless, with loss of equilibrium, and a significant

increase (P<0.01) in the number of opercular movements and air gulping .Our results suggest that elevated levels of fluoride

and arsenic exposure cause bioaccumulation in the fish body, which ultimately may be harmful to humans.

Key words : Bioaccumulation, biotransformation, methylation, biotransformation, TISAB.
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INTRODUCTION

Civilization and the rapid spread of industrialization

have compelled developing countries to face the crisis of

aquatic pollution. A large number of polluted products,

especially heavy metals are constantly being drained,

untreated into rivers, close at hand. These products readily

get dissolved in water and are the major persistent

elements in aquatic ecosystems. Chromium, lead,

mercury, arsenic and cadmium, rank among the priority

metals and are viewed as systemic toxicants inciting

numerous organ damages, even at lower levels of

exposure (Olsson et al, 1998). They also influence cellular

organelles and various enzymes involved in the metabolic

process, detoxification, and damage repair (Wang and

Shi, 2001). Besides, DNA molecules and nuclear proteins

are also damaged, possibly leading to carcinogenesis or

apoptosis (Beyersmann and Hartwig, 2008). Obviously,

the impact of heavy metals on the aquatic ecosystem is a

global concern (Yousafzai et al, 2008).

In the present scenario, unfortunately, a billion people

in the world are drinking unhealthy water regularly (Borah

et al, 2011). To meet the need for clean drinking water

of these thirsty billions, indiscriminate fracturing of rocks

to dig bore wells has consequently lead  the emergence

of two major public-health problems, viz., groundwater

contamination with excess fluoride and arsenic. The chief

sources of high fluoride in water resources are fluoride-

bearing minerals existing in rocks and soils (Jha et al,

2011).

Aquatic animals are capable of taking up fluoride

directly from water or to a lesser extent through food. In

fish, fluoride may accumulate from the food chain (Shi et

al, 2009). Roughly, 80-90% of the total ingested fluoride

is absorbed from the gastrointestinal tract by passive

diffusion (Whitford, 1996). Fluoride is distributed more

rapidly in well-perfused tissues, such as the heart, lung,



436 Gamini Sahu and Aditi Niyogi Poddar

and liver than less perfused tissues, such as skin, resting

skeletal muscles and adipose tissue (WHO, 2002).

The major cause of arsenic concentration in

groundwater and alluvial plain is desorption and dissolution

of arsenic-bearing minerals and alluvial sediments

(Shankar et al, 2014). Usage of arsenic-containing

insecticides, fungicides, and herbicides in agriculture and

wood preservatives, burning of fossil fuels and mining

are anthropogenic sources (Nriagu et al, 2007). In its

diverse chemical forms, arsenic too is bioaccumulative

and enters the food chain (Suhendrayatna et al, 2002).

Fluoride and arsenic are found to co-occur in

groundwater in many countries, including Argentina,

China, Mexico, Pakistan Australia, Japan, Korea and

Chile (Ahn, 2012). Many industries, by the improper

release of their wastewaters, add to the possibilities of

combined exposure to arsenic and fluoride. Co-exposure

to fluoride and arsenic may lead to more complicated

adverse health effects than exposure to fluoride and

arsenic alone. Such observations could be attributed to

the possible interaction between arsenic and fluoride in

biological sites. In various studies, more contradictory

results have been reported in which synergistic and

antagonistic effects have been observed (Chouhan and

Flora, 2010; Jiang et al, 2014).

Fish act as competent bioindicators of water quality

(Al-Ghanim et al, 2016), due to their quality to accumulate

metals in their muscles (Zhao et al, 2012) causing

physiological, biochemical, and genetic alterations in their

body (Javed and Usmani, 2017). Changes in certain fish

behaviors, such as cough rate and avoidance reactions,

predator avoidance, feeding behavior, learning, social

interactions, and a variety of locomotor behaviors are

very sensitive indicators of sublethal exposure to metals.

Thus, behavioral alterations in aquatic organisms could

be used as tools for risk assessment in aquatic

ecosystems. This research work deals with an assessment

of the bioaccumulatory potential of fluoride and arsenic

and their combined toxic impact on the behavior of

freshwater catfish Clarias batrachus Linn.1758.

MATERIALS AND METHODS

Procurement of experimental model and its

maintenance

Clarias batrachus Linn. 1758 was used as the fish

model throughout the toxicological investigations. Live

and healthy fishes were procured from fish hatcheries,

situated in Raipur, Chhattisgarh and acclimatized under

laboratory conditions for a minimum of 15 days pre-

exposure. Maintenance was done in natural freshwater

(24ºC±1) with sufficient oxygen supply and a clean

environment. Taiyo pellet fish food was fed to fishes during

acclimatization and experimental period.

Results of previous acute toxicity tests (LC
50

) were

used for chronic toxicity studies. The acute value was

divided by 10 to provide a margin of safety and the

resulting chronic estimate was used for chronic toxicity

tests (Hoffman et al, 2003). Sodium fluoride (NaF, Hi-

media, Mumbai) and arsenic trioxide (As
2
O

3
, Sigma,

USA) were selected as toxicants for individual and

combined toxicity tests. 50 fishes were randomly

distributed into five groups of 10 fishes per aquarium with

50L of water and treated as follows for a duration of 28

days- Group I (1.5 mgL-1 Arsenic);Group II(30 mgL-1

Fluoride); Group III(15 mgL-1 Fluoride + 0.75 mgL-1

Arsenic); Group IV (30 mgL-1 Fluoride + 1.5 mgL-1

Arsenic); Group V (control animals in normal water).

Two fishes from each aquarium were removed and

anesthetized with MS-222 solution (100mgL-1). Blood and

tissue (liver, kidney and muscle, bone) samples were

carefully dissected and collected weekly for up to 28 days

along with water samples for the different analyses.

Quantification of Fluoride content

Fluoride digestion and Sample preparation :

About 100mL of water samples were collected in

polyethylene vials and kept in a refrigerator at 4°C until

further analysis. Fluoride content was estimated by direct

determination method using TISAB buffer in 1:1 ratio

for both samples and standards. Blood samples of about

0.5mL were collected in heparinized polypropylene vials

and kept in a refrigerator at 4°C temperature until further

analysis. Direct analysis was done without any

pretreatment of the sample, diluting with TISAB II buffer

in the ratio1:1. Tissue and bone (Labiotkowski-

Arendarczyk et al, 2015) samples were digested and

TISAB II buffer (1:1) was added. Fluoride content was

measured by the direct determination method (Birkel et

al, 1970; Labiotkowski-Arendarczyk et al, 2015).

Estimation of fluoride : Estimation of fluoride was

done using Thermo Scientific 9609 BNWP Ion-selective

electrode (manual and ASTM D1179-72 B, 1976).

Quantification of Arsenic content

Water, blood, tissue and bone samples were collected

and stored as mentioned above in fluoride analysis.

Preparation of water, blood and tissue samples are given

below:

Arsenic digestion and Sample preparation :

Water (APHA, 2005; Chaurasia et al, 2013), blood

(Chaurasia et al, 2013), tissues (liver, kidney and muscles)

(Pazhanisamy et al, 2007) and bone (Akan et al, 2012)
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samples were digested according to standard methods.

After the accomplishment of complete digestion, the

digested samples were made up to 25mL with distilled

water and stored at 4°C for analysis.

Prior to analysis, all the standards, samples, and blank

were incubated with 2.5mL each of 5% ascorbic acid,

concentrated HCl and 5% KI, for an hour.

Analysis and estimation of arsenic : Estimation

of arsenic from digested samples was done by Hydride

Generation Atomic Absorption Spectrometer (AA8000

Lab India Atomic absorption Spectrophotometer Ltd.).

Behavior atudy

During the experiment days, fish were regularly

checked for any changes in their behavioral aspects, such

as air gulping, operculum movements, swimming patterns,

equilibrium, and feeding activities. Opercular movements

were noted per minute and air gulps for every 15 minutes.

Statistical analysis

Statistical analysis was done through statistical

software. Linear regression was done in MS Excel 2007.

RESULTS

Fig. 1(A to D) represents fluoride and Fig. 2 (A to

D) represents arsenic contents in exposure medium

(water) and blood, liver, kidney, muscles and bones of

Clarias batrachus when exposed respectively, to sodium

fluoride and arsenic trioxide for 28 days. The

concentrations of fluoride and arsenic were high in the

exposure medium (water) of fluoride and arsenic alone

groups, respectively as compared from their co-exposure

groups throughout 28 days. Fluoride accumulation in

Clarias batrachus demonstrated that as the

concentration of fluoride increased in the exposure

medium, more fluoride accumulated within the organism.

Hence, after 7, 14, 21 and 28 days of exposure, the levels

of fluoride in tissues, blood, and bone were increased

with increasing water fluoride concentration and exposure

duration. The distribution pattern of fluoride was in

decreasing order of liver > bone > kidney > muscles >

blood. Fluoride level in the liver was the highest

(4817.73±238.64 µg Kg-1 dry weight) whereas; the lowest

level was in the muscle tissue (2735.71±133.26 µg Kg-1

Fig. 1 : Linear regression of fluoride levels in different tissues from Clarias batrachus with fluoride level in exposure medium (water) at 7

(A), 14(B), 21(C), 28 days (D).



dry weight) at the end of 28 days. The distribution pattern

of arsenic was in decreasing order of liver > kidney >

muscles > bone > blood. Arsenic level in the liver was

the highest (6.515±0.14 µg Kg-1 dry weight) whereas; the

lowest level was observed in the bones (0.834±0.02 µg

Kg-1 dry weight) at the end of 28 days.
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Table 1 : Behavioral response of Clarias batrachus exposed to various concentrations of arsenic trioxide and sodium fluoride up to 28 days.

Experiment groups
Parameters

Group I Group II Group III Group IV Group V

Air gulping 11.33±2.08a 10.67±1.45a 8.33±0.88a 11.00±1.20a 3.33±0.88b

(per 15 min)

Opercular movement 41.33±1.45b 38.00±1.15a 36.33±1.20a 37.00±1.73a 30.00±1.15c

(per min)

Swimming movement ES ES ES ES U

(7-28 d)

Body position SV  SV SV SV B

(7-28 d)

Equilibrium EL EL EL EL N

(7-28 d)

Food sensitivity VL L L L N

(7-28 d)

Mean±SE (n=3); (Group I- 1.5 mg L-1 As; Group II- 30 mg L-1 F; Group III- 0.75 mg L-1 As + 15 mg L-1 F; Group IV- 1.5 mg L-1 As + 30 mg

L-1 F; Group V- Control). U uniform, ES erratic and speedy movements, SV swimming vertically near the upper surface of the water, B at the

bottom, EL equilibrium lost, N normal, VL very low,  L low.

Fig. 2 : Linear regression of arsenic levels in different tissues from Clarias batrachus with fluoride level in exposure medium (water) at 7 (A),

14(B), 21(C), 28 days (D).
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Behavioral study

Behavioral changes (air gulping, opercular movement,

swimming activity, body position, and food sensitivity) are

depicted in Table 1. The number of air gulps (per 15 min

for 7-28 days) increased (P<0.01) from 3.33±0.88 in the

control group to 11.33±2.08 in the exposed Group I (1.5

mgL-1 As). A significant increase (P<0.01) in the number

of opercular movements (per min, 7-28 d) was recorded

in treatment groups as compared to control. The recorded

values ranged from 10.00±1.15 in the control group to

41.33±1.45 in Group I (1.5 mg L-1 As) exposed group.

During the experiment period, treated fishes were very

restless while control fishes were very calm and spent

most of the time at the bottom. The swimming activity of

experimental fishes was found to be erratic and rapid;

with body slanted head upside. However, control fish

remained normal and swam horizontally throughout the

experimental period (28 d). Equilibrium was lost in all

treated groups as compared to control fishes. Fishes

mostly hung vertically with mouth pointed towards the

surface and slow response to food. Sometimes they

started following and biting other fishes.

DISCUSSION

As a consequence of their accumulation in various

tissues, the intakes of fluoride and arsenic damage the

cellular structures. Fluoride gets easily absorbed in fish

tissues although preferably it is accumulated more in

bones as fluoride has a high affinity for Calcium. Shi et

al (2009) reported a significant increase in fluoride

concentration in bone, cartilage, skin, and gill of Siberian

sturgeon exposed to fluoride for 90 days. Accumulation

of fluoride at a water concentration of ≥4 mg L-1 leads

Siberian sturgeon up to the level of 3204.4 mg Kg-1 in

bone, 1401.2 mg Kg-1 in cartilage, 389.4 mg Kg-1 in gills,

100.1 mg Kg-1 in the skin. Our observation that more

accumulation of fluoride takes place in bone than other

tissues conforms to previous studies by other workers

(Shi et al, 2009; Ganta et al, 2015). Not only bones, but

fluoride also targets soft tissues including the kidney, liver,

muscles, gills, gut, pylorus, spleen brain and testis, etc.

(Sewelam, 2017; Shi et al, 2009; Inkielewicz and

Krechniak, 2003). In the present study, fluoride

accumulation in soft tissue was observed in a dose-

dependent manner with the highest in the liver followed

by kidney and muscles. This is concordant with the

previous findings conducted on fluoride-treated Siberian

sturgeon that liver, gut and pylorus accumulated more

fluoride than muscles and their accumulation was in a

dose-dependent manner (Shi et al, 2009).

The liver is the chief organ by way of metabolic

functions involved in the uptake, accumulation,

detoxification and excretion of toxic elements. It is one

of the sensitive organs of teleost fishes that show a change

in biochemistry, histoarchitecture and physiology following

exposure to environmental pollutants (Puntoriero et al,

2018). Biotransformation of arsenic primarily occurs in

the liver and tends to accumulate thereby binding with

thiol or –SH group of protein of liver. In the present study,

arsenic accumulated more in the liver than other tissues

(kidney, muscles, bone) in both short term and long term

exposures, which is in agreement with other findings

(Kumari et al, 2017; Begum et al, 2013; Pazhanisamy et

al, 2007; Zhang et al, 2007). In the present work, the

kidney also accumulated a significant level of arsenic after

liver. Electrothermal atomic absorption spectroscopy of

arsenic reveals the maximum amount of arsenic in the

liver and kidney after acute poisoning (Ratnaik, 2003).

Muscle contributes major mass to fish and is also the

most commonly consumed portion by human beings. In

the present study, the accumulation of arsenic and fluoride

was very low in muscles, since muscles are not an active

site of detoxification and have weak accumulating

potential. The present study is also in agreement with

Sahu et al (2017), who observed that fishes (Clarias

gariepinus) exposed to different sub-lethal

concentrations of sodium fluoride and arsenic trioxide for

96 hours showed a significant increase in tissue fluoride

and arsenic concentration with increasing water fluoride

and arsenic concentration.

In the present study, altered behavior response in

treated fishes, such as, increased rate of air gulping and

rapid opercular movements, loss of equilibrium, erratic

swimming, hanging, restlessness and decreased food

consumption were observed, which depict beyond doubt,

a stressful environment due to the presence of toxicant.

Increased air gulping and operculum movement are due

to the formation of mucus layer over the fish exposed

surface, act as a barrier to entry of toxicants. Increased

mucus secretion could also block the respiratory surface

thus compelling fishes to increase air gulping to meet their

oxygen demand.

Erratic swimming and loss of equilibrium observed

in the present study may be due to impairment of the

nervous system that is responsible for vital activities.

Acetylcholinesterase is an enzyme that hydrolyzes a

naturally occurring neurotransmitter acetylcholine.

Previous studies reported that arsenic and fluoride

decrease the activity of acetylcholinesterase in rats (Tolins

et al, 2014; Bharti and Srivashtava, 2011). Anorexia in

treated fish as compared to control ones further

corroborates toxic effects. Similar findings were reported



by Anguirre-Sierra et al (2013) and Yallappa and Nuzhat

(2017) in Austropotamobius pallipes and Cyprinus

carpio, respectively.

Previous studies indicating conflicting reports about

antagonism or synergism between arsenic and fluoride

include; Li et al (1999), Liu et al (1999), Mittal and Flora

(2006) and Jhala et al (2008). Results from the present

study suggest that during co-exposure, arsenic and fluoride

concentration decreased significantly in exposed water,

blood, bone and soft tissues of exposed fish as compared

to their exposure, which is in agreement with the work

of Sahu et al (2017) and Flora et al (2012). Decreased

accumulation in arsenic and fluoride co-exposed groups

can be explained by the fact that sodium fluoride is an

ionic compound and gets completely dissolved in an

aqueous medium. Thus, fluoride could inhibit the ionization

of arsenic compounds hence, reducing their toxicity (Sahu

and Kumar, 2021). Fluoride is a highly electronegative

element and arsenic can directly react with halogens and

other nonmetals, but predominantly bind with halogens

due to their high electro-negativity. In trivalent oxidation

state (As3+) arsenic binds with fluoride and forms AsF
3
,

in pentavalent form (As5+) it forms AsF
5 
(Mittal and Flora,

2006). This indicates that the interaction mechanism of

fluoride and arsenic in the development of endemic

disease is complicated and may be affected by many

uncertain factors.

CONCLUSION

Arsenic accumulated more in the liver than other

tissues, while fluoride accumulated more in bone and very

least in muscles in 28 days of exposure. Concomitant

exposure to arsenic and fluoride was found to decrease

in blood, bone, and soft tissues arsenic and fluoride

concentration. Arsenic and fluoride altered behavioral

activities in Clarias batrachus in a dose and time-

dependent manner. Even at very low concentrations,

arsenic trioxide seemed to be more effective in causing

behavioral alterations as compared from sodium fluoride.

The treatments with fluoride and arsenic alone resulted

in greater effects than those produced by their

combination suggesting antagonism between them.

ACKNOWLEDGEMENT

Sincere thanks are due University Grants Commission

for providing UGC-BSR fellowship to Gamini Sahu as

financial assistance and to the Head, School of Life

Science for providing lab facilities.

REFERENCES

Aguirre-sierra A, Alonso L and Camargo J A (2013) Fluoride

bioaccumulation and toxic effects on the survival and behavior

of the endangered white-clawed crayfish Austropotamobius

pallipes (Lereboullet). Arch. Environ. Con. Tox. 65, 244-250.

Ahn J S (2012) Geochemical occurrences of arsenic and fluoride in

bedrock groundwater: a case study in Geumsan County, Korea.

Environ. Geochem. Health 34, 43-54.

Akan J C, Mohmoud S, Yikala B S and Ogugbuaja V O (2012)

Bioaccumulation of some heavy metals in fish samples from

river Benue in Vinikilang, Adamawa State, Nigeria. Am. J. Analyt.

Chem. 3, 727-736.

Al-Ghanim K A,  Mahboob S, Seemab S,  Sultana S, Sultana T, Al-

Misned F and Ahmed Z (2016) Monitoring of trace metals in

tissues of Wallago attu (lanchi) from the Indus river as an indicator

of environmental pollution. Saudi J. Biol. Sci. 23, 72-78.

APHA (2005) Standard Methods for the Examination of Water and

Wastewater. 21st Edition, American Public Health Association/

American Water Works Association/Water Environment

Federation, Washington DC.

Begum A, Mustafa A I, Amin M N, Banu N and Chowdhury Y R

(2013) Accumulation and histopathological effects of Arsenic in

tissues of shingi fish (stinging catfish) Heteropneustes fossilis

(Bloch, 1794). J. Asiat. Soc. Bangladesh Sci. 39, 221-230.

Benramdane L, Accominotti M, Fanton L, Malicier D and Vallon J J

(1999) Arsenic speciation in human organs following fatal arsenic

trioxide poisoning-a case report. Clin. Chem. 45, 301-306.

Beyersmann D and Hartwig A (2008) Carcinogenic metal compounds:

recent insight into molecular and cellular mechanisms. Arch.

Toxicol. 82, 493- 512.

Bharti V K and Srivastava R S (2011) Effect of pineal proteins at

different dose levels on fluoride-induced changes in plasma

biochemicals and blood antioxidant enzymes in rats. Biol. Trace

Elem. Res. 141, 1-3.

Borah J (2011) A Comparative Study of Groundwater with special

reference to fluoride concentration in some parts of the Dibrugarh

district, Assam, India. Adv. Appl. Sci. Res. 2, 318-322.

Chaurasia N, Pandey S K and Devendra M (2013) Determination of

Arsenic content in the water and blood samples of Balia region

using Hydride Generation Atomic Absorption

Spectrophotometer. Res. J. Forensic Sci. 1, 1-3.

Chouhan S and Flora S J S (2010) Arsenic and fluoride: two major

groundwater pollutants. Indian J. Exp. Biol. 48, 666-678.

Ganta S, Yousuf A, Nagaraj A, Pareek S, Sidiq M, Singh K and Vishnani

P (2013) Evaluation of fluoride retention due to most commonly

consumed estuarine fishes among fish consuming population of

Andhra Pradesh as a contributing factor to dental fluorosis: a

cross-sectional study. J. Clinic. Diag. Res. 9, 11-15.

Hamilton M (1992) Water fluoridation: a risk assessment perspective.

J. Environ. Health 54, 27-32.

Hoffman D J, Rattner B A, Burton G A and Cairns J (2003) Handbook

of ecotoxicology. 2nd eds. CRC press company, Washington

DC, pp 21-23.

Inkielewicz I and Krechniaka J (2003) Fluoride content in soft tissues

and urine of rats exposed to sodium fluoride in drinking water.

Fluoride 36, 263-266.

Javed M and Usmani N (2019) An overview of the adverse effects of

heavy metal contamination on fish health. Proc. Natl. Acad. Sci.,

India, Sect. B Biol. Sci. 89,  89–403 DOI: 10.1007/s40011-017-

0875-7.

Jha S K, Mishra V K, Sharma D K and Damodaran T (2011) Fluoride

440 Gamini Sahu and Aditi Niyogi Poddar



in the environment and its metabolism in humans. Rev. Environ.

Contam. T. 211,121-142.

Jiang S, Su S, Yao S, Zhang Y, Cao F, Wang F, Wang H, Li J and Xi S

(2014) Fluoride and arsenic exposure impairs learning and

memory and decreases mGluR5 expression in the hippocampus

and cortex in rats. PloS One 9, e96041.

Kumari B, Kumar V, Sinha A K, Ahsan J, Ghosh A K, Wang H and

DeBoeck G (2017) Toxicology of arsenic in fish and aquatic

systems. Environ. Chem. Lett. 15, 43-64.

Labiotkowski-Arendarczyk N, Kosik-Bogacka D I, Kalisinska E,

Sokolowski S, Lebiotkowski M, Baranowska-Bosiacka I,

Gutowska I and Chlubek D (2015) Bone fluoride content in

patients after hip and knee joint surgery. Fluoride 48, 223-233.

McIvor M (1990) Acute fluoride toxicity: pathophysiology and

management. Drug Saf. 5, 79-85.

Mittal M and Flora S J S (2006) Effects of individual and combined

exposure to sodium arsenite and sodium fluoride on tissue

oxidative stress, arsenic and fluoride levels in male mice. Chem-

Biol. Interact. 162, 128-39.

Nriagu J, Bhattacharya P, Mukherjee A, Bundschuh J, Zevenhoven R

and Loeppert R (2007) Arsenic in soil and groundwater: an

overview. In: Trace Metals and other Contaminants in the

Environment (Bhattacharya P, Mukherjee A, Bundschuh J,

Zevenhoven R and Loeppert R eds.), pp. 3-60, Elsevier,

Amsterdam, The Netherlands.

Olsson P E, Kling P and Hogstrand C (1998) Mechanisms of heavy

metal accumulation and toxicity in fish. Metal Metabolism in

Aquatic Environments 321-350.

Pazhanisamy K, Vasanthy M and Indra N (2007) Bioaccumulation of

arsenic in the freshwater fish Labeo rohita (Hamilton). The

Bioscan 2, 67-69.

Pickford K A, Thomas-Jones R E, Wheals B, Tyler C R and Sumpter

J P (2003) Route of exposure affects the oestrogenic response

of fish to 4-tert-nonylphenol. Aquat Toxicol. 65, 267-279.

Puntoriero M L, Cirelli A F and Volpedo A V (2018) Histopathological

changes in liver and gills of Odontesthes bonariensis inhabiting

a lake with high concentrations of arsenic and fluoride (Chasicó

Lake, Buenos Aires province). Rev. Int. Contam. de Ambient. 34,

69-77.

Ratnaike R N (2003) Acute and chronic arsenic toxicity. Postgrad.

Med. J. 79, 391-396.

Sahu G, Pervez S and Poddar A N (2017) Combined toxicity and

bioconcentration of fluoride and arsenic in African catfish Clarias

gariepinus (Burchell, 1822). Int. J. Environ. Agric. Biotechnol.

2, 2456-1878.

Sahu G and Kumar V (2021) The toxic effect of fluoride and arsenic on

behavior and morphology of catfish (Clarias batrachus). Nat.

Environ. Pol. Technol. 20, 371-375.

Sewelam A S (2017) Toxicity of sodium fluoride in the liver of albino

rat and the beneficial effect of calcium in reversing fluoride

toxicity: histological, ultrastructural and immunohistochemical

studies. Egypt. J. Hosp. Med. 69, 2562-2582.

Shankar S, Shanker U and Shikha (2014) Arsenic Contamination of

Groundwater: A Review of Sources, Prevalence, Health Risks,

and Strategies for Mitigation. Sci. World J. https://doi.org/10.1155/

2014/304524.

Shi X, Zhuang P, Zhang L, Feng G, Chen L, Liu J, Qu L and Wang R

(2009) The bioaccumulation of fluoride ion (F-) in Siberian

sturgeon (Acipenser baerii) under laboratory conditions.

Chemosphere 75, 376-380.

Suhendrayatna S, Ohki A, Nakajima T and Maeda S (2002) Studies on

the accumulation and transformation of arsenic in freshwater

organisms I. Accumulation, transformation, and toxicity of

arsenic compounds on the Japanese Medaka, Oryzias latipes.

Chemosphere 46, 319-24.

Tolins M, Ruchirawat M and Landrigan P (2014) The developmental

neurotoxicity of arsenic: cognitive and behavioral consequences

of early life exposure. Ann. Glob. Health 80, 303-314.

Wang S and Shi X (2001) Molecular mechanisms of metal toxicity and

carcinogenesis. Mol. Cell. Biochem. 222, 3-9.

Whitford G M (1996) The metabolism and toxicity of fluoride. Monogr.

Oral Sci. 16, 1-153.

WHO (2002) Fluorides. Geneva, World Health Organization

(Environmental Health Criteria, 227).

Yallappa S and Asiya Nuzhat F B (2017) Toxic effect of biochemical

and morphological changes on carp (Cyprinus carpio) exposed

to cadmium chloride. Int. J. Zool. Stud. 2, 222-228.

Yousafzai A M, Khan A R and Shakoori A R (2008) Heavy metal

pollution in river Kabul affecting the inhabitant fish population.

Pak. J. Zool. 40, 331-339

Zhang M, Wang A, He W, He P, Xu B, Xia T, Chen X and Yan K

(2007) Effects of fluoride on the expression of NCAM, oxidative

stress, and apoptosis in primary cultured hippocampal neurons.

Toxicol. 236, 208-216.

Zhao S, Feng C, Quan W, Chen X, Niu J and Shen Z (2012) Role of

living environments in the accumulation characteristics of heavy

metals in fishes and crabs in the Yangtze River Estuary, China.

Mar. Pollut. Bull. 64, 1163-1171.

Bioaccumulatory potential and their combined toxic impact of fluoride and arsenic on a freshwater catfish 441



RJC 

Geetika 
Microbiology Research 

ANTIMICROBIAL EFFICACY OF BIOACTIVE COMPOUNDS OF RARE ENDOPHYTIC ACTINOBACTERIA, Actinoalloteichus 
cyanogriseus SIR5 (MK793584) 

Vol. 14 | No. 3 |2048-2055 | July -September 2021 
ISSN: 0974-1496| e-1SSN: 0976-0083 | CODEN: RJCABP 

http://www.rasayanjournal.com 
http://www.rasayanjournal.co.in 

RASAYAN J. Chem. 

Wag, Sunita Datla and Ashwini Kumar Gupta Laboratory, School of Studies in Life Science, Pt. Ravishankar Shukla University, Raipur-492010, Chhattisgarh, India 
*Corresponding Author: geet.mun08@gmail.com 

ABSTRACT 
To address the problem of antibiotic resistance in pathogens, our research aimed for endophytic actinobacteria, produccrs of a diverse array of significant bioactive metabolites. Endophytic actinobacteria SIRS was isolated from roots of Sphaeranthus indicus Linn. and was identified to be Actinoalloteichus cyanogriseus via 168 rRNA sequencing. With the accession number MK793584, the gene sequence was deposited to NCBI. In the current study, a rare actinobacteria Actinoalloteichus cyanogriseus, has been reported as an endophyte for the first time. Both Microbial Type Culture Collection (MTCC) and Clinical Cultures (CC) were used to investigate the antimicrobial property of the bioactive chemicals synthesized by A. cyanogriseus SIRS. A significant zone of inhibitions was recorded against clinical cultures: B. cereus (12.16+0.16 mm), Candida albicans (12.83+0.44 mm), E. coli (15.33+0.33 mm), S. epidermidis (11.50+0.28 mm) and MTCC pathogens: B. cereus (11.16+0.16 mm), B. subtilis (13.33+0.16 mm),P. aeruginosa (13.33+0.33 mm), S. epidermidis (12.33+0.33 mm). The production of bioactive compound was enhanced by optimization using one factor at a time (OFAT), which was achieved with modified ISP-4 medium (starch - 1% w/v, NHNO, - 1% w/v, CaCO, - 2 g/1, KHPO4 - 1 g/1, MgS04- 1 g/l, NaCl -Ig/1, trace solution - I m/l) with inoculum size - 13%, incubation period - 16 days, pH - 8.0 and temperature - 28°C. Keywords: Actinoalloteichus cyanogriseus, Bioactive Compounds, Antimicrobial Activity, Endophytic Actinobacteria 
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The increased multidrug resistance (MDR) in pathogens as a result of anthropogenic activities in addition to natural processes (through hereditary changes, efflux pump, ß lactamases, etc.) is alarming for public health and modern medicine.2 The situation has resulted in reduced effectiveness of approved antibiotics and thus efforts are being made to find efficient and broad-spectrum antibiotics from actinobacteria which are potential producers of diverse metabolites. Since currently available antibiotics are mainly derived from soil actinobacteria, research on endophytic actinobacteria is underway to replace repetitive discovery of known antibiotics. Endophytic actinobacteria are more likely to be involved in the metabolic 
pathway of the host plant and thus chances of production of some potential novel bioactive metabolites in 
addition to chemically similar ones are more. Taxane (taxol), an anticancer compound produced by the 
plants Taxus brevifolia and Taxus baccata, has also been obtained from its endophyte Micromnonospora sp. and Kitasatospora sp. respectively,' possibly evidencing the involvement of both in their metabolism. 
Thus to ascertain more efficient compounds, recent research has focused on rare endophytic 
actinobacteria, an underexplored group of microorganisms. 
In this study, a rare actinobacteria, Actinoalloteichus cyanogriseus strain SIRS was procured from the root 
tissue of medicinal weed Sphaeranthus indicus from Raipur, Chhattisgarh and its antimicrobial activity was observed against MTCC and Clinical pathogens. Previously, A. cyanogriseus has been isolated from the soils of China and the strain was authenticated to be of family Pseudonocardiaceae, based on 
phylogenetic analysis. Bioactive alkaloids, caerulomycins and cyanogramide, obtained from marine A. 
cyanogriseus, exhibited significant antibacterial, antifungal, anticancer and antiamoebic activity.8 
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Abstract 

Characterization of a novel keratinase from 
Chrysosporium tropicum Sarkar Ashis Kumar and Gupta Ashwinl Kumar? It of Scincr, Shu Rawalpura Sarkar Univcrsity, Raipur 492016, Chhattisgath, INDIA 

4 kerutinophile fungus Chrsosporium tropicum was solatod from poultn fam soil and screened for 
C¯rNelular kenutinase activity. The fungus was ulhum in hzsal salls medium and keratinase 

prntion wus asesscd. The novcl keratinase was 
rurtid bv Sephadex G-100 column chromatography and charcterized The molccular weight of the enzyme was cstimatcd to be 14.5 KDa by sodium dodecyl 
sulfate-polyacrlamide gel electrophoresis (SDS 
PAGE). The optimum pH and temperature of the 

keratinase were found to be 7.5 and 4TC respectively. 

Introduction 

h oflite Scicce, 'andit Ravishank ar Shukla University, Raipur 492010, Chhattisyarh, INDIA "tushisngmail com 

The Km for keratin powder from human hair was 6.67 
mg and the Vmar of novel keratinase was determined 
to be 0.33 mg ml' by the Lineweaver-Burk plot. The 
cnzyme activity was almost completely inhibited by 
phenylmethylsulphonyl fluoride (PMSF) suggesting 
that the keratinase belongs to the serine protease 
family. 

Keywords: Keratinophilic fungi, Chrysosporium tropicum, 
cxtracellular keratinase, purification. 

Keratin, an insoluble fibrous protein, is non-degradable by 
common proteases such as pepsin, trypsin, papain etc. 
because of the presence of high degree disulfide cross 
linking. The keratinous wastes generally are feathers, hair, 
nails, horn, hoofs, skin, scales and wool. Globally the most 
abundant keratinous materials are poultry feathers which are 
incrcasing annually with rising global production and 
consumption". Feathers contain around 90% keratin protein 
and the traditional methodology to degrade those leads to the 
destruction of valuable amino acids needed to prepare 
protein-rich feather meal. 

Traditionally feathers are degraded by alkali hydrolysis and 
steam pressure cooking, consuming a huge amount of energy 
and producing waste which leads to environmental 
hazards., Numerous microorganisms, actinomycetes, 
bacteria and fungi, are responsible for keratin utilization in 
nature and thrive on it. These organisms produce proteolytic 
enzymes keratinase having keratinolytic ability which 
naturally degrades keratin wastes,20, 

Vol. 17 (9) September (2022) 
Res. J. Biotech 

Keratinophilic or keratinolytic fungi are closely related to 
dermatophytes and have the capability of tissue invasion?!. 

Enzyme keratinasc has bccn purificd and characterized, produccd by various microorganisms such as fungil9,13,16.12, bacteria' and a few Streptomyces specics. Thc keratinase produccd by these organisms showcd specific activity on insoluble keratin. The production of cxtracellular keratinase 
was governed by several factors like temperature, pH, carbon and nitrogen sources and types of keratin substrates. 

The characterization of keratinase is warranted for important 
biotechnological applications in industrial processes'. The 
industrial application of keratinase varies hugely as it has 
been used for dehairing of skin and hides, preparation of 
feather meal and nitrogen fertilizers from poultry feathers. 
The present study deals with the production, purification and 
characterization of extracellular keratinase 
from Chrysosporium tropicum (NFCCI-3317) isolated from 

20 

Material and Methods 
Isolation and maintenance of culture: C. 

tropicum (NFCCI-3317) was isolated from the poultry farm 
soil of Raipur, India. The fungus was maintained in 

Production of keratinase enzyme: For production of 
extracellular keratinase enzyme, basal salts medium 
[KH,PO4 - 1.5g; MgSO4.7H;0 - 0.025g; FeSO4.7H,0 -
0.015g; ZnSO4.7H,0 -0.005g and CaCl, - 0.025g in 1 litre, 
deionized distilled water, pH -7.0] was used for the fungus. 
Erlenmeyer flasks (150 ml) containing 50 ml of this mediunm 
supplemented with 500 mg of defatted and pre-sterilized 
human hairs (1 cm length) as a substrate were inoculated and 
incubated at 27°C for 6 weeks in static condition. Six test 
flasks and one control set were maintained for observations. 
Each test flask was inoculated with a 6 mm disc from 7-day 
old fungal culture. Flasks containing the medium with a disc 
of agar without the fungus served as control. After the 
incubation period, culture filtrates from each flask were 
filtered through Whatmann filter paper no. 42 and 
centrifuged at 5000 rpm for 5 min. The supernatant was used 
for the estimation of extracellular keratinase enzyme and 
protein. 

Assay of keratinase activity: To assess the keratinase 
activity, the method of Yu et al?3 was followed with some 

modifications. 50 mg of human hairs (4-5 mm in length) 
were suspended in 4.5 ml of 0.028M phosphate buffer to 
which 0.5 ml of culture filtrate was added as an enzyme 
source. The reaction mixture was incubated at 37°C for1 h 
and then immersed in ice water for 10 min to stop the 

a poultry farm soil. 

Sabouraud's dextrose agar (pH 5.60) at 26+2°C. 
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INTRODUCTION: The antibiotic resistance 

exhibited by multi-drug resistant human pathogenic 
microorganisms is a burning issue and is of serious 
global concern'. The clinical pathogenic bacterial 
strains possess the immense genetic potential to 
attain and transmit resistance against frequently 
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and synergistic bioefficacy of Curcuma caesia (Roxb.) versus human pathogenic 
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Chandigarh, India. Agar well diffusion assay was performed, and one-way 
ANOVA examined the outcome. The qualitative phytochemical examination 
revealed a positive test for flavonoids, glycosides, phytosterols, resins, saponins, 
and tannins. However, the quantitative estimation of phytochemicals revealed 
that the root sample contains highest amount of flavonoid followed by total 
phenol, saponin and alkaloid. The bioactive extract was purified using column 
chromatography. The purified fraction and commercially available antibacterials 
viz., tetracycline, streptomycin, and penicillin was evaluated for their synergistic 
or antagonistic efficacy counter to multi-drug resistant human pathogenic 
bacteria. The outcome divulge that a purified fraction of C. caesia was found to 
act synergistically with tetracycline against all the bacterial cultures under 
investigation. The results with streptomycin showed maximum synergistic 
activity against B. cereus. However, penicillin and purified fraction exhibit 
utmost synergistic activity against S. epidermidis and B. subtilis. The results 
revealed that the methanolic root extract of C. caesia bears a potential bioactive 
phytocompound conferring enhanced synergism. 
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The profuse use of antibiotics to cure infectious 
ailments induced the emergence of multi-drug 
resistant human pathogenic bacteria leading to a 
decline in health benefits over the past few decades 
4, One of the best choices to combat this great 
resistance issue is the implication of combination 
therapy 

6 
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In the current scenario, combination therapy is a 
great boon to mankind, especially for patients 
suffering from severe infections due to MDR 
human pathogenic bacteria Synergism is a 
constructive interplay when two drugs amalgamate 
and employ an inhibitory outcome exceeding the 
sum of their discrete results 
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used antibiotics 2, 3 
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Cryptanalysis and improvement of authentication
scheme for roaming service in ubiquitous network

Shaheena Khatoon and Balwant Singh Thakur

ABSTRACT
The paper analyzes a recently proposed secure authentication
and key agreement scheme for roaming service in a ubiqui-
tous network. In 2018, Lee et al. proposed a biometric-based
anonymous authentication scheme for roaming in ubiquitous
networks. But, we found that Lee et al. scheme is prone to
the off-line dictionary attack when a user’s smart device is sto-
len, replay attack due to static variables and de-synchroniza-
tion attack when an adversary blocks a message causing
failure of authentication mechanism. Further, the scheme lacks
no key control property and has incorrect XOR calculation. In
the sequel, we presented an improved biometric based
scheme to remove the weaknesses in Lee et al.’s scheme,
which also does not require an update of identity in every
session, hence preventing de-synchronization attack. Also, the
security of the proposed schemes were analyzed in a widely
accepted random oracle model. Further, computational and
communication cost comparisons indicate that our improved
scheme is more suitable for ubiquitous networks.

KEYWORDS
cryptanalysis; elliptic curve
cryptography;
random oracle

1. Introduction

Ubiquitous networks provide uninterrupted remote operations to a globally
roaming mobile user MU by connecting to a home agent (HA) via a for-
eign agent (FA). The mobile users get access to the desired services at any
time and place even if he/she is out of the coverage of his/her home net-
work. But, such communications rely on public networks which are suscep-
tible to various security threats. An adversary can intercept, eavesdrop,
delete, modify or replay the messages communicated over public networks.
Consequently, a secure mutual authentication in the communication has
become a vital issue, leading researchers to focus their interests on secure
authentication schemes. At the same time, it is also essential to protect the
user’s identity from being traced. Hence, to respect the privacy of the user,
researchers investigate various cryptographic techniques to hide the real
identity of a user. In recent year, numerous authentication and key agree-
ment schemes have been proposed to provide robust security in ubiquitous
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networks. Initially, two-factor authentication schemes received much atten-
tion with numerous schemes proposed. However, Several weaknesses of
two-factor schemes have been identified such as: passwords are easy to
break; smart cards can be misappropriated, and are also subject to differen-
tial power attacks. Consequently, biometric-based user authentication pro-
tocols have been introduced and are considered better and more reliable
alternatives than traditional password-based authentication schemes.
Biometric methods are unique and quantifiable methods for recognizing a
human being. However, biometric information is prone to various noises
during the acquisition process and the reproduction of actual biometric
data is generally difficult (Bellovin and Merritt 1992). Bio-hash function
and fuzzy extractor (Jung et al. 2017; Odelu et al. 2017; Wazid et al. 2016)
are two commonly used techniques to address these kinds of problems.

2. Related work

The first authentication scheme for ubiquitous networks was put forward by
Zhu and Ma (2004). It was a password based authentication scheme which
provides anonymity to the user. In the later years, Lee et al. (2006) revealed
that their scheme was not secure. Their scheme does not resist forgery attack
and is unsuccessful in achieving perfect backward secrecy and mutual authen-
tication. Lee et al. (2006) proposed an improved scheme to overcome the
security issues of the Zhu and Ma (2004) scheme. Their scheme was proved
insecure by Wu et al. (2008). Wu et al. (2008) analyzed Zhu and Ma (2004)
and Lee et al. (2006) schemes and demonstrated that both the schemes fail to
achieve user anonymity and also showed that Lee et al. (2006) scheme also
fails to provide perfect backward secrecy. In the sequel, Wu et al. (2008) also
presented an improved scheme to overcome the security issues of the previ-
ous schemes. Later, Mun et al. (2012) analyzed Wu et al. (2008) scheme and
proved that the scheme was unable to provide user anonymity and perfect
forward secrecy and they presented an enhanced password-based authentica-
tion scheme to overcome these weaknesses. The Mun et al. (2012) scheme
was analyzed by Zhao et al. (2014). They proved that Mun et al. (2012) was
unable to resist impersonation attacks and insider attacks and fails to achieve
user anonymity.
In 2011, Chen et al. (2011) proposed a provably secure, lightweight,

anonymous user authentication scheme for the global mobility network.
However, their scheme was proved insecure by Xie et al. (2014). Chen
et al. (2011) scheme was not able to achieve session key security and user
privacy. In 2011, He et al. (2011) proposed a design of an efficient pass-
word-based authentication scheme for ubiquitous networks. Jiang et al.
(2013) demonstrated various security pitfalls in He et al.’s Scheme (Chen
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et al. 2011): it fails to resist off-line password guessing, server-spoofing,
replay and privileged-insider attacks. Jiang et al. proposed an improved
password-based authentication scheme which was analyzed by Wen et al.
(2013). They proved that Jiang et al.’s Scheme (Jiang et al. 2013) is vulner-
able to stolen-verifier, server spoofing, replay and denial-of-service attacks
and fails to provide forward secrecy. They also proposed an improved
scheme which was independently analyzed by Farash et al. (2017) and
Gope and Hwang (2015). It was commonly found that Wen et al.’s Scheme
(Wen et al. 2013) is insecure against the known attacks i.e. the scheme can-
not resist off-line password-guessing attacks once an adversary steals/finds
the smart card of the user. Then, Farash et al. (2017) and Gope and
Hwang (2015) independently proposed improved authentication schemes.
But, both Wu et al. (2017) and Chaudhry et al. (2017) showed that Farash
et al. (2017) scheme have a number of security issues. Farash et al.’s
scheme does not provide user-anonymity, discloses the secret parameters of
the mobile node (MN) and the session key and leads to mobile node
impersonation attacks. Wu et al. (2017) also demonstrated that Gope and
Hwang (2015) are vulnerable to various attacks. In 2016, Karuppiah et al.
(2016) proved that the scheme of Farash et al. (2017) is vulnerable to
replay attacks and off-line password-guessing attacks and does not provide
session key security, perfect forward secrecy and user anonymity.
Karuppiah et al. (2016) proposed an improved DLP-based authentication
and key agreement scheme. Arshad and Rasoolzadegan (2017) showed that
the scheme of Karuppiah et al. is vulnerable to off-line password-guessing
attacks and does not provide perfect forward secrecy. Table 1 provides a
summary of the flaws of the previously mentioned schemes.
Recently, in 2018 Lee et al. (2018) showed that Chaudhry et al.’s Scheme

(Chaudhry et al. 2017) is vulnerable to stolen-mobile devices and user
impersonation attacks and has incorrect login-input detection, incorrect
password change phase and the absence of the revocation-phase. They pro-
posed an improved biometric-based authentication scheme for roaming in
ubiquitous networks. They claimed that their scheme is secure against the
various known attacks and is lightweight compared with the earlier scheme.
However, we found that Lee et al. scheme is prone to the following attacks:
off-line dictionary attack, replay attack and de-synchronization attack.
Further, the scheme lacks no key control property, and has incorrect XOR
calculations. Hence, we propose an improved scheme and analyze the
security of the proposed scheme in a widely accepted random oracle model.
The proposed scheme is more secure and lightweight as compared with Lee
et al.’s schemes. Heuristic analysis is also conducted.
The remainder of this paper is organized as follows: preliminaries are

given in Section 3, Lee et al’s scheme is analyzed in the Sections 4 and in
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Section 5.2 we propose an enhanced scheme. The formal security analysis is
given in Section 6, the heuristic and performance analyses are given in
Sections 7 and 8, respectively, and are followed by the conclusion.

3. Preliminaries

Elliptic Curve Cryptography (ECC), computational problems, a typical
model of ubiquitous network, their security requirements and adversary
capabilities are briefly discussed in the present section.

3.1. Elliptic curve cryptography (ECC)

Elliptic curve cryptography (ECC) is a widely known public-key cryptog-
raphy based on the algebraic structure of elliptic curves over finite fields.
An elliptic curve consists of the points satisfying the following:

y2 ¼ x3 þ axþ b:

Table 1. Related authentication scheme for roaming in ubiquitous networks.
Protocol Year Major attacks

Zhu and Ma (2004) 2004 Scheme do not resist forgery attack,
is unsuccessful in achieving perfect backward

secrecy and mutual authentication.
and do not preserve the user anonymity.

Lee et al. (2006) 2006 Scheme fails to provide perfect backward secrecy
and do not preserve the user anonymity.

Wu et al. (2008) 2008 Scheme do not provide user anonymity
and a perfect forward secrecy.

Chen et al. (2011) 2011 Scheme do not provide session key security and user privacy.
He et al. (2011) 2011 Scheme is prone to number of attacks

namely, off-line password guessing,
server-spoofing, replay and privileged-insider attacks.

Mun et al. (2012) 2012 Scheme cannot resist impersonation
attacks and insider attacks and also does not provide user anonymity.

Jiang et al. (2013) 2013 Scheme is vulnerable to stolen-verifier,
server spoofing, replay, and denial-of-service attacks
and fails to provide forward secrecy

Wen et al. (2013) 2013 Scheme cannot resist off-line password-guessing attacks
once an adversary steals/finds the smart card of the user.

Karuppiah et al. (2016) 2016 Scheme was vulnerable to off-line password-guessing attacks and
do not provide perfect forward secrecy.

Farash et al. (2017) 2017 Scheme do not provide user-anonymity and
the discloses the secret parameters of the mobile node (MN)
and the session key and leads to mobile node impersonation attacks.

Chaudhry et al. (2017) 2017 Scheme is vulnerable to stolen-mobile devices and
user impersonation attacks and has incorrect login-input detection,
incorrect password change phase, and the absence

of the revocation-phase.
Lee et al. (2018) 2018 Scheme is prone to the following attacks:,

off-line dictionary attack attack, replay attack and
de-synchronization attack.

Further, the scheme lacks no key control property,
and has incorrect XOR calculation.
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The public parameters of the elliptic curve are ðp, a, b,G, n, hÞ where:
� F(p): the finite field over p, where p is a prime and represents the size

of the finite field.
� (a, b): the parameters of elliptic curves y2 ¼ x3 þ axþ b:
� Gðxp, ypÞ : generator point but G 6¼ 0:
� n: the order of the base point G.
� h: cofactor, an integer, h ¼ FðpÞ=n:

3.2. Computational problems

Consider large primes p and q, and let Fp be a finite field, E=Fp be an ellip-
tic curve over Fp, and G be a subgroup of E=Fp whose order is q. Then, for
any integers a, b 2 Z�

p and a randomly generated point P in G, we can

define the following problems:

� Elliptic curve discrete logarithm problem (ECDLP) [?] Given (P, aP), it
is impossible to compute a within polynomial time.

� Elliptic curve computational Diffie–Hellman problem (ECCDHP) [?]:
Given (aP, bP), it is impossible to compute abP within polynomial time.

3.3. A typical model of ubiquitous network

Ubiquitous networks enables mobile users MU to connect to available,
while he/she roams from one place to another (Jiang et al. 2013). In an
ubiquitous network mobile user MU is able to access the service of the
home network HN, while roaming outside the home network HN via a for-
eign network FN which has a prior agreement with the home network HN.
The mutual authentication and sharing of the session key between MU and
FN with the support of the HN is depicted in Figure 1. The brief descrip-
tion of the mutual authentication process is as follows:

(1) Mobile user MU sends a service request to the foreign network FN.
(2) Foreign network FN sends an authentication request to the home net-

work HN.
(3) The home network HN checks the authenticity of the the mobile user

MU and sends a response to the foreign network.
(4) Finally, on the basis of the received response the foreign network FN

accepts or rejects the request of the mobile user MU.

3.4. Security requirements

The security requirements for a ubiquitous networks are as follows:

� Mutual authentication: Mutual authentication enables the participants to
authenticate each other (He et al. 2016; Lee et al. 2013). The home network
should ensure the authentication between the user and foreign network.
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� User anonymity: It is a privacy protection requirement for individual
users though it is not directly related to system security. Many systems
have such a requirement including distributed systems (Wang et al. 2017)
User anonymity is protected to prevent foreign network FN or any adver-
sary from computing the user’s identity or linking the transcript to the
same user. Also, the user location should not be revealed to anyone.

� Key agreement: The foreign network and user must share a secret ses-
sion key for confidential communication.

� User friendly: A user friendly scheme enables a mobile user to select the
password freely and change it locally (Wang and Wang 2016) when he/
she finds the smart card insecure, he/she can revoke it and re-register
to the system with their original identity.

� The proposed scheme should be secure enough to resist the
known attacks.

3.5. Adversary capabilities

The adversary A is supposed to have the following capacities:

� The adversary A has full control over the communication channel, i.e.,
A can modify, intercept, delete and resend any legitimate message
(Dolev and Yao 1983; Eisenbarth et al. 2008; Kumari et al. 2016).

Figure 1. A typical model for a ubiquitous network.
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� The adversary A can enumerate all the items in Dpw � Did in polynomial time,
whereDpw andDid denote the password space and the identity space respectively
(Ignatenko andWillems 2009; Jiang et al. 2017; Wang et al. 2015).

� All the public parameters are known to A including the user’s biomet-
rics (He and Wang 2015; Jiang et al. 2017; Wang and Xu 2017).

� A cannot extract private key of HN.
� The shared key between HN and FN cannot be exposed to A.

4. Cryptanalysis of lee et al.’s scheme

4.1. A brief review of lee et al.’s scheme

The following section, briefly discusses the various phases of the Lee et al.
(2018) scheme. The scheme consist of the following phases: (1) registration,
(2) login and authentication, (3) password changing and (4) revocation.
We will discuss only the login and registration phases in detail as these are
the relevant phases when discussing the various pitfalls in the scheme.

4.2. Registration

The registration phase for the mobile user MNi involves the follow-
ing operations:

(1) MNi ! HAk : ðIDmi, PWBmiÞ:
MNi inputs identity and password of its choice IDmi and PWmi and
imprints BIOmi. Mobile device calculates PWBmi ¼ hðPWmijBIOmiÞ and
send registration request ðIDmi,PWBmiÞ securely to HAk.

(2) HAk ! MNi : ðPIDmi,Ami,Bmi, rAÞ:
HAk verifies the identity of MNi and computes RIDmi ¼ EhðKHÞðIDmiÞ:
HAk searches RIDmi in the database to verify the presence of an
already registered user with the same IDmi if this is verified HAk

requests a new identity from MNi. Else, HAk randomly generates rA
and rD, and calculates PIDmi ¼ EhðKHÞðIDmijjrDÞ,Ami ¼ hðIDmijjPWBmiÞ
and Bmi ¼ hðIDmijjrAjjPWBmiÞ� :hðKHjjIDmiÞ: If MNi is a new user,
HAk sets Imi to zero otherwise, Imi ¼ Imi þ 1: HAk then stores
ðImi, PIDmi,RIDmiÞ as a tuple in the database and it sends
PIDmi,Ami,Bmi, rA to MNi via a secure channel.

(3) MNi stores all of the received parameters into the mobile device.

4.3. Login and authentication

This phase is executed between MNi and FAj. They authenticate each other
and agree upon a common session key with the support of HAk. The
details of this phase are as follows:
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(1) MNi ! FAj : ðM1 ¼ PIDmi,MV2,MV3, IDhkÞ:
MNi enters his/her IDmi,PWmiandBIOmi, the mobile device calculates
PWBmi ¼ hðPWmijjHðBIOmiÞÞ then verifies the value Ami ¼
hðIDmijjPWBmiÞ: If equation does not hold MNi terminates the user’s
login request. Else, mobile device randomly generates nmi and calcu-
lates MV1 ¼ Bmi� hðIDmijjrAjjPWBmiÞ,MV2 ¼ hðMV1jjIDmijjnmiÞ and
MV3 ¼ MV1� nmi: Then, it sends the login request message ðM1 ¼
PIDmi,MV2,MV3, IDhkÞ to FAj.

(2) FAj ! HAk : ðM2 ¼ IDfj, FV2, FV3,M1Þ
FAj randomly generates nfj and calculates FV1 ¼ hðKFHjjMV2jj
MV3Þ, FV2 ¼ FV1� nfj and FV3 ¼ hðFV1jjFV2jjnfjÞ: Then, it sends the
message ðM2 ¼ IDfj, FV2, FV3,M1Þ to HAk.

(3) HAk ! FAj : ðM3 ¼ PIDnew
mi ,HV1,HV2Þ:

HAk checks IDfj to find its corresponding KFH and calculates FV�
1 ¼

hðKFHjjMV2jjMV3, n�fjÞ ¼ FV�
1 � FV2 and verifies FV3 ¼ hðFV�

1 jjFV2jj
n�fjÞ: If verification equation does not hold HAk terminates this phase;
else HAk calculates fID�

mi, rDg ¼ DhðKHÞðPIDmiÞ, MV�
1 ¼ hðKHjjID�

miÞ,
n�mi ¼ MV�

1 �MV3 and verifies MV2 ¼ hðMV�
1 jjIDmijjnmiÞ: If verifica-

tion equation does not hold, HAk terminates this phase; else HAk ran-
domly generates rnewD and calculates PIDnew

mi ¼ EhðKHÞðID�
mijjrnewD Þ,

SKfj ¼ hðMV�
1 jjID�

mijjIDfjjjn�miÞ,HV1 ¼ SKfj� hðKFHjjn�fjÞ and HV2 ¼
hðKFHjjSKfjjjIDhkÞ: HAk then replaces PIDmi with PIDnew

mi and sends the
message ðM3 ¼ PIDnew

mi ,HV1,HV2Þ to FAj.
(4) FAj ! MNi : ðM4 ¼ PIDnew

mi , IDfj, FV4Þ:
FAj calculates SKfj ¼ HV1 � hðKFHjjnfjÞ and verifies the equation
HV2 ¼ hðKFHjjSKfjjjIDhkÞ: If verification equation does not hold, FAj

terminates; else calculates FV4 ¼ hðSKfjjjIDfjÞ: Then, it sends the mes-
sage ðM4 ¼ PIDnew

mi , IDfj, FV4Þ to MNi.
(5) MNi calculates SKmi ¼ hðMV1jjIDmijjIDfjjjnmiÞ and FV�

4 ¼ hðSKmijjIDfjÞ
and checks the validity of the session key by verifying the equation
FV�

4 ¼ FV4: If equation does not hold MNi terminates the connection;
else MNi authenticates FAj and has successfully established the same
session key, SK. Lastly, MNi replaces PIDmi with PIDnew

mi :

4.4. Security and design flaws in the lee’s et al. scheme

(1) Off-line dictionary attack:
This attack enables an adversary to get the password either by intercepting
a public message or stealing the smart card. In Lee et al.’s scheme, the
adversary can steal the smart card and guess the password of the user. In
accordance with the capabilities of the adversary A as discussed in subsec-
tion 3.5 it can be assumed that A has somehow acquired the mobile device
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of the mobile user MNi and has revealed the parameter stored in it.
Additional A had also acquired the biometrics BIOmi by a malicious ter-
minal or by some other way. Then A can obtain MNi password PWi
as follows:

(a) Suppose A guesses PWmi to be PW�
mi and IDmi to be ID�

mi from the
dictionary space Dpw and Did.

(b) Then the adversary A enters ID�
mi and PW�

mi and imprints BIOmi.
(c) Then the device computes PWB�

mi ¼ hðPW�
mijjHðBIOmiÞÞ

(d) Then the device verifies the value Ami ¼ hðID�
mijjPWBmiÞ

(e) Repeats the steps 1-4 of this algorithm till the correct value of PWM

and IDM are obtained.

The time complexity of the above attack is OðjDpwj � jDidj � 2ThÞ, where
jDpwj is the number of password in Dpw and Th is the running time for
hash computation. Further, it is observed (Wang and Wang 2016; Wang
et al. 2017) that jDidj<jDpwj<106: Thus, the above attack is quiet efficient.

(2) Replay attack:
This attack enables the adversary to intercept the contents to act as a ses-
sion member and avail undue advantages. In Lee et al.’s scheme, the
authentication equation involves all static variables which do not change
with every login request causing replay attack. Suppose the adversary A has
eavesdropped the communication channel between a legal users MNi and
FAj and recorded a previous login request message M1 ¼
ðPIDmi,MV2,MV3, IDhkÞ: The adversary can login to the server by sending
the eavesdropped login request message ðM1 to FAj in the following way:

(a) The adversary A sends the message M1 ¼ ðPIDmi,MV2,MV3, IDhkÞ
to FAj.

(b) Upon receiving M1, FAj will randomly generates nfj and calculates,
FV1, FV3 (as explained earlier) and sends the message M2 ¼
ðIDfj, FV2, FV3,M1Þ to HAk.

(c) HAk will authenticate IDfj by verifying the equation FV3 ¼
hðFV�

1 jjFV2jj n�fj: Then, HAk calculatesfID�
mi, rDg ¼ DhðKHÞðPIDmiÞ,

MV�
1 ¼ hðKHjj ID�

miÞ, n�mi ¼ MV�
1 �MV3 and verifies MV2 ¼

hðMV�
1 jjIDmijjnmiÞ: Here, we observe that this authentication equation

will hold as it involves only static variables which do not change with
every login request. Then, HAk randomly generates rnewD and calculates,
PIDnew

mi ¼ EhðKHÞðID�
mijjrnewD Þ, SKfj ¼ hðMV�

1 jjID�
mijjIDfjjjn�miÞ,HV1 ¼
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SKfj� hðKFHjj n�fjÞ and HV2 ¼ hðKFHjjSKfjjjIDhkÞ sends the message
M3 ¼ ðPIDnew

mi ,HV1,HV2Þ: to FAj.
(d) Furthermore, FAj sends the message M4 ¼ ðPIDnew

mi , IDfj, FV4Þ to the
adversary. Although he/she cannot calculate the session key, he/she is
successful as long as the server accepts the login request. Hence, since
the server authenticated the adversary as the legal user and accepted
his/her login request, the adversary ignores the received message M4.
Therefore, since an adversary can impersonate a legal user and login
to the server by replaying an old login request message, we can con-
clude that Lee’s et al. scheme is vulnerable to replay attacks.

(3) Absence of no key control property:
The no key control property of an authentication scheme ensures that
none of the users have control over others. That is none of the users or
even an adversary can force the other users’ session keys to be a preselected
value, or a value within a set consisting of a small number of elements.
Hence, we can say that an authentication scheme has the no key control
property if the session key is computed with the contributions of all the
participants. In Lee et al.’s Scheme (Lee et al. 2018), the session key agreed
between MNi and FAJ is SK ¼ hðMV1jjIDmijjIDfjjjnmiÞ: We observe that,
MV1 is calculated by MNi; also the mobile user MNi chooses the random
number nmi and the identity IDfj is a publicly known parameter. Hence, we
can conclude that FAJ has no contribution on the session key. Therefore,
the no key control property is absent in Lee et al’s authentication scheme.

(4) De-synchronization attack:
This attack jeopardizes secure communication between the patient and the
server by removing synchronization between them. De-synchronization
attack violates completeness property of authentication i.e. a legal entity
will not be authenticated by a valid server. If the message M4 is blocked by
an adversary A or fails to reach the mobile user (due to network problem
or some other technical issue), the update between MNi and HAk will not
be synchronized, meaning that HAk will replaces PIDmi with PIDnew

mi but
MNi will fail to do this causing de-synchronization attack.

(5) Incorrect XOR calculation:
In Lee et al’s scheme it is assumed that the lengths of random number and
hash function are 64 bits and 160 bits respectively. In bitwise XOR function
bit size of the operand should be the same to get the correct result. For
instance, if the variable A and B are the same size (say 32 bits), the XOR
operation of A and B gives the correct result. Now, If the bit size of the A
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is 32bits and that of B is 64bits and we apply XOR operation result would be
64bits for the operands A and B. But, this operation is not logically correct. In
Lee et al’s scheme, it is assumed that the lengths of random number and hash
function are 64bits and 160bits respectively. Hence, XOR calculation of MV3 ¼
MV1� nmi and FV2 ¼ FV1� nfj is technically incorrect. Consequently, the
scheme is not technically correct in terms of XOR calculation.
In the following Table 2 we describe the various attacks on the Lee’s

et al. scheme, its cause, impact and remedies in the proposed scheme.

5. The proposed scheme

This section presents an improved scheme which is resistant against various
known attacks and provides necessary security attributes. The proposed
scheme consists of the following phases: 1) User registration phase, 2)
Login and authentication phase, 3) Password change phase, 4) Revocation
phase, and 5) Re-registration phase. During the initialization process of the
proposed scheme, the home agent chooses an elliptic curve E=Fp and a
generator G with the large order n and a random number x 2 Z�

p as its

master secret key. After that HN generates its public key Q ¼ xG.
Moreover, it chooses a secure one-way hash function hð�Þ and publishes
ðp, a, b,G, n,Q, hð�ÞÞ and keeps x secret. Furthermore, each foreign agent
shares a unique long-term secret key KFH with the home agent. For clarity,
the notations in Table 3 are used throughout the paper.

5.1. Registration phase

A mobile user MUi registers a home network in the following way:

(1) MUi ) HN : Regi ¼ fhðIDiÞ,MPig:
MPi ¼ hðhðIDiÞjjPWijjxiÞ, where xi 2 Z�

p is randomly generated by
mobile device.

(2) HN ) MUi : fei, Si, p, a, b,G, n,Q, hð�Þg:
Upon receiving the registration request HN checks hðIDiÞ in its

Table 2. Description of attacks on Lee’s et al. scheme.
Remedy in the

Attack Cause Impact proposed scheme

Off-line dictionary due to weak password reveals the password strong password and
attack and no limit on the of the user limit the number

wrong input of password of wrong password input
Replay attack verification message involves adversary can fresh timestamp is

static variables which do not impersonate a legal user used in every session
change with the session

De-synchronization adversary blocks the message legal user will not be the proposed scheme does not
attack authenticated by the server require update of identity

hence not vulnerable to attack
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database and if it exists, asks the user to choose another IDi, otherwise
computes Si ¼ hðhðIDiÞjjxÞ, and ei ¼ MPi � Si: Also, HN record
ðhðIDiÞ, ListÞ in its database, and List counts the number of failed login
attempt of a mobile user, and it is initialized to NULL. If the List value
is greater than the threshold value, the corresponding mobile device
will be discarded till the user re-registers.

(3) Upon receiving the message from, MUi imprints his/her biometrics
Bioi, generates HðBIOiÞ, Bi ¼ xi�HðBIOiÞ: MUi stores fBi,MPi,Hð:Þg
in the mobile device. Finally, the mobile device includes fei, Si, p, a,
b,G, n,Q, hð�Þ,Hð:Þ,Bi,MPig:

Figure 2, briefly summarizes the registration phase.

Figure 2. Registration phase.

Table 3. Basic notation.
Notations Description

MUi Mobile user.
FN Foreign network.
HN Home network
IDi , PWi , Bioi Identity, password and biometric information

respectively of any user i.
x Master secret key of HN.
Q Public key pair HN where Q ¼ xG.
KFH A pre-shared secret key between FN and HN.
hð�Þ A cryptographic secure hash function.
Hð�Þ Bio-hashing.
E=Fp An elliptic curve.
G A base point of an elliptic curve.
rG Point multiplication, where rG ¼ Gþ Gþ . . .þ G, r times.
Ti , 1 � i � 5 Time stamp.
! An insecure channel.
) A secure channel.
jj Concatenation.
� XOR operation.
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5.2. Login and authentication phase

This phase enables FN to authenticate the request of MUi and negotiate a
session key with the help of HN. Here, KFH is a pre-shared secret key
between HN and FN. Figure 3 briefly summarizes the login and authentica-
tion phase.

Mobile user MUi Foreign network FN Home network HN

enters ID∗
i , PW ∗

i ,BIO∗
i ,

The device computes:
H(BIO∗

i ),
x∗

i = Bi ⊕ H(BIO∗
i ),

MP ∗
i = h(h(ID∗

i )||PW ∗
i ||x∗

i ),
If MPi �= MP ∗

i , aborts
Else,
Generate K1 ∈ Z∗

n

Computes:
A = K1G,
Kmh = h(T1||K1Q),
M1 = IDmi ⊕ Kmh

M2 = h(k1Q||M1||Si||T1)
MMF ={A,M1,M2,T1}−−−−−−−−−−−−−−−→

checks T1,
Generate K2 ∈ Z∗

n

computes: B = K2G,
M3 = h(B||IDF ||KFH ||T2)
MF H={IDF ,MMF ,M3,B,T2}−−−−−−−−−−−−−−−−−−−−→.

checks T2,compute:
M∗

3 = h(B||IDF ||KFH ||T2)
IF M∗

3 = M3, computes:
K∗

mh = h(T1||x.A),
ID∗

i = M1 ⊕ K∗
mh, and S∗

i = h(IDi||x)
search IDi in the database,
if registered checks List,
if List ≥ threshold value,
terminates
Else, computes M∗

2 = h(xA||M1||Si||T1)
if M∗

2 �= M2,terminates
Else,computes:
M4 = h(A||B||KFH ||M3||T2) and
M5 = h(xA||B||Si||M2||T2)
MHF ={M4,M5,IDF ,T3}←−−−−−−−−−−−−−−−−

checks T3 then computes:
M∗

4 = h(A||B||KFH ||M3||T2)
if M∗

4 �= M4, terminates
Else, computes:
SK = h(K2A) = h(K1K2G)
M6 = h(A||B||SK||T4)
MF M ={B,M5,M6,T4}←−−−−−−−−−−−−−−−

checks T4

computes M∗
5 = h(K1Q||B||Si||M2||T2)

if M∗
5 �= M5

terminates
Else, computes
SK = h(K1B) = h(K1K2G)
M∗

6 = h(A||B||SK||T4)
if M∗

6 �= M6,
terminates
Else, computes
M7 = h(M5||M2||SK||T5)
M

MF
′ ={M7,T5}

−−−−−−−−−−−→
checks T5

computes M∗
7 if M∗

7 �= M7,
terminates
Else, accepts MU ′

is request
and allow to access its network service

Figure 3. Login and authentication phase.
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(1) MUi ! FN : MMF ¼ fA,M1,M2,T1g:
MUi enters his/her identity ID�

i ,PW
�
i , and BIO�

i , then the mobile
device computes hðIDiÞ,HðBIO�

i Þ, x�i ¼ Bi �HðBIO�
i Þ, MP�i ¼

hðhðID�
i ÞjjPW�

i jj x�i Þ, If MPi 6¼ MP�i , the mobile device rejects the
request (Note: here, the number of failed attempts should be limited
to some finite number). Otherwise, mobile device randomly generates
a number K1 2 Z�

n and computes A ¼ K1G,Kmh ¼ hðT1jjK1QÞ, M1 ¼
hðIDiÞ�Kmh and M2 ¼ hðK1QjjM1jjSijjT1Þ: Mobile device then sends
the login request MMF ¼ fA,M1,M2,T1g to FN.

(2) FN ! HN : MFH ¼ fIDF,MMF,M3,T2g:
The FN first checks the freshness of T1, then randomly generates a
number K2 2 Z�

n and computes B ¼ K2G,M3 ¼ hðBjjIDFjjKFHjjT2Þ:
The FN forwards the message MFH ¼ fIDF,MMF,M3,B,T2g to HN.

(3) HN ! FN : MHF ¼ fM4,M5,T3g:
HN first checks T2, then authenticates FN by calculating M�

3 ¼
hðBjjIDFjjKFHjjT2Þ: If M�

3 ¼ M3 computes K�
mh ¼ hðT1jjxAÞ, hðID�

i Þ ¼
M1�K�

mh, and S�i ¼ hðIhðD�
i ÞjjxÞ then it searches for hðID�

i Þ, List in
the database. If the mobile user is a registered user it checks the value
of List if List � threshold value the HN rejects the request else sets
List ¼ List þ 1 and computes M�

2 ¼ hðxAjjM1jjSijjT1Þ: Then, HN veri-
fies the calculated and obtained values if M�

2 6¼ M2 HN rejects the
request. Otherwise, it computes M4 ¼ hðAjjBjjKFHjjM3jjT2Þ and M5 ¼
hðxAjjBjjSijjM2jjT1Þ and sends MHF ¼ fM4,M5,T3g to the FN.

(4) FN ! MUi : MFM ¼ fB,M5,M6,T4g:
Upon receiving the message FN checks T3 then computes M�

4 ¼
hðAjjBjjKFHjjM3jjT2Þ, if M�

4 6¼ M4 FN rejects the request. Otherwise, it
computes SK ¼ hðK2AÞ ¼ hðK1K2GÞ,M6 ¼ hðAjjBjjSKjjT4Þ and sends
MFM ¼ fB,M5,M6T4g to MUi.

(5) MU ! FN : MMF0 ¼ fM7,T5g:
Upon receiving the message MUi checks freshness of T4 then com-
putes M�

5 ¼ hðK1QjjBjjSijjM2jjT1Þ if M�
5 6¼ M5 MUi rejects the request.

Otherwise, it computes SK ¼ hðK1BÞ ¼ hðK1K2GÞ and M�
6 ¼

hðAjjBjjSKjjT4Þ if M�
6 6¼ M6 rejects the request. Else, it computes M7 ¼

hðM5jjM2jjSKjjT5Þ and sends the message MMF0 ¼ fM7,T5g to FN.
(6) Upon receiving the message MMF0 checks T5 then computes M�

7 and
verifies it with the obtained value. if M�

7 6¼ M7 FN rejects the request.
Otherwise, it authenticates MUi and accepts his/her request and allows
access to its network service.

5.3. Password change phase

Any mobile user can change his/her password independently without the
help of home network through the following steps:
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(1) MUi inputs IDi, PWi, BIOi and new password PWnew
i :

(2) The mobile device computes HðBIO�
i Þ, x�i ¼ Bi�HðBIO�

i Þ, MP�i ¼
hðhðID�

i ÞjjPW�
i jjx�i Þ, If MPi 6¼ MP�i , the mobile device rejects the

request Otherwise mobile device computes MPnewi ¼
hðhðID�

i ÞjjPWnew
i jjx�i Þ and replaces MPi with MPnewi :

Figure 4, briefly summarizes the password change phase.

5.4. Revocation phase

Any mobile user can protect the account from being misused whenever his/
her mobile device is breached by revoking the device in the following way:

(1) MUi must first get authenticated by the device in the manner found in
step 1 of the login and authentication phase (5.2).

(2) MUi ! HN : fIDi,MPiM2,T1, revoke�requestg, here MPi,M2 are cal-
culated by mobile device as described in 5.2

(3) Upon receiving the revocation request from MUi, HN first authenti-
cates MUi. If MUi is a legal user HN sets List greater than threshold
value and revokes the mobile device, which means that nobody can log
in to the network with the device until MUi re-register himelf/herself.

5.5. Re-registration phase

After revocation of a mobile device a user MUi can re-register in the fol-
lowing way:

(1) MUi ! HN : fIDi,MPi, re�registerg:
(2) Firstly, HN looks for IDi in its database, checks whether List � the

threshold value. If so, HN believes the card is suspended. Then, the user
re-registers in accordance with the steps in Section 5.

6. Formal security analysis using random oracle model

In this section, we describe the formal security analysis using the real-
or-random (R-OR) model proposed by Abdalls et al. (Abdalla et al. 2005).

MUi inputs IDi, PWi and new password PW new
i ,

The mobile device computes:
H(BIO∗

i ), x∗
i = Bi ⊕ H(BIO∗

i ),
MP ∗

i = h(h(ID∗
i )||PW ∗

i ||x∗
i ),

If MPi �= MP ∗
i , rejects the request

Otherwise computes:
MP new

i = h(h(ID∗
i )||PW new

i ||x∗
i )

finally replaces MPi with MP new
i .

Figure 4. Password change phase.
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In the proposed scheme there are three participants, a mobile user MUi,
home network HN and a foreign network FN.

(1) Instance:
Qt

H ,
Qu

F and
Qv

MUi
denote the instance t of FN, u of FN

and instance v of MUi. These instances are called oracles.
(2) SID: SID(session identifier) is the concatenation of all the messages

sent and received by that oracle.
(3) Open Oracle: If an oracle

Qt
H reveals the accepted session key in any

state, then the oracle is considered opened in that state.
(4) Partner Oracle: If two oracles say

Qt
H and

Qu
F possess the same SID

they are called partners.
(5) Fresh Oracle: An unopened and uncorrupted oracle is said to be fresh.
(6) Adversary: In the R-OR model the adversary A has the ability to con-

trol all communications and can put the following queries:
� Execute(

Qt ,
Qu): This query is executed by any adversary A to

launch an eavesdropping attack, by sending this query A tries to
get messages communicated between honest participants.

� Send(
Qt ,m): This query launches an active attack. In this query A

communicates a message m to a participant instance
Qt and

records the response message.
� CorruptMD(

Qv
MUi

): Lost/stolen mobile device attack is launched
by this query. This query reveals the details stored in the
mobile device.

� Test(
Qt): The semantic security of the session key SK is modeled

by the query and follows the R-OR model indistinguishability
(Abdalla et al. 2005). A can make a test query to some fresh oracle
at any time. At the beginning of the experiment, a fair unbiased
coin c is flipped, if answer is 1, the output is a randomly chosen
session key. Otherwise the output is the agreed session key of the
test oracle.

(7) Semantic security of the session key: In the R-OR model the adversary
A challenges the experiment to distinguish between the real session
key SK of the instance and the random session key. A can execute a
number of Test queries to either the user instance or the server
instance. The result of the Test query must be consistent with respect
to a random bit c. At the end of the experiment A returns a bit c0: If
c0 ¼ c, A wins the game. Let Succ denote the event that A wins the
game. The advantage of breaking the semantic security of the
protocol is AdvakeP ¼ 2jPr½Succ	�1j: Therefore, if AdvakeP � g for any
sufficiently small g>0 P is a secure authentication protocol in the
R-OR sense.
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(8) Random oracle: In this paper, all participants and the adversary
A use a one-way hash function hð:Þ modeled as a Hash oracle.

The following difference lemma will be used in the formal security proof.

Lemma 6.1 (Difference lemma). (Lee 2015) Let Succ1, Succ2, and Succ3
denote the events defined in some probability distribution. Let
Succ1�Succ3 () ?Succ2�?Succ3. Then, we have

jPr Succ1½ 	�Pr Succ2½ 	j � Pr Succ3½ 	
The following theorem will establish the semantic security of

the session key.

Theorem 6.2. Assume that an adversary A is operating within polynomial
time t for the proposed scheme P in a random oracle. Assume D represents
uniformly distributed password dictionary and l denotes bit size of the bio-
metrics key BIOi. The probability of P0s session key security being broken by
A is as follows:

AdvakeP � q2h
jHashj þ

qsend
2l:jDj þ 2AdvECCDHPðtÞ,

where qh, jHASHj, qsend, jDj, and AdvECCDHPðtÞ denote the number of Hash
queries, the range space of the one-way hash function, the number of Send
queries, the size of D, and the advantage of A in breaking the ECCDHP,
respectively.

Proof. We begin with defining a sequence of games Gi, 0 � i � 4: Here,
Succi represents the success of A in guessing the bit c in the game Gi. The
proposed scheme runs from game G0 to game G4, and in the conclusion of
the proof it will show that A has a negligible advantage to break session
key (SK)-security of P.

� Game G0: This game is a real attack by the adversary against protocol P
in the random oracle. Where the bit c is chosen at the beginning of this
game. By definition, we have

AdvakeP ðAÞ ¼ 2Pr Succ0½ 	�1 (6.1)

� Game G1: This game simulates an eavesdropping attack of an adversary
A using the Execute ðQu ,

QvÞ oracle. The attacker also queries the Test
oracle and checks whether the result is a real session key SK or some
other random value. The session key SK is computed by the foreign net-
work FN as SK ¼ hðK2BÞ ¼ hðK1K2GÞ and the mobile user MUi as
SK ¼ hðK1AÞ ¼ hðK1K2GÞ: It is hard to compute hðK1BÞ ¼ hðK2AÞ ¼
hðK1K2GÞ due to the difficulty of the ECCDH problem. Further, A, B
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cannot be computed due to the difficulty of the ECDLP. Thus, the
probability of an adversary A winning this game through an eavesdrop-
ping attack does not increase by game G0. Then, G0 and G1 have the
same probability, so we obtain:

Pr Succ0½ 	 ¼ Pr Succ1½ 	 (6.2)

� Game G2: This game is an extension of G1 and G2 is simulated by Send
and Hash oracle along with Execute ðQt ,

Qu ,
QvÞ and Test oracles. It

is an active attack modeled by adversary A by sending fabricated login
request messages to the home network. Adversary repeatedly generates
hash queries to obtain collisions. The login request message MMF ¼
fA,M1,M2,T1g is associated with random number K1 and time stamp
T1. Further, A ¼ K1G cannot be computed due to the difficulty of the
of ECDLP. So adversary cannot obtain a collision hence cannot generate
valid login request message MMF. Using the birthday paradox (Boyko
et al. 2000), we obtain,

jPr Succ1½ 	 ¼ Pr Succ2½ 	j � q2h
2jHashj (6.3)

� Game G3: The CorruptMD oracle is simulated by this game and a lost/
stolen mobile device attack is launched. Adversary A can attempt a dic-
tionary attack using the information from a mobile device and can
attempt to obtain a password PWi and biometric key BIOi. A strong
biohasing function is used in the suggested protocol. Therefore, the
probability that A can guess the biometric key BIOi is approximately 1

2l

(Wazid et al. 2016). Since the number of wrong passwords input is con-
trolled by the system we obtain the following:

jPr Succ2½ 	 ¼ Pr Succ3½ 	j � qsend
2ljDj (6.4)

� Game G4: In this game, the adversary tries to acquire the session key
SK through eavesdropping the broadcasted messages namely; MMF ¼
fA,M1,M2,T1g,MFH ¼ fIDF,MMF,M3,B,T2g and MHF ¼ fM4,M5,T3g
and MFM ¼ fB,M5,M6,T4g: Here A cannot compute SK ¼ hðK1K2GÞ
from known values A ¼ K1G and B ¼ K2G due to unsolvability of the
ECCDHP. Further, no information about K1 and K2 can be obtained
from M2,M3,M4 and M5 due to irreversibility of one way hash function
hð�Þ: Thus, we obtain,

jPr Succ3½ 	 ¼ Pr Succ4½ 	j � AdvECCDHPðtÞ (6.5)

All session keys are random and independent and the c value is not
exposed to Adversary. Therefore, it is clear that
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Pr Succ4½ 	 ¼ 1
2

(6.6)

combining the above equations and Lemma 1, we obtain the desired result
as follows:

AdvakeP � q2h
jHashj þ

qsend
2l:jDj þ 2AdvECCDHPðtÞ

7. Heuristic analysis of the proposed scheme

A heuristic analysis of the proposed scheme demonstrate that the scheme
meets the various security requirements. It should be noted that because of
the difficulty of ECDLP, (Hankerson et al. 2004) the adversary cannot
derive K1, K2 from A ¼ K1G,B ¼ K2G: Also, Table 4 gives a brief compara-
tive security analysis of the various scheme with the proposed scheme. In
Table 4 P1 : mobile user anonymity, P2 : untraceability of the user, P3 : off-
line-dictionary attack, P4 : provides mutual authentication, P5 : session key
agreement, P6 : resist impersonation attack, P7 : resist replay attack P8 :
efficient login phase, P9 : user-friendly password change, P10 : perfect for-
ward secrecy, P11 : resist de synchronization attack, P12 : no key con-
trol property.

7.1. User anonymity and untraceability

In the proposed scheme, the real identity of the user IDi is not transmitted
publicly but concealed in hðIDiÞ, and the home network does not store the
identity of the user anywhere in its data base. Moreover, hð�Þ is crypto-
graphically secure one way hash function. Consequently, the proposed
scheme can provide both user anonymity and untraceability.

7.2. Offline dictionary attack

Suppose an adversary A retrieves fei, Si, p, a, b,G, n,Q, hð�Þ,Hð�Þ,Bi,MPig
from the memory of the stolen mobile device, and obtains biometrics of
the user. The adversary may make the off-line dictionary attack as follows:

Table 4. Comparative security analysis.
Schemes P1 P2 P3 P4 P5 P6 P7 P8 P9 P10 P11 P12
Lee et al. (2018) 
 
 � 
 
 
 � 
 
 
 � �
Zhao et al. (2014) 
 
 
 
 
 
 
 � � 
 � �
Zhang et al. (2015) � 
 � 
 
 
 
 
 � 
 � �
Wu et al. (2017) 
 
 
 
 
 
 
 � 
 
 
 �
Proposed scheme 
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guess IDi and PWi to be ID�
i and PW�

i respectively and computes
hðIDiÞ,HðBIO�

i Þ, x�i ¼ Bi�HðBIO�
i Þ, MP�

i ¼ hðhðID�
i ÞjjPW�

i jjx�i Þ, and may
get a pair ðID�

i , PW
�
i Þ such that MPi 6¼ MP�

i : However, the size of the pass-
word dictionary and identity dictionary (Wang and Wang 2016) are suffi-
ciently large and once the number of login failures exceeds the threshold
value, the mobile device will be suspended and the attack fails.

7.3. Mobile user impersonation attacks

If an adversary wants to impersonate a mobile user MU he/she has to
deceive FN and HN by producing the valid messages MMF ¼
fA,M1,M2,T1g and MMF0 ¼ fM7,T5g: An adversary A cannot calculate
MMF as he/she cannot compute K1Q from known values A ¼ K1G and
Q¼ xG due to unsolvability of the ECCDHP. Subsequently valid M2 cannot
be generated. Similarly A cannot compute SK ¼ hðK1K2GÞ from known
values A ¼ K1G and B ¼ K2G due to unsolvability of the ECCDHP. So, a
valid M7 cannot be generated. Therefore, the proposed scheme could with-
stand mobile user impersonation attacks.

7.4. Foreign network impersonation attacks

If an adversary A wants to impersonate a foreign network FN to deceive HN
by producing the valid message MFH ¼ fIDF,MMF,M3,B,T2, g and MFM ¼
fB,M5,M6,T4g: A cannot produce a valid M3, as he/she do not know KFH,
hence adversary cannot impersonate as FN. Also, A cannot compute SK ¼
hðK1K2GÞ from known values A ¼ K1G and B ¼ K2G due to the unsolvabil-
ity of the ECCDHP. So valid M6 cannot be generated. Therefore, the pro-
posed scheme could withstand foreign network impersonation attacks.

7.5. Home network impersonation attacks

If an adversary A wants to impersonate a home network HN he/she has to
deceive MU and FN by producing valid messages M4 and M5 but A cannot
produce valid M4 or M5 due to the unsolvability of ECCDHP, hence adver-
sary cannot impersonate as HA

7.6. Replay attacks

If an adversary replays an old login request message MMF ¼
fA,M1,M2,T1g, then the foreign network can detect a replay attack by
checking the freshness of the time stamp T1. If the adversary changes the
timestamp to the current timestamp then the home agent can detect the
attack by comparing the received M2 with M�

2 ¼ hðxAjjM1jjSijjT1Þ: But the
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adversary cannot generate M2 due to the unsolvability of ECCDHP.
Therefore, the proposed scheme could withstand replay attacks.

7.7. Session key security

In the proposed scheme, only MU, FN can compute SK ¼ hðK1K2GÞ after
mutual authentication. If an adversary wants to compute an established ses-
sion key he/she has to know K1, K2. The adversary could obtain A ¼ K1G
and B ¼ K2G from the previously transmitted messages but cannot obtain
K1 or K2 because of the unsolvability of the ECDLP. Hence, the proposed
scheme could provide the property of session key security.

7.8. Perfect forward secrecy

If an adversary has recorded the previously transmitted messages he/she
still cannot compute a previously established session key SK ¼ hðK1K2GÞ
because in the proposed scheme, the session key is not dependent on the
home agent’s secret key x. As demonstrated in Section 7.7, the session key
is dependent on the random numbers nm and nf, and without knowing
them (or one of them), the adversary cannot compute previously computed
session keys SK. Therefore, the proposed scheme could provide the prop-
erty of perfect forward secrecy.

8. Performance analysis

The present section will perform comparisons of the computational cost as
well as communication cost of the proposed scheme with the state-of-the-
art scheme, namely Zhao et al. (2014), Zhang et al. (2015), Wu et al.
(2017) and Lee et al. (2018) schemes in the following subsections:

8.1. Computational costs comparisons

For the comparisons of the computational costs, the following cryptographic
operations are considered: the hash function Th, the symmetric en/decryption
Ts, the modular exponent operation Tm, the ECC based encryption/decryp-
tion operation Te and elliptic curve multiplication Tp. The authors (Xu and
Wu 2015) measured the approximate execution time of each cryptographic
operation using the CPU: Intel(R) Core(TM)2T6570 2.1GHz, Memory:4G
OS:Win7 32-bit, Software: Visual C 2008,MIRACL C/C Library,Security level:
160-bit point in Fp, 1024-bit in a cyclic group, AES and SHA1.The experi-
ment results of various operation are given in Table 5. In the comparison
results, only login and authentication phase are displayed, as the registration
phase and password change phase take place once, and a user can change his/
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her password independently. Table 6 shows the comparative computational
costs of various schemes. The execution time of the proposed scheme is
36.7721ms, while the execution time of the schemes of Lee et al, Zhao et al.,
Zhang et al. and Wu et al. are 0.2614ms, 81.800ms, 37.939ms and 6.9232ms
respectively. Though Lee et al. and Wu et al. scheme have lower computa-
tional costs compared to the proposed scheme, they are not secure. From
Table 6 we can conclude that the proposed scheme is more efficient than
related schemes.

8.2. Communication costs comparisons

For the communication cost comparisons, we assume in accordance with
(Reddy et al. 2016; Kumari et al. 2015) that the lengths of the identity, ran-
dom number, and timestamp are 128 bits, 64 bits, and 32 bits, respectively.
The hash function and the symmetric-key encryption produce 160 bits and
256 bits, respectively. For the asymmetric key encryption, the modular
prime operation and the scalar multiplication operation on the elliptic
curve produces 1024 bits and 320 bits, respectively. Table 7 shows the com-
parative communications costs of the login and authentication phases of
the various schemes. The communications costs of the proposed scheme is

Table 6. Computational costs comparisons.
Schemes Total Time(ms)

Lee et al. (2018) 20Th þ 2Ts 0.2614
Zhao et al. (2014) 15Th þ 7Ts þ 11Tp 81.800
Zhang et al. (2015) 20Th þ 4Ts þ 5Tp 37.939
Wu et al. (2017) 20Th þ 4Ts þ 4Te 6.9232
Proposed scheme 19Th þ 5Tp 36.7721

Table 7. Communication costs comparisons.
Schemes communication cost

Lee et al. (2018) 2976 bits
Zhao et al. (2014) 4032 bits
Zhang et al. (2015) 2944 bits
Wu et al. (2017) 3936 bits
Proposed scheme 2880 bits

Table 5. Notations and execution time of cryptographic operations.
CPU: Intel(R) Core(TM)2T6570 2.1GHz
Memory:4G OS:Win7 32-bit
Software: Visual C 2008,MIRACL C/C Library
Security level: 160-bit point in Fp
1024-bit in a cyclic group, AES and SHA1

Notation Description and Execution time(ms) (Xu and Wu 2015)
Th Time complexity of performing a hash function operation � 0.0004ms
Ts Time complexity of performing a symmetric encryption/decryption operation � 0.1303ms
Te Time complexity of performing a ECC based encryption/decryption operation � 1.6003ms,
Tm Time complexity of performing an exponentiation operation � 1.8269ms
Tp Time complexity of performing an elliptic curve point multiplication � 7.3529ms
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2880 bits, while that of other schemes namely: Lee et al, Zhao et al., Zhang
et al. and Wu et al. are 2976 bits, 4032 bits, 2944 bits and 3936 bits respect-
ively. Therefore, from Table 7 we can conclude that the proposed scheme
is a more practical option for the ubiquitous network environment.

9. Conclusion

In this paper, we analyzed a recently proposed secure authentication and key
agreement scheme for roaming service with user anonymity by Lee et al. (Lee
et al. 2018). We demonstrated that Lee at al. scheme has the following secur-
ity and design flaws: off-line dictionary attack, replay attack and de-synchron-
ization attack. The scheme is also vulnerable to key control attack and has
incorrect XOR calculations. Moreover, we proposed an improved scheme to
resolve the security and design flaws in Lee et al. scheme by using biometric
data. The security of the proposed scheme is given in the random oracle
model. Furthermore, informal analysis is also conducted to demonstrate that
the proposed protocol meets the various security requirements and we also
conducted comparisons in terms of the computational and communication
cost to show the suitability of the proposed protocol for roaming in ubiqui-
tous networks.
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Abstract 

Internet-of-Things (IoT) based applications are rapidly 

gaining popularity. Smart home is one of them; home 

security and safety, home automation, energy 

management and health surveillance are some 

applications of smart homes. Smart homes have 

enormous potential as well as enormous threat to security 

and privacy of the end users. Pay TV is considered asthe 

likely entry points for IoT services into smart homes. Pay 

TV has evolved security techniques very similar to of IoT 

based smart homes services. Pay TV is an application of 

broadcast encryption schemes in which premium content 

is broadcasted only to subscribed users. The broadcaster 

needs assurance that only subscribed user can access 

premium content, so the program is encrypted with a 

group key shared among all subscribers. Thus, to share 

the key, Pay-TV systems require efficient and secure 

group key agreement (GKA). This research proposes an 

efficient and secure, dynamic, ID-based authenticated, 

asymmetric group key agreement (AAGKA) protocol for 

Pay-TV networks. Security is proved under the 

assumptions of the discrete logarithm problem (DLP) and 

decisional Diffie-Hellman problem (DDHP). Finally, 

comparison of the protocol with state-of-art protocols 

shows that the proposed protocol is highly efficient. 

Keywords: Internet-of-Things (IoT), Authentication, 

Asymmetric group key agreement, Bilinear 

pairing, Pay-TV network 

1 Introduction 

Smart homes, an IoT based application is next big 

thing in the rapidly growing technology-based lifestyle. 

Pay -TV has much to offer to the fast-developing smart 

home era. Over the years, Pay-TV had gained trust 

among the customers with secure data management 

and determination without compromising the privacy 

of the subscribers. In order to avail the benefits of 

smart homes and IoT, consumers have to allow the 

new technology to go deeper into their homes. 

With established subscriber relationship, Pay-TV 

can enable IoT to manage smart homes with robustness 

and reliability and without any attack on their privacy. 

Group key agreement (GKA) protocols provide a 

secure and robust approach to establishing group 

session keys for public networks and hence aim to 

provide secure communication over an insecure 

network. Wu et al. [20], introduced the concept of the 

asymmetric group key agreement (AGKA) protocol, in 

which all group members compute a common secret 

group key and only group members can broadcast 

secret messages to the group. In asymmetric protocols, 

unlike in symmetric protocols, all group members 

compute a common group encryption key (GEK) and 

hold different group decryption keys (GDKs). 

The authenticated asymmetric protocol proposed 

here has the following advantages: (1) messages can 

also be broadcasted by any non-registered member in 

the group (using the GEK); (2) asymmetric protocols 

use short signatures to achieve mutual authentication; 

and (3) the protocol complements dynamic networks 

by maintaining backward and forward secrecy. Thus, 

an authenticated, asymmetric group key agreement 

(AAGKA) protocol preserves benefits of both the 

GKA protocol and broadcast encryption. 

In a Pay-TV system, broadcasters generate revenue 

by charging subscribers for viewing programs. Thus, 

broadcasters need a mechanism so that only the paid 

subscribers can view the program. We present only a 

brief discussion here of the specific requirements of 

Pay-TV systems, but greater detail may be found in [7-

8, 11, 13]. A Pay-TV system is asymmetric with 

respect to computational and communication capabilities 

between the broadcaster and the subscribers. Since the 

broadcaster has greater computational capabilities than 

the subscribers, a GKA protocol for Pay-TV should 

place greater computational and communication load 

on the broadcaster than on the subscribers. 

Further, a key agreement protocol for Pay-TV must 
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be contributive; that is, each user in the group must 

equally contribute to the computation of the group 

decryption key, so that no user gets an undue 

computational advantage over another. Also, since 

Pay-TV is a dynamic system, with subscribers 

frequently joining or leaving the group, the rekeying 

mechanism should be efficient and secure. 

Additionally, the key agreement protocol must provide 

both forward and backward secrecy, so that joining or 

leaving subscribers can obtain no knowledge of any 

previously or newly established group decryption key. 

A typical model for Pay-TV. Broadcasters have a 

database storing keys, link values, and other relevant 

information. Broadcasters have enough resources to 

undertake greater computational and communications 

load than subscribers. Broadcasters perform initial 

setup, generating the necessary public parameters, 

distributing them, and storing them securely. 

Meanwhile, each subscriber has a set-top box with a 

smart card that performs the necessary cryptographic 

operations. The set-top box makes registration and 

subscription requests to the broadcaster, receives 

encrypted content, and decrypts the content to make it 

available to the subscriber. Figure 1 illustrates a typical 

model for a Pay-TV communications and broadcasting 

network. 

 

Figure 1. A typical communication model for Pay-TV system network 

Organization of the Paper. The next section 

summarizes existing research in the same domain. In 

Section 3 describes the preliminaries of the 

cryptographic primitives to enable better understanding 

of the proposed protocol. The proposed protocol is 

detailed in Section 4. Section 5 describes the 

contributions of the subscribers in a model Pay-TV 

network and demonstrates the correctness of the 

proposed protocol. A detailed security analysis of the 

suggested protocol is presented in Section 6 while 

Section 7 analyzes the performance with respect to the 

computational and communications costs of the 

protocol. Finally, Section 8 concludes. 

2 Related Works 

There is an increasing interest to incorporate the 

IoT-based smart home service using Pay TVs. The 

genesis of IoT can be dated back in the year 1982, [22] 

when a coke vending machine was connected through 

internet. However, M. Weiser [24] gave a 

contemporary vision of IoT in the year 1991. Later in 

year 1999, B. Joy [19] demonstrated device to device 

communication. In the year 2009, K. Ashton [1] first 

coined the term “Internet of Things’’. But still there is 

no universally accepted definition of IoT, different 

group define it in different way. Concisely, IoT can be 

define as a system of interconnected physical objects, 

to exchange and collect data over the internet. Since its 

inception, IoT aims to improve one’s comfort and 

efficiency, by enabling cooperation among smart 

objects [12]. Further, Gubbi et al. [12] estimates that 

about 50 billion objects will be connected through IoT 

by 2020. So, the security challenges involved with IoT 

should be addressed at the design level. 

Effective security practices, especially mutual 

authentication and key agreement schemes are needed 

to protect anonymity and privacy of the users. Fiat et al. 

[10] formalized the definition and paradigm of 

broadcasting encryption schemes. Since then, many 

schemes have been proposed for secure cryptographic 

broadcasting, with the most prominent among them 

being [5, 14-15, 18, 21]. However, these broadcasting 

encryption schemes do allow a sender to broadcast any 
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content to a group of receivers but do not provide a key 

management mechanism, as security of these schemes 

basically trusts upon a key server for generation as well 

as distribution of encrypted keys. Since the trusted 

server can read all the communicated keys, it 

representsa threat to the security of the scheme. 

Furthermore, schemes such as [14, 18] do not 

provide forward secrecy, hence making them poorly 

suited for Pay-TV. Some authentication schemes were 

suggested for Pay-TV in [7, 11], but these only 

authenticate the user to the group without providing a 

key exchange mechanism. Group key agreement 

protocols seem to offer solutions to the problems 

discussed above. Existing, group key agreement protocols 

assume pre-determined group members and once all 

these members participate in the protocol then only a 

secure channel for broadcasting is established. Since 

Pay-TV model is highly dynamic, traditional GKA 

protocol seem not applicable to it. Hence, Kim et al. 

[14] and Kumar et al. [16] offered group key 

agreement protocols for Pay-TV, but both are 

symmetric, meaning they provide only a key 

agreement mechanism without having a broadcast-

encryption ability. Hence, an asymmetric, group key 

agreement protocol seems to offer a better solution 

for key management and broadcasting of premium 

content in Pay -TV applications. 

Some asymmetric group key agreement exist in 

literature like, [26-29]. But as pointed by [27], Zhang 

et al.’s [26] scheme requires an identity-based 

signature to assure the security of the protocol, and it 

only provides partial forward secrecy (PFS). Ermi et al. 

[9] demonstrated that [27] is mainly suitable for small 

group communication like instant messaging applications 

[17], conference communication applications similarly 

Li and Zhang’s [29] protocol is suitable for instant 

messaging applications, such as Messenger, We-chat 

and Whats App, whereas Zhang’s protocol works well 

in a vehicular ad hoc networks (VANETS). But, none 

of the above research considers the issues with Pay-TV 

in IoT infrastructure. So, the present paper proposes an 

efficient, two-round, authenticated, asymmetric group 

key agreement (AAGKA) protocol specifically for 

Pay-TV that fulfills the above-discussed requirements 

in IoT infrastructure. The suggested protocol is simple 

and efficient, minimizing subscribers’ computational 

cost by shifting the burden to the broadcaster. 

3 Preliminaries 

The following section gives a widely accepted 

definition of bilinear pairing and also defines discrete 

logarithm problem (DLP) and decision Diffie-Hellman 

Problem (DDHP). 

Definition 3.1 (Bilinear Pairing). Suppose, 
1
,G +  be 

acyclic additive group and 
2
,.G be a cyclic 

multiplicative group and the order of both the group is 

a large prime p. A bilinear pairing e is a map defined 

by 
1 1 2

:e G G G× →  and it has the following properties: 

(1) Bilinear: According to this property, for given 

( ) ( ) ( )1
, , , ,

ab

R S G e aR bS e R S∈ = , where *

, .
p

a b Z∈  

(2) Non-degenerate: According to this property, 

there exists ( ) 1
, ,R S G∈  such that ( ), 1e R S ≠ where 1 is 

the identity of
2
.G  

(3) Computable: This property assures, that there 

exist an algorithm which can efficiently compute 

( ),e R S for all ( ) 1
, .R S G∈  

Two pairings used extensively for cryptography are 

the Weil pairing and its modifications and the Tate 

pairing. A full description of these pairings may be 

found in [2-4, 6]. 

Discrete logarithm problem (DLP). According to this 

problem, for given ( ), ,R S G∈  it is computationally in 

feasible to find an integer *

,
p

n Z∈  such that .S nR=  

Note, that discrete logarithm problem (DLP) is hard 

in both
1

G and 
2

G .  

Decision Diffie-Hellman Problem (DDHP). According 

to this problem, for given ( ), , ,P aP bP cP . Where 

*

, ,
p

a b c Z∈ . It is computationally infeasible to decide 

whether mod .c ab p=  

4 Proposed Group Key Agreement Protocol 

This section presents an ID-based authenticated, 

asymmetric group key agreement (AAGKA) protocol 

suitable for Pay-TV. The following notations are used 

throughout for better understanding of the proposed 

protocol. 

 

e: Denotes the bilinear map, 
1 1 2

: .e G G G× →  

s: Denotes the master private key, *

.

p
s Z∈  

P: Denotes a generator of 
1
.G  

:pubP  Denotes the system public key, .pubP sP=  

0
:H  Denotes a hash function, { } { }

* *

0
: 0,1 0,1 .H →  

1
:H  Denotes a hash function, { }

* *

1
: 0,1 .

p
H Z→  

:
i

U
 

Denotes the subscriber to Pay-TV,1 1.i n≤ ≤ −  

:
n

U
 

Denotes the broadcaster of Pay-TV. 

:
i

ID
 

Denotes the identity of .

i
U  

:
i

PK
 

Denotes the long-term public key of a 

participant 
0

, ( ) .
i i i i

U PK H ID Q= =

 
:

i
SK

 
Denotes the long-term private key of a 

participant 
0

, ( ) .
i i i i

U SK sH ID sQ= =

 
GEK: Denotes the group encryption key.

 
GDK:

 
Denotes the group decryption key.
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Let { }1 2
, ,....

n
U U U U=  be the set of users in the 

AAGKA protocol, where , (1 1)
i

U U i n∈ ≤ ≤ − are the 

subscribers and 
n

U is the broadcaster. Each has the 

unique identity , (1 ).
i

ID i n≤ ≤  The protocol is 

executed in three phases: (1) the AAGKA phase, (2) 

the subscriber leaving phase (SLP) and (3) subscriber 

joining phase (SJP). 

(1) AAGKA phase. 

(a) Setup: With the security parameter k Z∈ , the 

trusted key generator center (KGC) generates a set of 

system parameters as follow 

‧ KGC executes k to generate a large prime p, cyclic 

groups 
1

G  and
2

G , where 
1

G  is additive and 
2

G  is 

multiplicative group, both the groups have same 

order p and pairing e which maps element of 

1 1
G G× to

2
G  

‧ KGC randomly selects *

q
s Z∈ , and computes system 

public key pubP sP= , where s is the master private 

key (MPK). 

(b) Authenticated Key Exchange 

Round 1: Each subscriber ,
i

U U∈  (1 1)i n≤ ≤ −  

randomly selects two numbers *

,i i pm r Z∈ and computes 

,i i i i n pubR r P M m PK P= = and i i

i

i

m SK
T P

r

⎛ ⎞+
= ⎜ ⎟
⎝ ⎠

 and 

sends the tuple ( , , , )
i i i i

U R M T  to the broadcasting 

node .

n
U

 
Note: Each subscriber can pre-compute these 

( , , )
i i i

R M T  off-line, reducing the computational burden. 

Round 2: The broadcaster verifies the equation 
1( , ) ( , )i i n i i pube R T e P SK M PK P

−

= +  for all 1 1.i n≤ ≤ −  

If the equation holds, 
n

U is assured that ( , , , )
i i i i

U R M T  

has been sent by each 
i

U  Then, the broadcaster 

randomly selects two numbers *

, ,
n n p

m r Z∈  computing 

1

1

, ,

n

n n

n n n i

n i

m SK
R r P T P PK PK

r

−

=

⎛ ⎞+
= = =⎜ ⎟

⎝ ⎠
∑  

1

1

( ),
n

i i

i

RT e RT

−

=

=∏  

2

1
,

n
m

Q RT=  
2 n pubQ m PKP=  and 1

.

i n n i
X SK m M

−

=  Next 

the broadcaster computes the group encryption key and 

decryption key 
1

1 2

1

( , ), ( , )
n

n i

i

GEK Q Q GDK e f X
−

=

= = ∑  

and 
n n
f m P= . Finally, the broadcaster broadcasts (Un, 

X1, X2, ,… Xn-1, Rn, Tn, Q1, Q2 ) to each .

i
U  

(c) Common Group Key Computation: Each 
i

U  

verifies the equation 1( , ) ( , ).n n i i n pube R T e P M X PK P
−

= +  

If the equation holds, each 
i

U  is assured that the 

message has been broadcasted by .

n
U  Each 

i
U  then 

computes, 
1 1

1 1

( , ) ( , )
n n

j j n j

j j

GDK e f X e m P X
− −

= =

= =∑ ∑  GEK =  

1

1 2
( , ), .j i iQ Q f X m−

=

 
If equation 

2 1 1
( , )e Q f GDK Q=  the GEK and GDK 

keys are correct. 

(d) Encryption: Any user , (1 )
i

U i n≤ ≤  encrypts 

plain text m as follows: randomly selects *

,
p

t Z∈  and 

computes ,tPδ =  1

1 1
( . ( , ) ) ).t

jm H Q e P fη
−

= ⊕  The cipher-

text is ( ), .c δ η=  

(e) Decryption: Any valid user can decrypt message 

m η= ⊕  
1
( ( , ))H e GDKδ . 

(2) Subscriber Leave Phase (SLP) 

Let the set of subscribers { }1, 2 1,....j J nU U U
+ + −

decide 

to leave the group U. Then, 
n

U updates the group to 

{ }'

, 1,.... ,
i i n

U U U U
−

= and executes the SLP phase 

in the following way: 

Round 1: 
n

U randomly selects two numbers ' ' *

,
n n p

m r Z∈  

and computes ' '

n n
R r P=  

'

'

'

,

n n

n

n

m SK
T P

r

⎛ ⎞+
= ⎜ ⎟⎜ ⎟
⎝ ⎠

 '

PK =  

1 1,
,jj n j i

PK
≤ ≤ − ≠

∑  '

1 1,
( , ),j jj n j i

RT e R T
≤ ≤ − ≠

=∑  '

1
Q =  

'

' 2( ) ,n
m

RT  ' ' '

2 n pubQ m PK P=  and ' 1
.j n n jX SK m M

−

= Next 

the broadcaster computes the group encryption key 
' ' '

1 2
( , ),GEK Q Q=  

' '

,
n n
f m P=  and decryption key 

'

GDK =  ' '

1 1,
( , ).n jj n j i
e f X

≤ ≤ − ≠
∑  Finally, the broadcaster 

broadcasts ' ' ' ' ' ' ' '

1 2 1 1 1 2
( , , ,...., , , , , , )

n i i n n
U X X X X R T Q Q

− +
 to 

each '

i
U  

Round 2: Common Group Key Computation: Each 

,(1 1, ),jU j n j i≤ ≤ − ≠  verifies the equation ( )' '

,
n n

e R T =  

( )1 '
, j j n pube P M X PK P

−

+ . If the equation holds, each 

jU is assured that the message has been broadcasted by 

.

n
U  Each jU then computes ' ' ' ' 1

1 2
( , ), j j jGEK Q Q f X M −

= =  

and ' ' ' '

1 1, 1 1,
( , ) ( , ).j j n jj n j i j n j i

GDK e f X e m P X
≤ ≤ − ≠ ≤ ≤ − ≠

= =∑ ∑ If 

' ' ' '( , ) ,je P f GDK Q=  GEK and GDK keys are correct. 

(2) Subscriber join phase (SJP). 

Let the set of subscribers { }1, 2 ,....n n l
U U U

+ +
 decide 

to join the group U. Then, 
n

U  updates the group to 

{ }''

, 1,...., , ,......
i n n l

U U U U U
+

=  and executes the SJP 

phase in the following way: 

Round 1: Each 
( 1 )

k
U n k l= + ≤ ≤

 register its identity 

with 
n

U randomly selects two numbers *

,k k pm r Z∈  

and computes ,k k k k n pubR r P M m PK P= =  and 
k
T =  
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k k

k

m SK
P

r

⎛ ⎞+
⎜ ⎟
⎝ ⎠

 sending the tuple ( , , , )
k k k k

U R M T  to 

the broadcasting node .

n
U

 
Note: In this case, nodes can also pre-

compute ( , , )
k k k

R M T and store the tuple on their 

memory cards. 

Round 2: The broadcaster verifies the equation 
1( , ) ( , )k k n k k pube R T e P SK M PK P

−

= +  for all 1 .n n l+ ≤ ≤  

If the equation holds, 
n

U is assured that ( , , , )
k k k k

U R M T  

has been sent by each 
k

U  Then, the broadcaster 

randomly selects two numbers '' '' *

, ,
n n p

m r Z∈  computing 

'' ''

,
n n

R r P=  
''

''

''

,

n n

n

n

m SK
T P

r

⎛ ⎞+
= ⎜ ⎟⎜ ⎟
⎝ ⎠

 ''

1

l

n k

k n

PK PK

= +

= ∑  ''

RT =  

1

( ),
l

k k

k n

e RT

= +

∏  
''2

'' ''

1
( ) n

m

Q RT RT= +  and '' ''

2
( ) ,n pubQ m PK PK P= +  

and 
'' 1 '' , (1 , ).
i n n k

X SK m M k l l n
−

= ≤ ≤ ≠  Next the 

broadcaster computes the group encryption key and 

decryption key '' '' '' '' ''

1 2

1,

( , ), ( , )
l

n i

i i n

GEK Q Q GDK e f X
= ≠

= = ∑  

and 
'' ''

.

n n
f m P=  Finally, the broadcaster broadcasts 

'' '' '' '' '' '' ''

1 1 1
( , ,... , ,... , , , )

n n n n n n
U X X X X R T Q

− +
 to each joining 

node ( 1 )
k

U n k l= + ≤ ≤  

Common group key computation. Each 

( 1 )
k

U n k l= + ≤ ≤  verifies the Equation '' ''( , )
n n

e R T =  

1( , ).k k n pube P M X PK P−

+  

If the equation holds, each 
k

U is assured that the 

message has been broadcasted by .

n
U

 

Then each
k

U computes '' ''

1,

( , )
l

j i

i i n

GDK e f X
= ≠

= ∑  

''

1,

( , )
l

n i

i i n

e m P X

= ≠

= ∑ '' '' '' 1

1 2
( , ), .j i iGEK Q Q f X M −

= =  

If equation '' '' '' ''

2 1
( , )je Q f GDK Q= the GEK and GDK 

keys are correct.
 

5 Contributiveness and Correctness of the 

Proposed Protocol 

The present section will demonstrate that the 

suggested protocol is correct and satisfies the property 

of contributiveness. 

Theorem 5.1 (Contributiveness) In the proposed 

protocol, an identical contributory group encryption 

(GEK) and group decryption (GDK) keys are 

established by all the nodes, and each node’s 

contribution is included in the construction of the 

group key. 

Proof 5.1: We note that, 
1 2

( , )GEK Q Q=

 
2 2

1

1

( , ) ( , ).n n

n
m m

n pub n i pub

i

m PKP RT m PK P RT

−

=

= = ∑  In the 

above equation, each 
i

PK  (each user’s public key) is 

used in the construction of the GEK. This proves that 

each node’s contribution is included in the construction 

of the GEK. Further, 
1

1

1

n

j n n i

j

X SK m M

−

−

=

=∑  n jm m P=  

and 1
,j j jf X m−

=  from which GDK =  
1

1

( , )
n

j j

j

e f X
−

=

∑  

1

1

( , )
n

n n j

j

e m P m m P

−

=

= ∑ . From this equation, we can 

observe that GDK contains , (1 )
i

m i n≤ ≤ , the secret 

number of all nodes. This proves that each node’s 

contribution is included in the construction of the GDK. 

Theorem 5.2 (Correctness): Each user , (1 )
i

U i n≤ ≤  

computes the identical group decryption key GDK. 

Proof 5.2: The group decryption key can be computed 

as follows: 

2
1 2 ( 1)

1

1

1

1

1 2 ( 1)

( ... )

( , )

( , )

( , ( ... ) )

( , ) n n

n

j j

j

n

n n i

j

n n n

m m m m

GDK e f X

e m P m m P

e m P m m m m p

e P P −

−

=

−

=

−

+ +

=

=

= + +

=

∑

∑  

observing the above derivation it can be concluded that 

each user , (1 )
i

U i n≤ ≤ can compute the identical 

group decryption key GDK. 

Theorem 5.3 (Correctness): The verification 

equations that are used in the proposed protocol are 

correct i.e., 

 
1( , ) ( , ),(1 1),i i n i i pube R T e P SK M PK P i n

−

= + ≤ ≤ −
 

 
1( , ) ( , ),(1 1),n n i i n pube R T e P M X PK P i n

−

= + ≤ ≤ −
 

 2 1
( , ) ,(1 1).je Q f GDK Q j n= ≤ ≤ −

 

Proof 5.3: By the definition of bi-linear pairing,  
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−
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− −
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= +
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This derivation establishes the equation, ( , )
i i

e R T =  
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1( , ).n i i pube P SK M PK P
−

+  

In the similar way we can show, ( , )
n n

e R T =  

1( , ).i i n pube P M X PK P
−

+  

Lastly, we will show, 
2 1
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So, by the property of bi-linearity we have, 
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Thus, all the verification equations are correct. 

6 Security Analysis 

The present section, shows that the suggested 

protocol is secure under the assumptions of DLP and 

DDHP. 

Theorem 6.1: Under the DDHP assumption, the 

proposed protocol is secure. This means, no adversary 

can get the group decryption key (GDK) by 

eavesdropping the public parameters and messages 

broadcasted over the public channel. 

Proof 6.1: Let adversary Adv try to construct the 

group decryption key (GDK) by eavesdropping on 

public parameters and messages broadcasted over 

the public channel. Adv cannot do so, as 

( , , ( , ))j j j jM X GDK e f X= ∑  and ( , , ( , ))j j jM X GDK e Xβ= ∑  

for (1 1)j n≤ ≤ − are computationally indistinguishable 

where 
1

Gβ ∈  is a random value. 

Adversary Adv uses the algorithm A to construct 

A′ (another algorithm) to differentiate between 

( , , )aP abP bP  and ( , , )aP abP Pβ  where 
1

Gβ ∈  is a 

random value and *

, .
p

a b Z∈  

Let 
1

M aP∈ , and
1

X abP∈ . Then A′  randomly 

selects
1 1
,.....

n
λ λ

−

 and calculates
1 1
,.....

n
M M

−

 as below: 

 

2 1 2 1 1

3 2 3 2 2

1 2 1 2 1

, ;

, ;

, ;
n n n n

M P X M

M P X M

M P X M

λ λ

λ λ

λ λ
− − − −

= =

= =

= =

�
 

in this way, A′ constructs all ( ) ( ), , 1 1 ,j jM X j n≤ ≤ − ; 

calculating the group decryption key, GDK  

( , )je Xβ= ∑ . It then calls A with this value. If 

( , )jGDK e Xβ= ∑ means that ,bPβ =  adversary Adv 

can differentiate between ( , , )aP abP bP  and ( , , )aP abP Pβ  

which contradicts tothe DDHP assumption. Therefore, 

the suggested protocol is secure under the DDHP 

assumption. 

Theorem 6.2: The suggested protocol provides 

forward secrecy under the DLP assumption. That is, 

newly joined members cannot obtain previously 

established group decryption keys. 

Proof 6.2: To prove the theorem, we show that newly 

joined members , ( 1 )
k

U m k l− ≤ ≤  cannot obtain a 

previously established group decryption key, GDK =

 
1( , ),(1 ).

i i i
e X m X i n l

−

≤ ≤ −∑  
Because of the DLP assumption, the newly joined 

member
k

U cannot obtain the ephemeral secret 
i

m  from 

the broadcasted message i i n pubM mPK P=  for (1 ),i n l≤ ≤ −  

nor, similarly, can they get the ephemeral secret 
n

m  

from 
i

X . Hence, 
k

U cannot construct the previously 

established group decryption key. 

Theorem 6.3: The proposed protocol provides 

backward secrecy under the DLP assumption. That is, 

members who leave the group can get no knowledge of 

any newly established group decryption keys. 

Proof 6.3: Let the members { }1 1
,.....,j nU U

+ −
 decide to 

leave the group. The remaining members then compute 

the new group decryption key GDK’ (as described in 

the member leaving phase). However, the new 

ephemeral secret '

n
m is not known to leaving members, 
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nor can it be derived from public parameters or 

the broadcasted message
'

'

'

n n

n

n

m SK
T P

r

⎛ ⎞+
= ⎜ ⎟⎜ ⎟
⎝ ⎠

or 

' 1 '
,j n n jX SK m M

−

=  due to the DLP assumption. Hence, 

leaving members cannot construct the newly 

established group decryption key, which proves the 

theorem. 

7 Performance Evaluation and Comparison 

In this section, we evaluate the performance of the 

proposed protocol and compare it with the protocols of 

Wu et al. [20] and Zhao et al. [25]. For a more realistic 

comparison and evaluation, we used the data given in 

[23]. According to [23], a133-MHz Strong ARM 

microprocessor was used. Table 1 summarizes the 

energy costs used to evaluate the performance of the 

protocols, on the other hand Table 2 compares the 

efficiency of the protocols. Figure 2 and Figure 3 

compare the computational and communication costs, 

respectively. From Table 2 and Figure 2 and Figure 3, 

we conclude that the proposed protocol is more 

efficient in terms of computational and communication 

resources than the other protocols. 

Table 1. Comparison table considering energy 

consumption 

Operation 
Energy  

costs/mJ 

Cost of computation for a modular 

exponentiation (E) 
9.1 

Cost of computation for a scalar 

multiplication (M) 
8.8 

Cost of computation for a Tate pairing (T) 47.0 

Sign. Gen. by elliptic curve digital signature 

algorithm (Sign) 
8.8 

Sign. Gen. by elliptic curve digital  signature 

verify algorithm (Ver) 
10.9 

Cost of computation for transmitting a bit 0.00066 

Cost of computation for  receiving a bit 0.00031 

Table 2. Comparison table considering efficiency 

 Wu et al.  

[20] 

Zhao et al. 

[25] 

Proposed 

Round 1 3 2 

Forward secrecy No Yes Yes 

Contributory GKA Yes Yes Yes 

Dynamic No Yes Yes 

Computational 

cost of each 

subscriber 

(n-1) Sign+ 

(n-1)Ver+ 

2nM 

3Sign+2nVe

r+(n-1) 

M+4E 

5T+nM 

Computational 

cost of the 

broadcaster 

- - 
E+(3n+2) 

T+(2n+2)M

Transmission cost 

of each subscriber 
n|G| (2n + 7)|G| (n + 8)|G|

Transmission cost 

of the broadcaster 
- - 

(n + 3)|G|

+ |U| 

 

Figure 2. Comparison of computational cost 

 

Figure 3. Comparison of communication cost 

8 Conclusion 

Pay TV has evolved security techniques very similar 

to those required by the IoT based smart homes 

services. So, the Pay TV are considered as the likely 

entry points for IoT services into smart homes. Over 

the years Pay TV has gained thrust among the 

subscribers, this trust is the biggest opportunity for Pay 

TV operators for extending their offering with IoT 

enabled smart home services. Hence the present paper, 

propose an ID-based authenticated, asymmetric group 

key agreement (AAGKA) protocol for Pay TV. The 

group members negotiate a common group encryption 

key (GEK) and compute a different group decryption 

key (GDK). So, any broadcaster of a secret message to 

the group need not join the group. Instead, such a 

broadcaster can share a secret key with the group 

members through a GKA protocol. Further, we have 

shown that the proposed protocol is secure under the 

DLP and DDHP assumptions in bilinear pairings. The 

proposed asymmetric protocol was also analyzed to be 

secure and efficient compared to existing protocols. 

Furthermore, it is contributory, which is a requirement 
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for Pay-TV networks. 
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Edge theoretic extended contractions are introduced and coincidence point theorems and common fixed-point theorems are
proved for such contraction mappings in a metric space endowed with a graph. As further applications, we have proved the
existence of a solution of a nonlinear integral equation of Volterra type and given a suitable example in support of our result.

1. Introduction and Preliminaries

The celebrated Banach contraction principle is a motivation
for many fixed-point theorems. It guarantees the existence
and uniqueness of solution of various equations arising in
mathematics. The initial generalizations of Banach’s result
came up in the form of Kannan’s contraction, Chatterjea’s
contraction, Reich’s contraction, Ciric’s contraction, Hardy-
Roger’s contraction, and Ciric’s quasicontraction. Among
these, Ciric’s quasicontraction is the most general form in
the sense that any mapping which does not satisfy Ciric’s
quasicontraction does not satisfy any of the previously men-
tioned contractions. Further, these results have been widely
investigated and many interesting applications have been
found by many authors (see [1–7]). F-contraction and
fixed-point theorem for F-contraction mappings were intro-
duced by Wardowski [8] as a generalisation of the Banach
contraction principle.

Definition 1 (see [8]). Consider the collection of functions
F : ð0,∞Þ⟶ℝ satisfying the following:

ðF1ÞF is strictly increasing
ðF2Þ If fαng ⊂ ð0,∞Þ is a sequence, then limn⟶∞αn = 0

iff limn⟶∞FðαnÞ = −∞
ðF2Þ There exists k ∈ ð0, 1Þ such that limγ⟶0+γ

kFðγÞ = 0

An operator T : Xi, di ⟶ Xi is an F-contraction if we
can find τ > 0 such that

∀xi, yi ∈ Xi, di Txi, Tyi
� �

> 0⟹ τ + F di Tx
i, Tyi

� �� �
≤ F di x

i, yi
� �� �

:

ð1Þ

Later, the concept of F-weak contraction and ordered F
-contractions was introduced by Wardowski and Van Dung
[9] and Durmaz et al. [10], respectively. In 2016, Sawangsup
et al. [11] extended the F-contraction using a relation theo-
retic approach which was later generalised by Imdad et al.
[12] and Alfaqih et al. [13]. Espinola and Kirk [14] intro-
duced graph theory in fixed-point theory, and Jachymski
[15] continued this idea by using different views thereby
introducing the G-contraction and proved fixed-point theo-
rem for a G-contraction mapping. These ideas were further
extended and generalised by [16–24].

It is interesting to note that all these contraction condi-
tions ensure the existence of a unique fixed point or com-
mon fixed point of the mappings under consideration.
However, it is observed that a mapping which possesses
nonunique fixed points does not satisfy the above contrac-
tions, for if xi and yi are any two fixed points of a self-map
Ti of a metric space ðXi, diÞ, then
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di Tixi, Tiyi
� �

= di xi, yi
� �

=max di xi, yi
� �

, di xi, Tixi
� �

, di yi, Tiyi
� �

, d
i xi, Tiyi
� �

+ di yi, Tixi
� �

2

( )
,

di Tixi, Tiyi
� �

= di xi, yi
� �

=max di xi, yi
� �

, di xi, Tixi
� �

, di yi, Tiyi
� �

, di xi, Tiyi
� �

, di yi, Tixi
� �n o

,

ð2Þ

and thus, we see that Ti does not satisfy Ciric’s quasicontrac-
tion, Wardowski’s F-contraction, and Wardowski and Van
Dung’s F-weak contraction. Thus, these contraction condi-
tions cannot be used to prove the existence of nonunique
fixed points of a function defined in a metric space. On the
other hand, many equations obtained by modeling various
problems of engineering and science need not necessarily
have a unique solution. Thus, it becomes meaningful to
obtain extended forms of above contractions which will
ensure the existence of nonunique fixed points of self-maps
defined in a metric space.

Motivated by this fact, in this paper, we have introduced
extended JW -contraction (Jungck-Wardowski contrac-
tion), extended CW -contraction (Ciric-Wardowski contrac-
tion), and extended CWQ-contraction (Ciric-Wardowski
quasicontraction) and established fixed-point theorems
which will ensure the existence of nonunique fixed points
of a self-map and coincidence points of a pair of self-maps,
respectively, in a metric space endowed with a graph. As an
application of our result, we have also proven the existence
of solution of a nonlinear integral equation of Volterra type.

Throughout this paper, we consider the metric space
ðXj, djÞ to be endowed with the graph G = ðVðGÞ, EðGÞÞ,
VðGÞ = Xj, and Δ ⊆ EðGÞ; Δ = fðxj, xjÞ: xj ∈ Xjg.

Definition 2 (see [15]). A sequence fxjng ⊆ Xj is edge-
preserving if ðxjn, xjn+1Þ ∈ EðGÞ for all n ∈ℕ0.

Definition 3. Let g : Xj ⟶ Xj. A sequence fxjng ⊆ Xj is g
-edge-preserving if ðgxjn, gxjn+1Þ ∈ EðGÞ for all n ∈ℕ0.

Definition 4. T : Xj ⟶ Xj is edge-preserving if ðxj, yjÞ ∈ E
ðGÞ implies ðTxj, TyjÞ ∈ EðGÞ.

Definition 5. T , g : Xj ⟶ Xj is g-edge-preserving if for all
xj, yj ∈ X, ðgxj, gyjÞ ∈ EðGÞ implies ðTxj, TyjÞ ∈ EðGÞ.

Definition 6 (see [15]). ðXj, djÞ is edge-complete if every

edge-preserving Cauchy sequence in Xj converges to some
point in Xj.

Definition 7 (see [15]). T : Xj ⟶ Xj is edge-continuous at
xj if fxjng⟶ xj implies fTxjng⟶ Txj for any edge-
preserving sequence fxjng ⊆ Xj. If T is edge-continuous at
all xj ∈ Xj, then T is an edge-continuous mapping.

Definition 8. Let T , g : Xj ⟶ Xj and xj ∈ Xj. We say that T
is g-edge continuous at xj if fgxjng⟶ gxj implies fTxjng

⟶ Txj for any edge-preserving sequence fxjng ⊆ Xj. If T
is g-edge continuous at all xj ∈ Xj, then T is an g-edge con-
tinuous mapping.

Definition 9. ðT , gÞ is edge-compatible if and only if for
any sequence T and g edge-preserving sequence fxjng ⊆
X, limn⟶∞gxjn = limn⟶∞Txjn = x ∈ Xj implies limn⟶∞

djðgTxjn, TgxjnÞ = 0:

We will use the following lemmas taken from [25, 26]:

Lemma 10. (see [25]). Let M be a nonempty set and g : M
⟶M. Then, there exists a subset S ⊆M such that gðsÞ = g
ðMÞ and g : S⟶ S is one-one.

Lemma 11 (see [26]). Let fxjng be a sequence in metric space
ðXj, djÞ such that limn⟶+∞djðxjn, xjn+1Þ = 0: If fxjng is not

Cauchy in ðXj, djÞ, then there exist ξ > 0 and sequences fnkg
and fpkg in ℕ such that nk > pk > k, and the sequences

dj xjnk , x
j
pk

� �n o
, dj xjnk+1, x

j
pk

� �n o
, dj xjnk , x

j
pk−1

� �n o
,

dj xjnk+1, x
j
pk−1

� �n o
, dj xjnk+1, x

j
pk+1

� �n o
,

ð3Þ

tend to be ξ+, as k⟶ +∞:

2. Edge Theoretic Extended Contractions

Let F be the collection of all nondecreasing continuous func-
tions F : ð0,∞Þ⟶ℝ.

Example 1. Some examples of function belonging to the class
F are

F yð Þ = y2,
F yð Þ = ln y,

F yð Þ = y −
1
y
,

F yð Þ = ln y
3 + sin y
� �

:

ð4Þ

Let A ⊂ ½0,∞Þ and Ξ be the collection of all continuous
functions ξ : A × A⟶ ½0,∞Þ satisfying the following:

(i) α = 0 or β = 0 implies ξðα, βÞ = 0
(ii) α > 0 and β > 0 implies ξðα, βÞ > 0

supα,β∈Aξ α, βð Þ = ζ > 0: ð5Þ

Some examples of function ξ are as follows:

Example 2.
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(i) ξðα, βÞ = k:αβ, for some k > 0
(ii) ξðα, βÞ =min fα, βg
(iii) ξðα, βÞ = α/ð1 + ln βÞ
(iv) ξðα, βÞ = ðα + βÞ/ð1 + ln ðαβÞÞ
(v) ξðα, βÞ = αβðα + βÞ
(vi) ξðα, βÞ = αβ/ð1 + αβÞ
(vii) ξðα, βÞ = ln ð1 + K:min fα, βg
Let Θ be the family of all functions θ : ½0,∞Þ⟶ R

which satisfy the following conditions:
ðθ1Þθ is strictly increasing
ðθ2ÞθðtÞ = 0 iff t = 0
ðθ3Þsupt>0θðtÞ = λ for some λ > 0

Example 3. Some examples of elements of Θ are

θ tð Þ = t
1 + t

,

θ tð Þ = ln 1 + t
1 + t

� �
,

θ tð Þ = t
1 + ln 1 + tð Þ :

ð6Þ

Definition 12. A pair of mappings T , g : Xj ⟶ Xj is an ξ
-extended JW -contraction pair if we can find τ > 0, F ∈F ,
ξ ∈ Ξ, and L ≥ 0 such that for all xj, yj ∈ Xj,

dj Tx
j, Tyj

� �
> 0⟹ τ + F dj Tx

j, Tyj
� �� �

≤F dj gx
j, gyj

� �� �
+ Lξ dj gy

j, Txj
� �

, dj gx
j, Tyj

� �� �
,

ð7Þ

Definition 13. A pair of mappings T , g : Xj ⟶ Xj is an ξ
-extended CW -contraction pair if we can find τ > 0, F ∈F ,
ξ ∈ Ξ, and L ≥ 0 such that for all xj, yj ∈ Xj,

dj Tx
j, Tyj

� �
> 0⟹ τ + F dj Tx

j, Tyj
� �� �

≤F Mj xj, yj
� �� �

+ Lξ dj gy
j, Txj

� �
, dj gx

j, Tyj
� �� �

,
ð8Þ

where

Definition 14. A pair of mappings T , g : Xj ⟶ Xj is an ξ
-extended CWQ-contraction pair provided that there is a
τ > 0, F ∈F , ξ ∈ Ξ, and L ≥ 0 such that for all xj, yj ∈ Xj,

dj Tx
j, Tyj

� �
> 0⟹ τ + F dj Tx

j, Tyj
� �� �

≤F Mj∗ xj, yj
� �� �

+ Lξ dj gy
j, Txj

� �
, dj gx

j, Tyj
� �� �

,

ð10Þ

where

Mj∗ xj, yj
� �

=max dj gx
j, gyj

� �
, dj gx

j, Txj
� �

, dj

�
� gyj, Tyj
� �

, dj gx
j, Tyj

� �
, dj gy

j, Txj
� �	

:

ð11Þ

Definition 15. In Definitions 12, 13, and 14, if conditions (7),
(8), and (10) are satisfied only for all xj, yj ∈ Xj with ðxj, yjÞ
∈ EðGÞ, then the pair ðT , gÞ is an ξ-extended JW -edge
contraction, ξ-extended CW -edge contraction, and ξ
-extended CWQ-edge contraction, respectively.

Definition 16. T , g : Xj ⟶ Xj is a θ-extended JW -edge
contraction if we can find τ > 0, F ∈F , and θ ∈Θ such that
for all xj, yj ∈ Xj with ðgxj, gyjÞ ∈ EðGÞ,

dj Tx
j, Tyj

� �
> 0⟹ τ + F dj Tx

j, Tyj
� �� �

≤F dj gx
j, gyj

� �� �
+ Lθ dj gy

j, Txj
� �� �

:
ð12Þ

Definition 17. A pair of mappings T , g : Xj ⟶ Xj is a θ
-extended CW -edge contraction if we can find τ > 0, F ∈
F , and θ ∈Θ such that

dj Tx
j, Tyj

� �
> 0⟹ τ + F dj Tx

j, Tyj
� �� �

≤F Mj xj, yj
� �� �

+ Lθ dj gy
j, Txj

� �� �
,

ð13Þ

for all xj, yj ∈ Xj with ðgxj, gyjÞ ∈ EðGÞ and Mjðxj, yjÞÞ, is
as in (9).

If g = I in the above definitions, then T is an ξ-extended
F-contraction mapping, ξ-extended CW -contraction map-
ping, θ-extended JW -edge contraction mapping, and θ
-extended CW -edge contraction mapping, respectively.

Mj xj, yj
� �

=max dj gx
j, gyj

� �
, dj gx

j, Txj
� �

, dj gy
j, Tyj

� �
,
dj gx

j, Tyj
� �

+ dj gy
j, Txj

� �
2

( )
: ð9Þ
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Property (∗). The space ðXj, djÞ is said to have
propertyð∗Þ if for any edge-preserving sequence fxjng ∈ X
such that fxjng⟶ x; there exists a subsequence fxjnkg of

fxjng such that ðxjnk , xÞ ∈ EðGÞjX for all k ∈ℕ0

Example 4. Let X = ½0, 1�S f2g, djðxi, yjÞ = jxi − yjj, and T

xi = xi4/8 for all xi ∈ X. Then, at xi = 0 and yj = 2, T does
not satisfy the conditions of Ciric’s quasicontraction, War-
dowski’s F-contraction, and Wardowski and Van Dung’s F
- weak contraction. However, T is an ξ-extended F-con-
traction with τ = ln ð2Þ, as shown below:

Let F : ð0,∞Þ⟶ℝ be defined by

F tð Þ = ln tð Þ, ð14Þ

and ξðα, βÞ = ln ð1 + K:min fα, βgÞ.

Case 1. xi, yj ∈ ½0, 1�. Clearly,

dj Tx
i, Tyj

� �
= 1
8 xi

4 − yj
4


 


 ≤ 1

8 xi − yj xi + yj
�� ��xi2 + yj

2


 



≤
1
4 xi − yj xi + yj

�� �� < 1
2





 xi − yj


 

 ≤ 1

2 dj x
j, yj

� �
:

ð15Þ

Then, we have ln ðdjðTxi, TyjÞÞ < ln ð1/2djðxj, yjÞÞ or

ln 2 + ln dj Tx
i, Tyj

� �� �
< ln dj x

j, yj
� �� �

+ Lξ dj gy
j, Txj

� �
, dj gx

j, Tyj
� �� �

:

ð16Þ

Case 2. xi ∈ ½0, 1� and yj = 2. Note that in this case, djðxj,
yjÞ ≥ 1.

dj Tx
i, Tyj

� �
= xi4

8 − 2












 ≤ 1
2 + 2 min xi − 2



 

, 2 − xi4

8














( )

⟹ dj Tx
i, Tyj

� ��
≤
1
2 dj x

j, yj
� �

1 + 8 min xi − 2


 

, 2 − xi4

8














( ) !

⟹ ln dj Tx
i, Tyj

� �� �
≤ − ln 2 + ln dj x

j, yj
� �� �

+ ln 1 + 8 min xi − 2


 

, 2 − xi4

8














( ) !

⟹ ln 2 + ln dj Tx
i, Tyj

� �� �
≤ ln dj x

j, yj
� �� �

+ ln 1 + 8 min xi − 2


 

, 2 − xi4

8














( ) !

⟹ ln 2 + F dj Tx
i, Tyj

� �� �
≤ F dj x

j, yj
� �� �

+ ξ 1 + 8 min dj x
j, Tyj

� �
, dj y

j, Txj
� �� 	� �

:

ð17Þ

Example 5. Let Xj = ½0,∞Þ, djðxj, yjÞ = jxj − yjj, EðGÞ = fðn,
nÞ, ðn, n + 1Þ: n = 0, 1, 2, 3,⋯g, and T , g : Xj ⟶ Xj be
given by

Txj =
0, if 0 ≤ xj ≤ 1,
xj − 1, if xj ≥ 1,

 

gxj = xj + n + 1 − xj
� �

xj − n
� �

, whenever n ≤ xj ≤ n + 1:
ð18Þ

Let F : ð0,∞Þ⟶ℝ be defined by

F tð Þ = t −
1
t
, ð19Þ

and θ ∈Θ be defined by θðtÞ = t/ðt + 1Þ. Then,

τ + F dj

�
T nð Þ, T n + 1ð Þð Þ ≤ F dj

�
g nð Þ, g n + 1ð Þð Þ

+ Lθ dj

�
g n + 1ð Þ, T nð Þð Þ

⟹ τ + F dj n − 1, nð Þ� �
≤ F dj n, n + 1ð Þ� �

+ Lθ dj n + 1, n − 1ð Þ� �
⟹ τ ≤ F 1ð Þ − F 1ð Þ + Lθ 2ð Þ⟹ τ ≤ Lθ 2ð Þ:

ð20Þ

Hence, for any 0 < τ < 2/3 and L = 1, (13) is satisfied
and thus ðT , gÞ is a θ-extended W J -edge contraction
and θ-extended WC-edge contraction. However, the pair
(T , g) is neither an ξ-extended JW -edge contraction pair
nor an ξ-extended CW -contraction pair. If we take g to
be the identity mapping, then T is a θ-extended JW

-edge contraction mapping and θ-extended CW -edge con-
traction mapping. However, again T is none of Wardows-
ki’s F-contraction, Wardowski and Van Dung’s F- weak
contraction, and Ciric’s quasicontraction.

3. Main Results

We start by proving the following main theorems:

Theorem 18. Suppose ðXj, djÞ be endowed with a graph G
satisfying transitivity property, and the following conditions
hold for T , g : Xj ⟶ Xj.

ðaÞðgxj0, Txj0Þ ∈ EðGÞ for some xj0 ∈ Xj

ðbÞT is g-edge preserving
ðcÞðT , gÞ is an θ-extended CW -edge contraction pair of

mappings
ðdÞðd1Þ There exists an edge-complete subset Mj of Xj for

which TðXjÞ ⊆Mj ⊆ gðXjÞ
ðd2Þ One of the following conditions holds:

(i) T is g-edge continuous

(ii) T and g are continuous

(iii) EðGÞjX j satisfies propertyð∗Þ
Then, the pair ðT , gÞ has a coincidence point.

Proof. In view of the assumption (a), we have ðgxj0, Txj0Þ ∈
EðGÞ. If Txj0 = gxj0, then x0 is a coincidence point of ðT , gÞ,
i.e., CoinðT , gÞ ≠ ϕ, and there is nothing to prove. Assume
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that Txj0 ≠ gxj0; then, since TðXjÞ ⊆ gðXjÞ, there exists xj1 ∈
Xj such that gxj1 = Txj0.

Similarly, there is xj2 ∈ Xj such that gxj2 = Txj1 with ðg
xj1, gx

j
2Þ ∈ EðGÞ and consequently ðTxj0, Txj1Þ ∈ EðGÞ. Induc-

tively, one can construct a sequence fxjng ⊆ Xj such that

gxjn+1 = Txjn, for all n ∈ℕ0, ð21Þ

with

gxjn, gx
j
n+1

� �
∈ E Gð Þ for all n ∈ℕ0, ð22Þ

and consequently, as T is g-edge preserving,

Txjn, Tx
j
n+1

� �
∈ E Gð Þ: ð23Þ

Now, if Txjn0 = Txjn0 for some n0 ∈ℕ0, then xn0 is a coin-

cidence point ðT , gÞ and we are done. Assume that Txjn ≠
Txjn+1, for all n ∈ℕ0. On using (21), (22), (23), and condi-
tion ðcÞ, we have

τ + F d gxjn, gx
j
n+1

� �� �
= τ + F d Txjn−1, Txjn

� �� �� �
≤ F M xjn−1, xjn

� �� �
+ Lθ d gxjn, Tx

j
n−1

� �� �
:

ð24Þ

Now,

Thus, we get

τ + F d gxjn, gx
j
n+1

� �� �
≤ F max dj gxjn−1, gxjn

� �
, dj gx

j
n, gxjn+1

� �n o� �
,

ð26Þ

i.e.,

F d gxjn, gx
j
n+1

� �� �
< τ + F d gxjn, gx

j
n+1

� �� �
≤ F d gxjn−1, gxjn

� �� �o�
:

ð27Þ

Since F is nondecreasing, we get dðgxjn, gxjn+1Þ < dðg
xjn−1, gxjnÞÞ. This further means that djðxjn, xjn+1Þ⟶ δ ≥ 0
as n⟶ +∞: If δ>0, we obtain from (27) that

F δ +ð Þ ≤ τ + F δ +ð Þ ≤ F δ +ð Þ, ð28Þ

which is a contradiction. Hence, lim
n⟶+∞

djðxjn, xjn+1Þ = 0: Sup-
pose the sequence fgxjng is not a Cauchy sequence. By Lemma
11, there exist ξ > 0 and sequences fnkg andfpkg inℕ such that

nk > pk > k, such that the sequences djðxjnk , xjpkÞ and djðxjnk+1,
xjpk+1Þ tend to be ξ

+, as k⟶ +∞: By (27) we get

τ + F ξ+ +
� �

≤ F ξ+ +
� �

, ð29Þ

which is a contradiction. So sequence fgxjng is a Cauchy
sequence.

By (21) and (22), fgxjng is an edge-preserving Cauchy
sequence in TðXjÞ ⊂Mj, and since Mj is edge-complete,
there exists yj ∈Mj such that fgxjng⟶ yj. As Mj ⊆ gðXjÞ,
there exists uj ∈ Xj such that yj = guj. Hence, on using
(21), we obtain

lim
n⟶∞

gxjn = lim
n⟶∞

Txjn = guj: ð30Þ

Now, suppose condition ðd2ðiÞÞ is true. Using (22) and
(30), we obtain

lim
n⟶∞

Txjn = Tuj: ð31Þ

By (30) and (31), we have

Tuj = guj: ð32Þ

Suppose condition (d2ðiiÞ) is true. By Lemma 10, there is
S ⊆ Xj for which gðSÞ = gðXjÞ and g : S⟶ S is one-one.
Consider the function f : gðSÞ⟶ gðXjÞ given by

f gsð Þ = Ts gs ∈ g Sð Þ, s ∈ Sð Þ: ð33Þ

As g : S⟶ Xj is one-one and TðXjÞ ⊆ gðXjÞ, f is well-

M xjn−1, xjn
� �

=max dj gx
j
n−1, gxjn

� �
, dj gxjn−1, Tx

j
n−1

� �
, dj gx

j
n, Txjn

� �
,
dj gxjn−1, Txjn
� �

+ dj gxjn, Tx
j
n−1

� �
2

8<
:

9=
;

=max dj gxjn−1, gxjn
� �

, dj gx
j
n, gxjn+1

� �n o
,

θ d gxjn, Tx
j
n−1

� �� �
= θ d gxjn, gxjn

� �� �
= 0: ð25Þ
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defined. Since T and g are continuous, f is also continuous
by condition ðd1Þ of the hypothesis TðXjÞ ⊆Mj ⊆ gðSÞ.
Thus, we have fxjng ⊆ S and uj ∈ S. Therefore,

Tuj = f guj� �
= f lim

n⟶∞
gxjn

� �
= lim

n⟶∞
f gxjn
� �

= lim
n⟶∞

Txjn = guj:

ð34Þ

Suppose condition (d2ðiiiÞ) is true; that is, EðGÞjXj

satisfied Propertyð∗Þ. Since fgxjng ⊆ X, it follows that fg
xjng is EðGÞjX j-preserving (due to (22)) and fgxjng⟶
guj (by (30)) and so we have a subsequence fgxjnkg ⊆ fg
xjng such that

gxjnk , gu
j

� �
∈ E Gð Þ





X
, for all k ∈ℕ0: ð35Þ

Using (35) and condition ðbÞ of the hypothesis, we
have

Txjnk , Tu
j

� �
∈ E Gð Þ





Xj
⊆ S, for all k ∈ℕ0: ð36Þ

Now, let Pj = fk ∈ℕ : Txjnk = Tug.
If Pj is finite, then fTxjnkg has a subsequence fTxjnkig

such that Txjnki ≠ Tu for all i ∈ℕ. Also,

ðgxjnki , gujÞ ∈ EðGÞj
X
⊂ EðGÞ. Thus, we have

Letting i⟶∞, we obtain Mðxjnki , ujÞ = djðguj, TujÞ
and θðdðguj, Txjnki ÞÞ = 0. Thus, we get

τ + F dj gu
j, Tuj� �� �

≤ F d guj, Tuj� �� �
, ð38Þ

which is a contradiction. Hence, Pj is not finite. Thus, Pj

is infinite and so fTxjnkg has a subsequence fTxjnki g such

that Txjnki = Tuj for all i ∈ℕ. Thus, limi⟶∞Txjnki = Tuj. As

limn⟶∞Txjn = guj (by (30)), we get Tuj = guj.

Theorem 19. If, in addition to hypothesis ðaÞ - ðdÞ of Theo-
rem 18, we assume the following:

(i) For all uj, vj ∈ CoinðT , gÞ,

dj Tu
j, Tvj

� �
> 0⟹ τ + F dj Tu

j, Tvj
� �� �

≤F Mj uj, vj
� �� �

+ Lθ dj gu
i, Tui

� �� �
,

ð39Þ

(ii) One of T or g is one-one

(iii) T and g are weakly compatible

then ðT , gÞ has a unique common fixed point.

Proof. In view of Theorem 18, the set CoinðT , gÞ is non-
empty. Let uj, vj ∈ CoinðT , gÞ. If djðTuj, vjÞ = 0, then we

have Tuj = guj = gvj = Tvj, and hence, uj = vj as one of T
and g is one-one. Otherwise, using condition (39), we obtain

τ + F d Tuj, Tvj
� �� �

≤ F d guj, gvj
� �� �

+ Lθ d guj, Tuj� �� �
,

= F d Tuj, Tvj
� �� �

,
ð40Þ

which is a contradiction. So the coincidence point of T
and g is unique.

Let uj be the unique coincidence point of T and g, and
let zj ∈ X such that zj = Tuj = guj. As T and g are weakly
compatible, we have Tzj = Tguj = gTuj = gzj. Thus, zj is a
coincidence point of T and g. By the uniqueness of the coin-
cidence point, we conclude uj = zj; that is, u is a common
fixed point of the pair ðT , gÞ which is indeed unique. as
the coincidence point of T and g is unique.

Remark 20. If we replace condition ðdÞ of Theorem 18 with
the following alternate condition:

ðd∗Þðd∗1 Þ There exists a subset Y j of Xj such that TðXjÞ
⊆ gðXjÞ ⊆ Y j and Y j is edge-complete

ðd∗2 ÞðT , gÞ is an edge-compatible pair
ðd∗3 ÞT and g are edge-continuous
the conclusions of Theorems 18 and 19 still hold.

Proof. Clearly, fgxjng is an edge-preserving Cauchy
sequence in Y j, and by edge-completeness of Y , we get vj

∈ Y j such that

τ + F d Txjnki
, Tuj

� �� �
≤ F M xjnki

, uj
� �� �

+ Lθ d guj, Txjnki
� �� �

,

M xjnki
, uj

� �
=max dj gxjnki

, guj
� �

, dj gxjnki
, Txjnki

� �
, dj gu

j, Tuj� �
,
dj gxjnki

, Tuj
� �

+ dj guj, Tgxjnki
� �

2

8<
:

9=
;:

ð37Þ
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lim
n⟶∞

gxjn = vj, ð41Þ

and then, by (21), we have

lim
n⟶∞

Txjn = vj: ð42Þ

Using the edge continuity of g and T , we also have

lim
n⟶∞

T gxjn
� �

= T lim
n⟶∞

gxjn
� �

= Tvj, ð43Þ

lim
n⟶∞

g Txjn
� �

= g lim
n⟶∞

Txjn
� �

= gvj: ð44Þ

Then, by edge-compatibility of g and T , we get

lim
n⟶∞

d gTxjn, Tgxjn
� �

= 0: ð45Þ

Finally from (44), (45), and (43), we get

d gvj, Tvj
� �

= d lim
n⟶∞

gTxjn, lim
n⟶∞

Tgxjn
� �

= lim
n⟶∞

gTxjn, Tgxjn
� �

= 0:

ð46Þ

Hence, vj is a coincidence point of the pair ðT , gÞ.

Remark 21. Since every ξ-extended contraction mapping is a
θ-extended contraction, the conclusions of Theorems 18 and
19 remain true for an edge theoretic ξ-extended CW -con-
traction pair of mappings also.

On setting g = I in Theorem 18, we deduce the following
corresponding fixed-point result.

Theorem 22. Let ðM, dÞ be a metric space endowed with a
directed graph G and T : M⟶M. Assume that the follow-
ing conditions are fulfilled:

(a) There exists x0 ∈M such that ðx0, Txj0Þ ∈ EðGÞ
(b) T is edge-preserving

(c) T is a θ-extended CW -edge contraction mapping

(d) ðd1Þ There exists a subset X ofM such that TðMÞ ⊆ X
and X is edge-complete

ðd2Þ One of the following conditions is satisfied:

(i) T is edge-continuous

(ii) EðGÞjX satisfies Propertyð∗Þ
Then, T has a fixed point.

Example 6. Let fXj, djg, EðGÞ, T , and g be as in Example 5.
Then, we have the following:

(1) ðg0, T0Þ ∈ EðGÞ
(2) T is g-edge-preserving. In fact, we see that ðgxj, gyjÞ

∈ EðGÞ implies either xj = n, yj = n or xj = n, yj = n

+ 1. If n = 0, then ðT0, T0Þ ∈ EðGÞ and ðT0, T1Þ ∈
EðGÞ. If n = 1, then ðT1, T1Þ ∈ EðGÞ and ðT1, T2Þ
∈ EðGÞ. If n = k > 1, then ðTk, TkÞ ∈ EðGÞ and ðT
k, Tðk + 1ÞÞ = ðk − 1, kÞ ∈ EðGÞ

(3) ðT , gÞ is a θ-extended CW -edge contraction
mapping

(4) TðXjÞ ⊂ gðXjÞ
(5) T is g-edge-continuous

Thus, all conditions of Theorem 18 are satisfied and 0 is
a coincidence point of T and g. Moreover, we see that T and
g satisfy conditions (i), (ii) (g is one-one), and (iii) of Theo-
rem 19, and 0 is the unique common fixed point of T and g.

Remark 23 (an open problem). Prove Theorems 18, 19, and
22 for ξ-extended CQW -contraction mappings.

4. Application to Nonlinear Integral Equations

Consider the Banach spaceM = Cð½0, 1�, RÞ of all continuous
functions x : ½0, 1�⟶ R equipped with norm

xk k = max
s∈ 0,1½ �

x sð Þj j: ð47Þ

Define a metric dj on M by djðxj, yjÞ = kxj − yjk for all

xj, yj ∈M. Then, ðM, djÞ is a complete metric space.
In this section, we show the applicability of Theorem 19

by investigating the existence and uniqueness of a solution
for the following nonlinear integral equation of Volterra
type:

xj sð Þ =
ðμ sð Þ

0
K s, v, xj

� �
η vð Þð Þ� �

dv

+
ðσ sð Þ

0
J s, v, xj

� �
ζ vð Þð Þ� �

dv + f sð Þ, s ∈ 0, 1½ �,
ð48Þ

where K , J : ½0, 1� × ½0, 1� × R⟶ R, f : ½0, 1�⟶ R, and μ,
σ, η, ζ : ½0, 1�⟶ ½0, 1�.

Definition 24. A lower solution for (48) is a function x ∈M
such that

xj sð Þ ≤
ðμ sð Þ

0
K s, v, xj

� �
η vð Þð Þ� �

dv

+
ðσ sð Þ

0
J s, v, xj

� �
ζ vð Þð Þ� �

dv + f sð Þ, s ∈ 0, 1½ �:
ð49Þ

Definition 25. An upper solution for (48) is a function x ∈M
such that

xj sð Þ ≥
ðμ sð Þ

0
K s, v, xj

� �
η vð Þð Þ� �

dv

+
ðσ sð Þ

0
J s, v, xj

� �
ζ vð Þð Þ� �

dv + f sð Þ, s ∈ 0, 1½ �:
ð50Þ

7Journal of Function Spaces



Consider the operator T : M⟶M defined by

T xj sð Þ� �
=
ðμ sð Þ

0
K s, v, xj

� �
η vð Þð Þ� �

dv

+
ðσ sð Þ

0
J s, v, xj

� �
ζ vð Þð Þ� �

dv + f sð Þ, for all x ∈M:

ð51Þ

Then, xj is a fixed point of the operator T if and only if it
is a solution of the integral equation (48).

Let

Theorem 26. Assume that K and J are nondecreasing in the
third variable, μðtÞ + σðtÞ ≤ 1 for all t ∈ ½0, 1�, and the follow-
ing conditions hold:

There exists τ > 0 such that

for all s, v ∈ ½0, 1�, xj, yj ∈M with xjðsÞ ≤ yjðsÞ and L ≥ 0. If
(48) has a lower solution, e.g., xj0ðsÞ, then a solution exists
for the integral equation (48).

Proof. Consider the graph G in M, with edges EðGÞ given by

E Gð Þ = xj, yj
� �

∈M ×M : xj sð Þ ≤ yj sð Þ� 	
: ð54Þ

For any ðxj, yjÞ ∈ EðGÞ, we have (for all s ∈ ½0, 1�)

T xj sð Þ� �
=
ðμ sð Þ

0
K s, v, xj

� �
η vð Þð Þ� �

dv

+
ðσ sð Þ

0
J s, v, xj

� �
ζ vð Þð Þ� �

dv + f sð Þ

≤
ðμ sð Þ

0
K s, v, yj

� �
η vð Þð Þ� �

dv

+
ðσ sð Þ

0
J s, v, yj

� �
ζ vð Þð Þ� �

dv + f sð Þ

= T yj sð Þ� �
,

ð55Þ

which shows that ðTxj, TyjÞ ∈ EðGÞ. Thus, T is edge-
preserving. Now, for all ðxj, yjÞ ∈ EðGÞ and s ∈ ½0, 1�, we have

T xj sð Þ� �
− T yj sð Þ� �

 

 ≤ ðs

0
K s, v, xj

� �
η vð Þð Þ� ��



− K s, v, yj
� �

η vð Þð Þ� �Þ

dv + ðs
0

J s, v, xj
� �

η vð Þð Þ� �
− J s, v, yj

� �
η vð Þð Þ� �� �

 

dv

≤
ðμ sð Þ

0

M⋄ xj, yj
� �

M⋄ xj, yjð Þ τ − L yj − T xj sð Þð Þk k/ 1 + yj − T xj sð Þð Þj jð Þð Þf g + 1 dv

+
ðσ sð Þ

0

M⋄ xj, yj
� �

M⋄ xj, yjð Þ τ − L yj − T xj sð Þð Þk k/ 1 + yj − T xj sð Þð Þj jð Þð Þf g + 1 dv

≤
ðμ sð Þ

0

maxs∈ 0,1½ �M
⋄ xj, yj
� �

M⋄ xj, yjð Þk k τ − L yj − T xj sð Þð Þk k/ 1 + yj − T xj sð Þð Þj jð Þð Þf g + 1 dv

+
ðσ sð Þ

0

maxs∈ 0,1½ �M
⋄ xj, yj
� �

M⋄ xj, yjð Þ τ − L yj − T xj sð Þð Þk k/ 1 + yj − T xj sð Þð Þj jð Þð Þf g + 1 dv

≤
M⋄ xj, yj
� ��� ��

M⋄ xj, yjð Þk k τ − L yj − T xj sð Þð Þk k/ 1 + yj − T xj sð Þð Þj jð Þð Þf g + 1

ðμ sð Þ

0
dv

+ M⋄ xj, yj
� ��� ��

M⋄ xj, yjð Þ τ − L yj − T xj sð Þð Þk k/ 1 + yj − T xj sð Þð Þj jð Þð Þf g + 1

ðσ sð Þ

0
dv

= M⋄ xj, yj
� ��� ��

M⋄ xj, yjð Þ τ − L yj − T xj sð Þð Þk k/ 1 + yj − T xj sð Þð Þj jð Þð Þf g + 1 μ sð Þ + σ sð Þð Þ

≤
M⋄ xj, yj
� ��� ��

M⋄ xj, yjð Þ τ − L yj − T xj sð Þð Þk k/ 1 + yj − T xj sð Þð Þj jð Þð Þf g + 1 :

ð56Þ

M⋄ xj, yj
� �

=max xj − yj


 

, xj − T xj sð Þ� �

 

, yj − T yj sð Þ� �

 

, xj − T yj sð Þ� �

 

 + yj − T xj sð Þ� �

 



2

( )
,

M⋄ xj, yj
� ��� �� =max xj − yj

�� ��, xj − T xj sð Þ� ��� ��, yj − T yj sð Þ� ��� ��, xj − T yj sð Þ� ��� �� + yj − T xj sð Þ� ��� ��
2

( )
:

ð52Þ

K s, v, gxj
� �

− K s, v, gyj
� �

 

 ≤ M⋄ xj, yj

� �
M⋄ xj, yjð Þk k τ − L yj − T xj sð Þð Þk kð Þ/ 1 + yj − T xj sð Þð Þk kð Þð Þf g + 1 ,

J s, v, gxj
� �

− J s, v, gyj
� �

 

 ≤ M⋄ xj, yj

� �
M⋄ xj, yjð Þk k τ − L yj − T xj sð Þð Þk k/1 + yj − T xj sð Þð Þj jf g + 1 , ð53Þ
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Taking the supremum, we get

T xð Þ − T yð Þk k ≤ M⋄ xj, yj
� ��� ��

M⋄ xj, yjð Þ τ − L yj − T xj sð Þð Þk k/ 1 + yj − T xj sð Þð Þj jð Þð Þf g + 1 ,

ð57Þ

or

τ + 1
M⋄ xj, yjð Þk k ≤

1
T xð Þ − T yð Þk k + L yj − T xj sð Þ� ��� ��

1 + yj − T xj sð Þð Þj j ,

ð58Þ

or

τ −
1

T xð Þ − T yð Þk k ≤
−1

M⋄ xj, yjð Þk k + L yj − T xj sð Þ� ��� ��
1 + yj − T xj sð Þð Þj j :

ð59Þ

That is,

τ −
1

dj Txj, Tyjð Þ ≤
−1

Mj xj, yjð Þ�� �� +
L dj y

j, Txj sð Þ� ���
1 + dj yj, Txj sð Þð Þ : ð60Þ

Thus, inequality (13) is satisfied with FðαÞ = −1/α and
θðβÞ = β/ð1 + βÞ, so that λ = supt>0θðtÞ = 1. Also, by Defini-
tion 24, we have ðxj0, Txj0Þ ∈ EðGÞ. Therefore, all the
assumptions of Theorem 22 are satisfied, and thus, problem
(48) has a solution.

Theorem 27. Assume that K is nonincreasing in the third
variable and there exists τ > 0 such that

K s, v, gxj
� �

− K s, v, gyj
� �

 

 ≤ gxj − gyj



 


τ gxj − gyjk k + 1

, ð61Þ

for all s, v ∈ ½0, 1� and x, y ∈M. Then, the existence of an
upper solution of the integral equation (48) ensures the exis-
tence of a solution of (48).

Proof. Define set EðGÞ of edges on M by

E Gð Þ = x, yð Þ ∈M ×M : x sð Þ ≥ y sð Þf g: ð62Þ

Now, following the steps of the proof of Theorem 26
with an analogous procedure, one can check that all the
hypotheses of Theorem 22 are validated, and thus, Theorem
22 ensures the existence of a unique solution of the integral
equation (48).

We now furnish a numerical example to validate the
hypothesis of Theorem 27.

Example 7. Consider the function x ∈M defined by xðsÞ =
s2, s ∈ ½0, 1�. We show that this function is an upper solution
in M for the following integral equation:

x sð Þ = −
1
2 s + 2s2 + arctan 1

2 s
� �

− 3 arctan 1
2 s

2
� �

−
1
2 s

2 ln 1 + 1
4 s

4
� �

+
ðs2/2
0

ln 1 + x vð Þð Þdv +
ðs/2
0

x vð Þ
1 + x vð Þ dv, s ∈ 0, 1½ �:

ð63Þ

Finally, we see that xuðsÞ = s2 − arctan ðs2/2Þ is the
unique solution of (63).

Proof. Define the operator T : M⟶M as

Tx sð Þ = −
1
2 s + 2s2 + arctan 1

2 s
� �

− 3 arctan 1
2 s

2
� �

−
1
2 s

2 ln 1 + 1
4 s

4
� �

+
ðs2/2
0

ln 1 + x vð Þð Þdv

+
ðs/2
0

x vð Þ
1 + x vð Þ dv, s ∈ 0, 1½ �:

ð64Þ

1.0

0.5

0.0
1.0

0.5

0.0
0.0

0.5
x

y

1.0

|log (1+x)−log (1+y)|
|x−y|

1+0.01 |x−y|

Figure 1: Inequality in (66).

1.0

0.5

0.0
1.0

0.5

0.0
0.0

0.5
x

y

1.0

x – y
log (1+x) log (1+y)

|x−y|
1+|x−y|

|x−y|
1+0.01 |x−y|

Figure 2: Inequality in (67).
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Now, set Kðs, v, xðvÞÞ = ln ð1 + xðvÞÞ, Jðs, v, xðvÞÞ = xðvÞ
/ð1 + xðvÞÞ, μðsÞ = ð1/2Þs2, σðsÞ = ð1/2Þs, f ðsÞ = −ð1/2Þs + 2s2
+ arctan ðð1/2ÞsÞ − 3 arctan ðð1/2Þs2Þ − ð1/2Þs2 ln ð1 + ð1/4Þ
s4Þ, and τ ≤ 0:01. We observe the following:

(i) Both the functions Kðs, v, xðvÞÞ = ln ð1 + xðvÞÞ and
Jðs, v, xðvÞÞ = xðvÞ/ð1 + xðvÞÞ are nondecreasing in
the third variable

(ii) By actual computation, we have

ðs2/2
0

ln 1 + x vð Þð Þdv = −s2 + 2 arctan 1
2 s

2
� �

+ 1
2 s

2 ln 1 + 1
4 s

4
� �

, s ∈ 0, 1½ �,
ðs/2
0

x vð Þ
1 + x vð Þ dv =

1
2 s − arctan 1

2 s
� �

, s ∈ 0, 1½ �:

ð65Þ

(iii) s2 ≥ −ð1/2Þs + 2s2 + arctan ðð1/2ÞsÞ − 3 arctan ðð1/2Þ
s2Þ − ð1/2Þs2 ln ð1 + ð1/4Þs4Þ + Ð s2/20 ln ð1 + xðvÞÞdv
+
Ð s/2
0 xðvÞ/ð1 + xðvÞÞdv, s ∈ ½0, 1� so that xðsÞ = s2 is

an upper solution for (63)

(iv) The following inequalities hold true for all x, y
∈ ½0, 1� (see Figures 1 and 2):

ln 1 + xð Þ − ln 1 + yð Þj j ≤ x − yj j
1 + 0:01 x − yj j , ð66Þ

x
1 + x

−
y

1 + y










 ≤ x − yj j

1 + x − yj j ≤
x − yj j

1 + 0:01 x − yj j : ð67Þ

Furthermore, using the nondecreasing function s↦ s/
ð1 + 0:01sÞ, we have

ln 1 + xð Þ − ln 1 + yð Þj j ≤ x − yj j
1 + 0:01 x − yj j

≤
max
s∈ 0,1½ �

x − yj j
1 + 0:01 max

s∈ 0,1½ �
x − yj j

= x − yk k
1 + 0:01 x − yk k :

ð68Þ

Similarly, for all x, y ∈ ½0, 1�, we have

x
1 + x

−
y

1 + y










 ≤ x − yk k

1 + 0:01 x − yk k : ð69Þ

Hence, all the conditions of Theorem 27 are satisfied.
It is evident that the integral equation (63) has a unique
solution xu ∈M defined by xuðsÞ = s2 − arctan ðs2/2Þ.
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ABSTRACT

In this paper, consider Picard-Mann hybrid iteration process for nonexpansive semigroups
in CAT(0) spaces. Then, prove strong and Δ-convergence theorems for such iterative
process in CAT(0) spaces. The results obtained in this paper extend and improve some
recent known results.
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1 Introduction

Fixed point theory in CAT(0) spaces was first studied by Kirk (Kirk, 2003). Since then the
fixed point theory for nonexpansive mappings in CAT(0) spaces has been rapidly developed
and many of papers have appeared (Dhompongsa, Kirk and Panyanak, 2007; Dhompongsa
and Panyanak, 2008; Kirk, 2004; Kirk and Panyanak, 2008). It is worth mentioning that fixed
point theorems in CAT(0) spaces (specially in R-trees) can be applied to graph theory, biology,
and computer science (Bartolini, Ciaccia and Patella, 2002; Bestvina, 2002; Bridson and Hae-
fliger, 1999; Espı́nola and Kirk, 2006; Kirk, 2004; Park, 2010).

Let (X, d) be a metric space, D a closed convex subset of X and S : D → D a mapping. If
d(Sx, Sy) ≤ d(x, y), for all x, y ∈ D, then S is nonexpansive on D. We denote the set of all
fixed points of S by F (S), i.e., F (S) = {x ∈ X : Sx = x}.

A family S := {S(s) : 0 ≤ s < ∞} of mappings on a closed convex subset D of a CAT(0) space
X is called a nonexpansive semigroup if it satisfies the following conditions:

(i) for each t ≥ 0, S(t) is a nonexpansive mapping on D;

(ii) S(0)x = x for all x ∈ D;

(iii) S(s+ t) = S(s) ◦ S(t) for all s, t ≥ 0;
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(iv) for all x ∈ D, s → S(s)x is continuous.

We use F (S) to denote the common fixed point set of the semigroup S, i.e., F (S) = {x ∈ D :

S(s)x = x, ∀s ≥ 0}.
The Mann iterative process (Mann, 1953) is defined in a CAT(0) space by

xn+1 = αnxn ⊕ (1− αn)Sxn, ∀ n ≥ 0

where {αn} is a sequence in [0, 1]. Li et al. (Li and Yip, 2012) proved the convergence results
of implicit Mann iteration processes with bounded perturbations for approximating a common
fixed point of nonexpansive semigroup in CAT(0) spaces.
The Ishikawa iterative sequence (Ishikawa, 1974) is defined by

yn = αnxn ⊕ (1− αn)Sxn

xn+1 = βnxn ⊕ (1− βn)Syn,

for all n ≥ 0 where {αn} and {βn} are sequences in [0, 1]. In 2013 Liu et al. (Liu, Chen, Li
and Xiao, 2013) proved the convergence result of the implicit Ishikawa iteration processes for
approximating a common fixed point of nonexpansive semigroup in CAT(0) spaces.
In 2003, Suzuki (Suzuki, 2003) introduced an iterative process {xn} for nonexpansive semi-
group on D, where D is a compact and convex subset of a Banach space X defined by x1 ∈ D

and
xn+1 = λS(tn)xn + (1− λ)xn

where λ ∈ (0, 1) and {tn} ⊂ [0,∞). Then the author proved that {xn} converges strongly to
a common fixed point of {S(t) : t ≥ 0}. Recently Cho et al. (Cho, Ćirić and Wang, 2011)
generalized the result of Suzuki for CAT(0) spaces.
In 2013, Khan (Khan, 2013) introduced the following Picard-Mann hybrid iterative process for
a nonexpansive mappings in Banach space and claimed that this process is independent of
Picard and Mann iterative process, the convergence process is faster than Picard and Mann
iteration process. For any initial point x1 ∈ D,{

yn = (1− αn)xn + αnSxn,

xn+1 = Syn,
(1.1)

where {αn} is a real sequence in (0, 1).
In this paper, we introduce Picard-Mann hybrid iteration process for nonexpansive semigroups
in CAT(0) spaces, and then prove strong and Δ - convergence theorems for such iterative
process in CAT(0) spaces. Moreover, we present a convergence theorem for a sequence of
nonexpansive mappings in CAT(0) spaces. Our results generalized some recent known results.

2 Preliminaries

Throughout in this paper, we denote by N the set of positive integers and by R the set of real
numbers. Refer to (Bridson and Haefliger, 1999) for the some definitions. suppose (X, d) be a
metric space, x, y ∈ X and [0, l] ⊂ R. A map c : [0, l] → X is said to be a geodesic path joining
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the point x to y such that c(0) = x, c(l) = y, with d(c(t), c(t́)) = |t − t́| for all t, t́ ∈ [0, l]. In short,
we use a geodesic from x to y instead of a geodesic path joining x to y. Notice that if c is an
isometry, then d(x, y) = l. The image of c is called a geodesic (or metric) segment joining x

and y. If it is unique, this geodesic segment is denoted by [x, y]. A metric space (X, d) is said
to be a geodesic space if every two points of X are joined by a geodesic. Moreover X is said
to be uniquely geodesic if there is exactly one geodesic joining x and y for each x, y ∈ X. A
subset Y ⊆ X is said to be convex if Y includes every geodesic segment joining any two of its
points.
In a geodesic metric space (X, d), geodesic triangle �(x1, x2, x3) consists of three points
x1, x2, x3 in X (the vertices of �) and a geodesic segment between each pair of vertices
(the edges of �). A triangle �(x1, x2, x3) :=�(x̄1, x̄2, x̄3) in the Euclidean plane E

2, is said to
be a comparison triangle for the geodesic triangle �(x1, x2, x3) in (X, d) such that dE2(x̄i, x̄j)

= d(xi, xj) for i, j ∈ {1, 2, 3}.

Comparison Axiom (Bridson and Haefliger, 1999): Let � be a geodesic triangle in X and let �
be a comparison triangle for � in a geodesic metric space (X, d). Then we say that � satisfy
the CAT (0) inequality if for all x, y ∈ � and all comparison points x̄, ȳ ∈ �,

d(x, y) ≤ dE2(x̄, ȳ).

A geodesic metric space is called a CAT (0) space (Bridson and Haefliger, 1999) if all geodesic
triangles of appropriate size satisfy the comparison axiom.
We refer following results from Dhompongsa and Panyanak (Dhompongsa and Panyanak,
2008).

Definition 2.1. (Dhompongsa and Panyanak, 2008) For any x, y ∈ X and t ∈ [0, 1], there exists
a unique point z ∈ [x, y] such that

d(x, z) = td(x, y), d(y, z) = (1− t)d(x, y). (2.1)

Notation (1− t)x⊕ ty is used for the unique point z satisfying (2.1)

We also denote by [x, y] the geodesic segment joining from x to y, that is, [x, y] = {(1−t)x⊕ty :

t ∈ [0, 1]} (Bridson and Haefliger, 1999).
A subset D of CAT (0) space X is said to be convex if [x, y] ⊂ D for all x, y ∈ D.

Definition 2.2. (Dhompongsa, Kirk and Sims, 2006) Let {xn} be a bounded sequence in a
CAT (0) space X. For x ∈ X, we set

r(x, {xn}) = lim sup
n→∞

d(x, xn).

The asymptotic radius r({xn}) of {xn} is given by

r({xn}) = inf{r(x, {xn}) : x ∈ X}.

The asymptotic center A({xn)}) of {xn} is the set

A({xn}) = {x ∈ X : r(x, {xn}) = r({xn})}.
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In a CAT (0) space, A({xn}) consists of exactly one point (Dhompongsa et al., 2006, Proposi-
tion 7).

Definition 2.3. (Kirk and Panyanak, 2008) A sequence {xn} in X is said to Δ-converge to
p ∈ X if p is the unique asymptotic center of {un} for every subsequence {un} of {xn}.
In this case, we write Δ-limxn = p and call p the Δ-limit of {xn}.

The following lemmas plays an important role in our paper

Lemma 2.4. (Kirk and Panyanak, 2008) Every bounded sequence in a complete CAT(0) space
has a Δ-convergent subsequence.

Lemma 2.5. (Dhompongsa et al., 2007) If D is a closed convex subset of a complete CAT(0)
space and if {xn} is a bounded sequence in D, then the asymptotic center of {xn} is in D.

Lemma 2.6. (Dhompongsa and Panyanak, 2008) If {xn} is a bounded sequence in complete
CAT(0) space X with A({xn}) = {x} and {un} is a subsequence of {xn} with A({un}) = {u}
and the sequence {d(xn;u)} converges, then x = u.

Lemma 2.7. (Dhompongsa and Panyanak, 2008) Let X be a CAT(0) space. Then for all
x, y, z ∈ X and all t ∈ [0, 1] we have

(i) d((1− t)x⊕ ty, z) ≤ (1− t)d(x, z) + td(y, z),

(ii) d((1− t)x⊕ ty, z)2 ≤ (1− t)d(x, z)2 + td(y, z)2 − t(1− t)d(x, y)2.

Lemma 2.8. (Dhompongsa and Panyanak, 2008) Let D be a nonempty closed convex subset
of a complete CAT(0) space X, and S : D → D be a nonexpansive mapping. If {xn} is a
sequence in D such that limn→∞ d(xn, Sxn) = 0 and Δ− limn→∞ xn = v, then v = Sv.

3 Main Result

In this section we present some strong and Δ-convergent theorems of Picard-Mann hybrid
iteration process for nonexpansive semigroups in a CAT(0) space.

Theorem 3.1. Let D be a nonempty closed convex subset of a complete CAT(0) space X.
Let S := {S(t) : t ≥ 0} be nonexpansive semigroups. Assume that F = F (S) Let {xn} be
sequence generated by (1.1), where {αn} and {tn} satisfy the following conditions:

(i) {αn} ∈ [a, b] ⊂ (0, 1)

(ii) tn > 0, lim infn→∞ tn = 0, lim supn→∞ tn > 0, limn→∞(tn+1 − tn) = 0.

Then for t > 0 we have limn→∞ d(xn, S(t)xn) = 0 and limn→∞ d(xn, p) exists for all p ∈ F .

Proof. Let p ∈ F , then by using Lemma 2.7(i) we have,

d(yn, p) = d((1− αn)xn ⊕ αnS(tn)xn, p) (3.1)

≤ (1− αn)d(xn, p) + αnd(S(tn)xn, p)

≤ (1− αn)d(xn, p) + αnd(xn, p)

= d(xn, p)
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and

d(xn+1, p) = d(S(tn)yn, p) (3.2)

≤ d(yn, p)

≤ d(xn, p)

Hence limn→∞ d(xn, p) exists, and therefore {xn} is bounded. Also by Lemma 2.7(ii) we have,

d(yn, p)
2 = d((1− αn)xn ⊕ αnS(tn)xn, p)

2 (3.3)

≤ (1− αn)d(xn, p)
2 + αnd(S(tn)xn, p)

2 − αn(1− αn)d(xn, S(tn)xn)
2

≤ (1− αn)d(xn, p)
2 + αnd(xn, p)

2 − αn(1− αn)d(xn, S(tn)xn)
2

= d(xn, p)
2 − αn(1− αn)d(xn, S(tn)xn)

2.

d(xn+1, p)
2 = d(S(tn)yn, p)

2 (3.4)

≤ d(yn, p)
2

≤ d(xn, p)
2 − αn(1− αn)d(xn, S(tn)xn)

2.

Thus we have,

a(1− b)d(xn − S(tn)xn)
2 ≤ αn(1− αn)d(xn, S(tn)xn)

2 ≤ d(xn, p)
2 − d(xn+1, p)

2,

since limn→∞ d(xn, p) exists, by taking Limit in above inequality we obtain that

lim
n→∞ d(xn, S(tn)xn) = 0.

Now we show that for a fixed t > 0

lim
n→∞ d(xn, S(t)xn) = 0.

With the same proof, we only show that limn→∞ d(xn, S(t)xn) = 0, without loss of generality,
as in (Saejung, 2008) we can assume that

lim
n→∞ tn = lim

n→∞
d(xn, S(tn)xn)

tn
= 0.

d(xn;S(t)xn) ≤
[ t
tn

]−1∑
k=0

d(S((k + 1)tn)xn, S(ktn)xn) + d(S([
t

tn
]tn)xn, S(t)xn)

≤ [
t

tn
]d(S(tn)xn, xn) + d(S(t− [

t

tn
]tn)xn, xn)

≤ t

tn
d(S(tn)xn, xn) +max{d(S(s)xn;xn) : 0 ≤ s ≤ tn},

Now by continuity of the mapping t → S(t)x, x ∈ D and limn→∞ d(xn, S(tn)xn) = 0, we obtain
that limn→∞ d(xn, S(t)xn) = 0.
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Theorem 3.2. Let D be a nonempty closed convex subset of a complete CAT(0) space X. Let
S := {S(t) : t ≥ 0} be nonexpansive semigroups. Assume that F = F (S) = ∅. Let {xn} be
sequence generated by (1.1), where {αn} and {tn} satisfy the following conditions:

(i) {αn} ∈ [a, b] ⊂ (0, 1)

(ii) tn > 0, lim infn→∞ tn = 0, lim supn→∞ tn > 0, limn→∞(tn+1 − tn) = 0.

Then the sequence {xn}, Δ-converges to an element of F .

Proof. It follows from Theorem 3.1 that

lim
n→∞ d(S(t)xn, xn) = 0

for each t > 0. Next steps of the proof as same as (Eslamian and Dhompongsa, 2013).
Now we let Ww(xn) := ∪A({un}) where the union is taken over all subsequences {un} of {xn}.
We claim that Ww(xn) ⊂ F . Let u ∈ Ww(xn), then there exists a subsequence {un} of {xn}
such that A({un}) = {u}. By Lemmas 2.4 and Lemmas 2.5 there exists a subsequence {vn}
of {un} such that Δ− limn vn = v ∈ D. We show that v ∈ F , indeed

d(vn, S(t)v) ≤ d(vn, S(t)vn) + d(S(t)vn, S(t)v)

≤ d(vn, S(t)vn) + d(vn, v),

hence

lim sup
n→∞

d(vn, S(t)v) = lim sup
n→∞

d(vn, v).

By uniqueness of the asymptotic center we obtain that S(t)v = v for all t > 0 and hence
v ∈ F(S) and hence v ∈ F . By Theorem 3.1 the limit limn→∞ d(xn, v) exists . Hence by
Lemma 2.6, u = v ∈ F . This shows that Ww(xn) ⊂ F . Next we show that Ww(xn) consists of
exactly one point. Let {un} be a subsequence of {xn} with A({un}) = {u} and let A({xn}) =
{x}. Since u ∈ Ww(xn) ⊂ F and d(xn, v) converges, by Lemma 2.6 we have x = u.

Theorem 3.3. Let D be a nonempty compact convex subset of a complete CAT(0) space X.
Let S := {S(t) : t ≥ 0} be nonexpansive semigroups. Assume that F = F (S) = ∅. Let {xn} be
sequence generated by (1.1), where {αn} and {tn} satisfy the following conditions:

(i) {αn} ∈ [a, b] ⊂ (0, 1)

(ii) tn > 0, lim infn→∞ tn = 0, lim supn→∞ tn > 0, limn→∞(tn+1 − tn) = 0.

Then the sequence {xn}, converges strongly to an element of F .
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Proof. It follows from Theorem 3.1 that

lim
n→∞ d(S(t)xn, xn) = 0

for each t > 0. By compactness of C, there exists a subsequence {xni} of {xn} such that
xni → w. We shall show that w ∈ F , indeed for all t > 0 we have

d(w, S(t)w) ≤ d(w, xni) + d(xni , S(t)xni) + d(S(t)xni , S(t)w)

≤ 2d(w, xni) + d(xni , S(t)xni) → 0 as n → ∞

hence we have w = S(t)w, i.e., w ∈ F(S) and hence w ∈ F . Since limn→∞ d(xn, w) exists, we
obtain the result.

Definition 3.4. (Schu, 1991) Let D be a nonempty closed convex subset of a CAT(0) space X

and Sn : D → D, where n ∈ N. Then the family {Sn} is called uniformly asymptotically regular
on S, if for all i ∈ N and any bounded subset K of D we have

lim
n→∞ sup

x∈K
d(Si(Snx), Snx) = 0

Theorem 3.5. Let S be a nonempty closed convex subset of a complete CAT(0) space X.
Let Sn : D → D be uniformly asymptotically regular and nonexpansive mappings such that
F = ∩∞

n=1F (Sn) = ∅. Let {xn} be sequence generated by (1.1),
where {αn} ∈ [a, b] ⊂ (0, 1). Then the sequence {xn}, Δ-converges to an element of F .

Proof. Let p ∈ F . Then by Lemma 2.7(i) we have

d(yn, p) = d((1− αn)xn ⊕ αnSnxn, p) (3.5)

≤ (1− αn)d(xn, p) + αnd(Snxn, p)

≤ (1− αn)d(xn, p) + αnd(xn, p)

= d(xn, p)

and

d(xn+1, p) = d(Snyn, p) (3.6)

≤ d(yn, p)

≤ d(xn, p)

Hence we have d(xn+1, p) ≤ d(xn, p), this gives that the limit limn→∞ d(xn, p) exists. Applying
Lemma 2.7(ii) we have

d(yn, p)
2 = d((1− αn)xn ⊕ αnSnxn, p)

2 (3.7)

≤ (1− αn)d(xn, p)
2 + αnd(Snxn, p)

2 − αn(1− αn)d(xn, Snxn)
2

≤ (1− αn)d(xn, p)
2 + αnd(xn, p)

2 − αn(1− αn)d(xn, Snxn)
2

= d(xn, p)
2 − αn(1− αn)d(xn, Snxn)

2.
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d(xn+1, p)
2 = d(Snyn, p)

2 (3.8)

≤ d(yn, p)
2

≤ d(xn, p)
2 − αn(1− αn)d(xn, Snxn)

2.

So,

∞∑
n=1

a(1− b)d(xn − S(tn)xn)
2 ≤

∞∑
n=1

αn(1− αn)d(xn, S(tn)xn)
2

≤
∞∑
n=1

d(xn, p)
2 − d(xn+1, p)

2, < d(x1, p)
2 < ∞,

this follows that
lim
n→∞ d(xn, Snxn) = 0.

Also we have

d(xn+1, xn) ≤ d(xn+1, Snxn) + d(Snxn, xn) (3.9)

= d(Snyn, Snxn) + d(Snxn, xn)

≤ d(yn, xn) + d(Snxn, xn)

= d((1− αn)xn ⊕ αnSnxn, xn) + d(Snxn, xn)

≤ (1− αn)d(xn, xn) + αnd(Snxn, xn) + d(Snxn, xn)

→ 0 as n → ∞,

and therefore

d(xn+1, Snxn) ≤ d(xn+1, xn) + d(xn, Snxn) → 0.

Now, by our assumption, for each i ∈ N we have

d(xn+1, Sixn+1) ≤ d(xn+1, Snxn) + d(Snxn, Si(Snxn)) + d(Si(Snxn), Sixn+1)

≤ 2d(xn+1, Snxn) + sup
u∈{xn}

d(Snu, Si(Snu)) → 0 as n → ∞.

Next steps of the proof as same as (Eslamian and Dhompongsa, 2013).
We let Ww(xn) :=

⋃
A({un}) where the union is taken over all subsequences {un} of {xn}.

We claim that Ww(xn) ⊂ F . Let u ∈ Ww(xn), then there exists a subsequence {un} of {xn}
such that A({un}) = {u}. By Lemmas 2.4 and Lemmas 2.5 there exists a subsequence {vn}
of {un} such that Δ − limn vn = v ∈ C. By Lemma 2.8 we have v ∈ F , and hence the limit
limn→∞ d(xn, v) exists . Hence by Lemma 2.6, u = v ∈ F . This shows that Ww(xn) ⊂ F . Next
we show that Ww(xn) consists of exactly one point. Let {un} be a subsequence of {xn} with
A({un}) = {u} and let A({xn}) = {x}. Since u ∈ Ww(xn) ⊂ F and d(xn, v) converges, by
Lemma 2.6 we have x = u.
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Abstract
Up till now, numerous authentication and key agreement schemes have been proposed for ubiquitous networks. Recently,
Arshad and Rasoolzadegan also proposed an authentication and key agreement scheme for ubiquitous network with user
anonymity. However, we determined that Arshad and Rasoolzadegan’s scheme has the following flaws: (1) the login phase is
inefficient, which may lead to server resource exhaustion attacks; (2) the password change phase is inefficient and not user-
friendly; and (3) the revocation phase arisen when the mobile device is lost and the re-register phase is absent. Therefore,
we propose an improved scheme that successfully removes all of the previous mentioned flaws existing in Arshad and
Rasoolzadegan’s protocol by using the biometric based authentication. Formal analysis of the proposed scheme is conducted
using the random oracle model, and heuristic analysis is also conducted to demonstrate that the proposed scheme fulfills all
of the security requirements. In addition, the proposed scheme is validated by the Automated Validation of Internet Security
Protocols and Applications (AVISPA) tool. Moreover, computational and communication cost comparisons indicate that our
improved scheme is more suitable for ubiquitous networks.

Keywords Ubiquitous networks · Mutual authentication · Key agreement · Random oracle · AVISPA

1 Introduction

Ubiquitous networks enable any mobile user (MU) to
remotely access the data and resources of the foreign
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network (FN) via the home network (HN). A MU registers
himself/herself with his/her HN. When the MU moves
away from the region in which his/her HN can provide
service, he/she should contact the FN to request for the
resources. The MU sends a request to the FN; then, the
FN forwards it to the HN for authentication of the MU.
After authenticating the MU, the HN accordingly sends
the result back to the FN. Then, the FN decides to accept
or decline the request on the basis of the result received
from the HN. Once the HN has authenticated the MU, a
session key is established between FN and MU to ensure
secure communication in the future. In addition to mutual
authentication, the privacy and intractability of the user’s
identity are also critical issues in ubiquitous networks.
Elliptic curve cryptography (ECC), RSA, hash function,
chaotic map, XOR, and concatenation operation are some
commonly used cryptographic tools to design secure mutual
authentication and key agreement schemes. Given its shorter
key length, the ECC equipped with 160 bits key length
is faster and more efficient than the RSA equipped with
1024 bits key length. Hash functions and chaotic maps are
equivalent in terms of security. However, the hash function
is more desirable than the chaotic map because of its lower
computation cost.
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In recent years, numerous authentication and key agree-
ment schemes have been proposed to provide robust security
in an open network. Moreover, two-factor and key agree-
ment schemes have been proposed to strengthen the secu-
rity. The password and smart card are the most commonly
adopted in two-factor authentication schemes. However,
some flaws have been identified in these two-factor authen-
tication schemes. A weak password can be easily broken by
simple dictionary attacks [6, 41]. Meanwhile, a smart card
can be misappropriated and subjected to differential power
attack. Consequently, biometric-based user authentication
protocols are introduced. The biometric-based scheme is
considered as a better and more reliable alternative to the
password-based authentication scheme because of the fol-
lowing reasons: biometric information from irises, finger-
prints, and palm prints (1) is unique and cannot be forged,
(2) cannot be guessed, and (3) cannot be lost or stolen.
However, biometric information is prone to various noises
during the acquisition process and the reproduction of actual
biometric is generally difficult. Furthermore, if biometric
information is leaked, then serious privacy problems will
occur [18]. Bio-hash function and fuzzy extractor [20, 29,
37] are two commonly used techniques to address these
kinds of problems. These techniques extract and translate
biometric information into a random value.

2 Related work

To facilitate roaming services in ubiquitous networks,
numerous mutual authentication and key agreement
schemes exist in the literature. In 2004, Zhu and Ma [47]
first proposed an anonymous authentication and key agree-
ment scheme for ubiquitous networks. However, in 2006,
Lee et al. [24] demonstrated that Zhu and Ma’s scheme [47]
does not provide mutual authentication and perfect back-
ward secrecy and is unable to resist forgery attack. Conse-
quently, they proposed an improved scheme to overcome the
security issues of Zhu and Ma’s scheme [47]. However, in
2008, Wu et al. [34] showed that the schemes of Zhu and
Ma [47] and Lee et al. [24] fail to preserve user anonymity.
They also showed that the scheme of Lee et al. [24] does
not provide perfect backward secrecy. Additionally, Wu
et al. [34] presented an improved scheme. All of the above
schemes are password-based. The primitive cryptographic
operations, such as symmetric encryption/decryption, hash,
xor, and concatenation, are generally used in these schemes.

In 2012, Mun et al. [27] analyzed the scheme ofWu et al.
[34] and determined that it does not provide perfect forward
secrecy and user anonymity. Consequently, they proposed
an improved authentication scheme. In 2014, the scheme
of Mun et al. was proven to be vulnerable to a number
of attacks by Zhao et al. [45]. Zhao et al. indicated that

the scheme of Mun et al. [27] is prone to impersonation
attack, insider attack and fails to achieve user anonymity.
Accordingly, they proposed a new authentication scheme
to remedy these weaknesses. Elliptic curve cryptography is
further adopted in both of [27] and [45].

In 2011, Chen et al. [8] proposed an authentication
scheme for ubiquitous networks. However, Xie et al. [42]
showed that the scheme of Chen et al. [8] fails to achieve
session key security and user privacy in 2014. In 2011, He
et al. [15] also proposed a password-based authentication
scheme for ubiquitous networks. Nevertheless in 2013,
Jiang et al. [19] reported that various security flaws, such
as server-spoofing, off-line password-guessing, privileged-
insider and replay attacks exist in He et al.’s scheme [15].
They presented an improved scheme to remedy these flaws
accordingly. However, in 2103, Wen et al. [35] showed that
the scheme of Jiang et al. [19] is not secure. Wen et al. [35]
illustrated that the scheme of Jiang et al. [19] cannot achieve
forward secrecy and suffers from many kinds of attacks,
such as denial-of-service (DOS) attack, stolen verifier
attack, server-spoofing attack, and replay attack. They also
proposed an improved scheme which was independently
analyzed by Farash et al. [12] and Gope and Hwang
[13]. They examined the scheme of Wen et al. [35] and
determined that it is prone to off-line password-guessing
attacks. In 2015, Farash et al. [12] and Gope and Hwang
[13] presented their improved schemes, respectively. In
addition to the frequently used cryptographic operations, the
quadratic residues are launched to design the schemes of
[13, 19, 35].

In 2016, Karuppiah et al. [21] analyzed the scheme of
Farash et al. [12] and found its vulnerability against off-line
password-guessing and replay attacks. Moreover, the scheme
of Farash et al. [12] fails to provide user anonymity, session
key security, and perfect forward secrecy. Karuppiah et al. [21]
proposed an improved scheme which was analyzed by
Arshad and Rasoolzadegan [2] in 2017. They showed that
the scheme of Karuppiah et al. [21] cannot resist the off-
line password-guessing attack and fails to provide perfect
forward secrecy. In 2017, Farash et al.’s scheme [12] was
also analyzed by Wu et al. [39] and Chaudhry et al. [9].
They showed that the scheme of Farash et al. [12] can
reveal the session key and secret parameters of the mobile
node, which leads to mobile node impersonation attack,
and cannot facilitate user anonymity. In 2017, Gope and
Hwang’s scheme [13] was also analyzed by Wu et al. [39].

In 2017, Xie et al. [43] proposed an authentication
scheme for ubiquitous network using chaotic maps.
However, Ostad-Sharif et al. [33] found that Xie et al.
scheme [43] is vulnerable to the known session specific
information attack and proposed an improved scheme in
2019. In 2018, Lee at al. [17] showed that the scheme of
Chaudhry et al. [9] is not secure against user impersonation
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Table 1 The flaws of the related protocols

Major attack/flaw Suspected protocol

Lack of perfect backward secrecy Zhu and Ma [47]

Lack of mutual authentication Zhu and Ma [47]

Lack of user anonymity Zhu and Ma [47], Lee et al. [24],
Wu et al. [34], Chen et al. [8],

Mun et al. [27], Farash
et al. [12], Wu et al. [39]

Lack of perfect forward secrecy Lee et al. [24], Jiang et al. [19],

Karuppiahet et al. [21],
Wu et al. [39]

Forgery attack Zhu and Ma [47]

Session key disclosure attack Chen et al. [8]

Server-spoofing attack He et al. [15], Jiang et al. [19]

Offline password-guessing attack He et al. [15], Wen at al. [35],
Karuppiahet et al. [21]

Insider attack He et al. [15], Mun et al. [27]

Replay attack He et al. [15], Jiang et al. [19]

Impersonation attack Mun et al. [27], Farash et al.
[12], Chaudhry et al. [9]

DoS attack Jiang et al. [19]

Stolen verifier attack Jiang et al. [19]

attack and stolen mobile device attack. Furthermore, the
scheme of Chaudhry et al. [9] has incorrect login-input
detection and password change phase and does not have
the revocation phase. Both schemes of [39] and [17] are

designed by the help of the elliptic curve cryptography. In
2019, Lu et al. [26] found some weaknesses in Gope and
Hwang’s scheme [13] and proposed an ECC based user
authentication scheme. In 2020, Alzahrani et al. [3] showed
that Lu et al.’s scheme [26] is vulnerable to stolen verifier
and traceability attacks and proposed an improved scheme
based on ECC. In the same year, Khatoon and Thakur [32]
demonstrated that Lee et al.’s scheme [17] is vulnerable to
off-line dictionary attack and replay attack and proposed an
improved scheme

Table 1 provides a summary of the flaws of the previously
mentioned schemes. Cryptographic operations used to
design the previous schemes are also briefly reviewed in
Table 2.

2.1 Motivation and contributions

Arshad and Rasoolzadegan [2] proposed an authentica-
tion and key agreement scheme for roaming service with
user anonymity in a ubiquitous network in 2017. They
also conducted a formal security analysis of the proposed
scheme using Burrows-Abadi-Needham (BAN) logic [5]
and proved that it is secure against various known attacks
and is more efficient than the existing schemes. How-
ever, we found that Arshad and Rasoolzadegan’s scheme
has the following flaws: (1) the login phase is ineffi-
cient, which may lead to server resource exhaustion attacks;
(2) the password change phase is inefficient and not

Table 2 Cryptographic
operations used in the related
schemes

Protocol OP1 OP2 OP3 OP4 OP5 OP6 OP7 OP8

Zhu and Ma [47]
√ √ √ √

– – – –

Lee et al. [24]
√ √ √ √

– – – –

Wu et al. [34]
√ √ √ √

– – – –

Mun et al. [27]
√ √ √

– – – –
√

Zhao et al. [45]
√ √ √ √

– – –
√

Chen et al. [8]
√ √ √ √

– – – –

Xie et al. [42]
√ √ √ √ √

– – –

He et al. [15]
√ √ √

– – – – –

Jiang et al. [19]
√ √ √

– –
√ √

–

Wen at al. [35]
√ √ √

–
√ √ √

–

Farash et al. [12]
√ √ √ √

– – – –

Gope and Hwang [13]
√ √ √ √

–
√ √

–

Karuppiahet et al. [21]
√ √ √ √ √

– – –

Wu et al. [39]
√ √ √ √

– – –
√

Chaudhry et al. [9]
√ √ √ √

– – – –

Lee at al. [17]
√ √ √ √

– – –
√

OP1: String concatenation OP2: Xor

OP3: Hash OP4: Symmetric encryption/decryption

OP5: Modular exponentiation OP6: Modular squaring

OP7: Square root computation OP8: Elliptic curve point multiplication
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user-friendly; and (3) the revocation phase arisen from
mobile devices are lost and the re-register phase are absent.
Therefore, we propose an improved scheme that suc-
cessfully removes all of the previously mentioned flaws
existing in Arshad and Rasoolzadegan’s protocol by using
biometric-based authentication. The security of the pro-
posed scheme is analyzed using the random oracle model
and the formal security verification is completed through
AVISPA tool. Heuristic analysis is also conducted. More-
over, the proposed scheme achieves comparatively better
performance by comparing with the other existing schemes.

The remainder of this paper is organized as follows: The
preliminaries are given in Section 3. This section also briefly
introduces a typical model of a ubiquitous network and the
capabilities of an adversary. Arshad and Rasoolzadegan’s
scheme is analyzed in Section 4. The improved scheme
is proposed in Section 5. Formal security and heuristic
analyses of the improved scheme are demonstrated in
Sections 6 and 7 respectively. Formal security verification
through AVISPA simulation is performed in Section 8. The
performance analysis and comparisons are illustrated in
Sections 9. Finally, Section 10 concludes this paper.

3 Preliminaries

This section defines two computationally hard problems and
briefly discusses a typical model of a ubiquitous network
and its security requirements and adversary capabilities.

3.1 Computationally hard problems

Given p and q two large primes, Fp is the prime field of
order p, E/Fp is an elliptic curve defined over Fp; E/Fp

equiped with the usual addition on the elliptic curve is a
group. Let G be a subgroup of E/Fp of order q. Let P

be a generator of G. We recall the following two problems
[48–50]:

– Elliptic curve discrete logarithm problem (ECDLP):
Given a point Q in G, find an integer a ∈ Z∗

p such that
Q = aP .

– Elliptic curve computational Diffie-Hellman problem
(ECCDHP): Given two points (aQ, bQ) in G, compute
abQ in G.

Generally, ECDLP and ECCDHP are assumed to be
intractable. That is, no algorithm can be used to solve
ECDLP and ECCDHP in polynomial time.

3.2 Typical model of the ubiquitous network

Ubiquitous networks provide roaming services to the MU,
while he/she roams from one place to another [19]. In
a ubiquitous network, the MU obtains access to the
remote services provided by the FN, which achieves prior
agreement with the HN, while he/she roams outside the
HN. Mutual authentication and session key security can be
achieved by the MU and FN with the support of the HN.

Fig. 1 A typical model for a
ubiquitous network
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The scenario is depicted in Fig. 1. The mutual authentication
process can be briefly described as follows:

1. TheMU requests permission from the FN to access the
services.

2. The FN sends a request to the HN to authenticate the
MU.

3. After receiving the request from the FN, theHN checks
whether the MU is a registered user or not and sends
back the result to the FN.

4. The MU’s request is either denied or accepted by the
FN in accordance with the response of the HN.

3.3 Security requirements

The security requirements of a ubiquitous network are
elaborated as follows:

– Mutual authentication: Mutual authentication enables
two parties to mutually authenticate each other in the
scheme. In the ubiquitous network, the mutual authenti-
cation between FN and MU is facilitated by the HN.

– User anonymity: This property refers to the protection
of the identity of the user, which is necessary in
a distributed system like a ubiquitous network. The
user’s anonymity is protected to prevent the FN or
any adversary from determining the user’s identity.
Moreover, the location of the user should also remain
anonymous.

– Key agreement: The FN and MU must agree upon a
common session key for further secure communication.

– User-friendly: A user-friendly scheme allows the MU
to pick any password of his/her choice and to change
it locally whenever he/she requires [38]. Moreover, the
user can revoke the card in case the card is stolen, lost,
or misplaced and can reregister to the system again.

– The proposed scheme should be able to resist all known
attacks.

3.4 Adversary capabilities

The following are the capabilities of an adversary A:

– The communication channel is under full control of an
adversary, i.e., the adversary A can modify, intercept,
delete, and resend any legitimate message [10, 11, 22,
23].

– The adversary A can enumerate all of the items in
Dpw × Did in polynomial time, where Dpw and Did

denote the password and identity spaces, respectively
[36, 46].

– All of the public parameters are known to A, including
the user’s biometrics [16, 46].

4Weaknesses of Arshad
and Rasoolzadegan’s protocol

4.1 A brief review of Arshad and Rasoolzadegan’s
protocol

This section provides a brief review of Arshad and
Rasoolzadegan’s protocol. The protocol consists of the fol-
lowing three phases: registration, login and authentication,
and password change phases. Table 3 lists the various
notations used in illustrating Arshad and Rasoolzadegan’s
protocol.

1. Registration phase: The registration phase is executed
between MU and HN. It is a one-time process in
which any MU registers his/her identity with the HN.
The registration phase between MU and HN can be
described as follows:

(a) The MU selects {IDM, PWM, b}, where b is a
random number of his/her choice.

(b) TheMU computes
MPWW = h(IDM ||PWM ||b).

(c) TheMU sends registration request {IDM, MPWM}
to the HN.

(d) Upon receiving {IDM, MPWM}, the HN checks
whether IDM is the same as that of another
registered MU or not. If it is, then the HN requests
theMU to select another identity.

Table 3 Notations used in Arshad and Rasoolzadegan’s protocol

Notations Description

MU The mobile user.

FN The foreign network.

HN The home network

IDM, PWM The mobile user’s identity and password.

KH The secret key of HN.

KFH The secret key pre-shared between HN and FN.

T1, T2 Time stamps.

P A base point of an elliptic curve.

h(·) A secure cryptographic hash function.

Ek(·)/Dk(·) Symmetric encryption/decryption using the key k.

|| Concatenation operation.

⊕ XOR operation.
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(e) Otherwise, the HN selects a random number c and
computes
AM = h(IDM ||KH ),
BM = AM ⊕ MPWM , and
DIDM = EKH

(IDM ||c).
(f) The HN securely sends {DIDM, BM, E, P, n,

h(·), EK(·), DK(·)} to theMU.
(g) The MU stores the received values {DIDM, BM ,

E, P, n, h(·), EK(·), DK(·)} along with b on
his/her mobile device.

2. Login and authentication phase: The MU and HN
mutually authenticate each other and agree upon a
common session key in the following manner:

(a) The MU inputs his/her IDM and PWM . Then, the
MU’s device computes the following:
MPWM = h(IDM ||PWM ||b),

AM = BM ⊕ MPWM,

NM = nMP , where nM is randomly selected by the
device,
MVMH = h(AM ||NM ||IDF ||IDM ||T1), where T1
is the present time stamp.
The MU sends M1 = {DIDM, MVMH , NM, T1}
to the FN.

(b) After receiving M1, the FN first checks the
freshness of T1 and then computes the following:
NF = nF P , where nF is randomly selected by the
FN,
MVFH = h(M1||NF ||IDF ||T2||KFH ), where T2
is the present time stamp and KFH is a secret key
shared between FN and HN.
Then, the FN sends a message M2 = {IDF , M1,
NF , MVFH , T2} to the HN.

(c) Upon receiving M2, the HN first checks the fresh-
ness of T2 and then computes MV ∗

FH as
MV ∗

FH = h(M1||NF ||IDF ||T2||KFH ).
The HN tests whether MV ∗

FH is equal to MVFH

included in M2. If they are not equal, then the HN
rejects the request. Otherwise, the HN decrypts
DIDM as
DKH

(DIDM) = (IDM ||c),
and searches IDM in its database. If the identity
does not exist in the database, then the HN aborts
this session. Otherwise, the HN computes the
following:
AM = h(IDM ||KH ),
MV ∗

MH = h(AM ||NM ||IDF ||IDM ||T1).
Then the HN tests
MV ∗

MH ? = MVMH .

If the equality does not hold, then the HN rejects
the request.
Otherwise, the HN randomly selects cNew and
computes the following:
DIDNew

M = EKH
(IDM ||cNew),

MVHM=h(AM ||IDF ||NF ||IDM ||NM ||DIDNew
M ),

KHM = h(NM ||IDF ||AM ||IDM ||NF ),
MHM = EKHM

(DIDNew
M ),

MVHF = h(IDF ||MVFH ||KFH ||MHM ||MVHM

||NF ||NM).
Then HN sends M3 = {MVHF , MHM, MVHM}to
the FN.

(d) After receiving M3, the FN computes
MV ∗

HF = h(IDF ||MVFH ||KFH ||MHM ||MVHM

||NF ||NM).
Then, the FN tests
MV ∗

HF ? = MVHF .
If the equation does not hold, then the FN rejects
the request. Otherwise, the FN computes the
following:
SK = h(nF NM) = h(nF nMP ),

MVFM = h(MHM ||MVHM ||SK||NF ).
Then, the FN sends M4 = {MHM, MVHM, NF ,
MVFM} to theMU.

(e) Upon receiving M4, theMU computes
KHM = h(NM ||IDF ||AM ||IDM ||NF ),
and decrypts MHM as
DKHM

(MHM) = (DIDNew
M ).

Then, theMU computes
MV ∗

HM=h(AM ||IDF ||NF ||IDM ||NM ||DIDNew
M )

and tests whether MV ∗
HM is equal to MVHM . If

they are not equal, then theMU rejects the request.
Otherwise, theMU computes the following:
SK = h(nMNF ) = h(nMnF P ),

MV ∗
FM = h(MHM ||MVHM ||SK||NF ).

Then, the MU tests the equality of MV ∗
FM and

MVFM . If the equality does not hold, then the MU
rejects the request. Otherwise, the MU completes
the authentication on the FN. Then, the MU
computes
MVMF = h(NM ||MHM ||MVHM ||SK),
and replaces DIDM with DIDNew

M in his/her
mobile device, and finally sends M5 = {MVMF } to
the FN.

(f) After receiving M5, the FN computes
MV ∗

MF = h(NM ||MHM ||MVHM ||SK),
and verifies whether MV ∗

MF is equal to MVMF .
If they are not equal, then the FN rejects the
request. Otherwise, the FN authenticates the MU
and accepts his/her request.

 626



Ann. Telecommun. (2022) 77:621–640

3. Password change phase: This phase enables the MU
to change his/her current password PWM to a new
password PWNew

M .

(a) The MU inputs his/her identity IDM and sends a
request message {DIDM, CPWM, T1} to the HN
by computing the following:
MPWM = h(IDM ||PWM ||b),
AM = BM ⊕ MPWM ,
CPWM = h(IDM ||AM ||DIDM ||T1), where T1 is
the current time stamp.

(b) After receiving the request, the HN checks the
freshness of T1. If it is fresh, then the HN decrypts
DIDM as
DKH

(DIDM) = (IDM ||c).
TheHN confirms whether IDM is a registered user
or not by searching its database. If it is a registered
user, then the HN computes the following:
AM = h(IDM ||KH ),
CPW ∗

M = h(IDM ||AM ||DIDM ||T1).
Then, the HN verifies whether CPW ∗

M is equal to
CPWM or not. If they are not equal, then the HN
rejects the request. Otherwise, theHN selects a new
random number cNew and computes the following:
DIDNew

M = EKH
(IDM ||cNew),

V PWH = h(IDM ||CPWM ||DIDM ||AM

||DIDNew
M ||ACCEPT||T2), where T2 is the current

time stamp,
KHM = h(IDM ||T2||CPWM ||AM ||DIDM),
CPWH = EKHM

(DIDNew
M , V PWH , ACCEPT ).

Then, the HN sends the message {CPWH , T2} to
theMU.

(c) Upon receiving the message {CPWH , T2}, theMU
checks the freshness of T2. If it is not fresh, then
the MU stops the process. Otherwise, the MU
computes
KHM = h(IDM ||T2||CPWM ||AM ||DIDM),
and decrypts CPWH as
DKHM

(CPWH ) = (DIDNew
M , VPWH , ACCEPT ).

Then, theMU computes
V PW ∗

H = h(IDM ||CPWM ||DIDM ||AM

||DIDNew
M ||ACCEPT||T2).

The MU verifies whether V PW ∗
H is equal to

V PWH or not. If the equality does not hold, then
theMU terminates the session. Otherwise, theMU
computes
MPWNew

M = h(IDM ||PWNew
M ||b) and

BNew
M = BM ⊕ MPWM ⊕ MPWNew

M

= AM ⊕ MPWM ⊕ MPWM ⊕ MPWNew
M

= AM ⊕ MPWNew
M .

Finally, the MU replaces BM and DIDM with
BNew

M and DIDNew
M , respectively.

4.2 Security flaws in Arshad and Rasoolzadegan’s
protocol

4.2.1 Server resource exhaustion attack

We determined that Arshad and Rasoolzadegan’s protocol
is prone to the server resource exhaustion attack due to
its inefficient login and authentication phase. According
to their scheme, as soon as the MU inputs his/her IDM

and PWM into the mobile device, the device directly
computes M1 (the login request message) without verifying
the correctness of the parameters entered by the MU.
If an incorrect identity or password is provided by the
user either intentionally or accidentally, then the mobile
device computes the incorrect M1 and sends it to the
FN. Subsequently, the FN forwards it in the form of
M2 to the HN. Then, the HN checks the correctness of
IDM and PWM to decide whether to accept or reject the
login request accordingly. Therefore, the HN is responsible
for checking the correctness of IDM and PWM , but
not the mobile device. This operation wastes the HN’s
valuable resources including its memory and CPU cycles.
In this circumstance it causes unnecessary burden on
the HN and may lead to the server resource exhaustion
attack. In a satisfied password-based authentication scheme,
the mobile device should check the correctness of the
entered IDM and PWM before the login message is
sent for further authentication. In the following cases, we
elaborate on this problem in Arshad and Rasoolzadegan’s
protocol.

Case 1 This case will discuss the problem encountered
in Arshad and Rasoolzadegan’s login and authentication
phases when a wrong identity ID

wrong
M is inserted by the

MU instead of the correct identity IDM .

Step 1 The MU enters the wrong identity ID
wrong
M and

the correct password PWM . The device randomly
selects nM and computes
MPW

wrong
M = h(ID

wrong
M ||PWM ||b),

A
wrong
M = BM ⊕ MPW

wrong
M ,

NM = nMP , and
MV

wrong
MH = h(A

wrong
M ||NM ||IDF ||ID

wrong
M ||T1).

Then, the MU sends {DIDM, MV
wrong
MH , NM, T1}

to the FN.
Step 2 The FN sends the message M2 = {IDF , M1, NF ,

MVFH , T2} to theHN. Upon receivingM2, theHN
first authenticates the FN. The HN subsequently
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authenticates the MU by performing the follow-
ing process. The HN obtains IDM by decrypting
DIDM as
DKH

(DIDM) = (IDM ||c).
Then, the HN computes
AM = h(IDM ||KH ) and
MV ∗

MH = h(AM ||NM ||IDF ||IDM ||T1).
Finally, the HN authenticates the MU by verify-
ing whether MV ∗

MH is equal to MV
wrong
MH or not.

Obviously, the HN would reject the login request
because MV ∗

MH is not equal to MV
wrong
MH . How-

ever, the HN has wasted a considerable amount of
computational cost on authenticating the FN and
MU. Moreover, the MU should be notified if a
wrong identity or password is entered in input.

Case 2 This case will discuss the problem encountered
in Arshad and Rasoolzadegan’s login and authentication
phases when a wrong password PW

wrong
M is inserted by the

MU instead of the correct password PWM .

Step 1 The MU enters the incorrect password PW
wrong
M

and the correct identity IDM . The device randomly
selects nM and computes
MPW

wrong
M = h(IDM ||PW

wrong
M ||b),

A
wrong
M = BM ⊕ MPW

wrong
M , NM = nMP ,

MV
wrong
MH = h(A

wrong
M ||NM ||IDF ||IDM ||T1).

Then, the MU sends {DIDM, MV
wrong
MH , NM, T1}

to the FN.
Step 2 The FN sends the message M2 =

{IDF , M1, NF , MVFH , T2} to the HN. Upon
receiving M2, the HN first authenticates the FN.
The HN subsequently authenticates the MU by
performing the following process. The HN obtains
IDM by decrypting DIDM as
DKH

(DIDM) = (IDM ||c).
Then, the HN computes
AM = h(IDM ||KH ),
MV ∗

MH = h(AM ||NM ||IDF ||IDM ||T1).
Finally, the HN authenticates the MU by verify-
ing whether MV ∗

MH is equal to MV
wrong
MH or not.

Obviously, the HN would reject the login request
because MV ∗

MH is not equal to MV
wrong
MH . Similar

to that in Case 1, theHN has wasted a considerable
amount of computational cost on authenticating the
FN and theMU when theHN detects this problem.

In the previously presented cases, if the MU is a legitimate
user, then the HN rejects his/her request because of the
unsatisfied verification caused by his/her mistyping. By
contrast, a malicious user can burden the HN by inputting
fake parameters. All of these will subsequently lead to
a server resource exhaustion attack. Thus, we conclude

that the mobile device should perform an efficient and
robust authentication process to verify the login identity
and password before the FN and HN could execute further
authentication.

4.2.2 Password change phase is inefficient and unfriendly

The password change phase of Arshad and Rasoolzadegan’s
protocol is inefficient and not user-friendly. Their protocol
requires two rounds of secure communication for each
password change, which is costly and difficult to achieve in
the real-world environment. Furthermore, periodic change
of password is necessary for security reasons. Therefore, the
mobile device should be able to change the password by
itself without any intervention of the HN.

4.2.3 Absence of lost/stolenmobile device revocation Phase

The revocation phase is required to ensure adequate security
of the end user in any smart-card-based authentication
scheme. However, Arshad and Rasoolzadegan’s protocol
does not provide a revocation phase for a lost/stolen device.
The revocation phase is always recommended in the design
of any authentication scheme so that the lost/stolen device
can be blocked by the user to prevent any misuse of the
smart card, as well as the request for a new smart card.
Usually, smart cards are non-temper resistant, i.e., if an
adversary steals/picks the smart card of any legitimate user,
then the adversary can obtain information from the card by
performing offline analysis, can derive the valid password of
the user, and can impersonate the legal user with the help of
the guessed password and the stolen/ lost smart card. Thus,
the lost/stolen smart card revocation phase is a desirable
phase in any authentication scheme.

5 The proposed scheme

This section elaborates the improved scheme, which con-
sists of the registration, login and authentication, password
change, revocation, and reregister phases. The proposed
scheme can resist various known attacks and provide nec-
essary security attributes. The scheme is improved from
the following aspects:

– A public key algorithm is used to resist the offline
dictionary attack. The verification parameter between
MU and theHN consists of a “challenge”NM, N ′

M . The
adversary A who intends to start an offline dictionary
attack has to know the dynamic key nm, which exists
apart from the static values stored in the mobile device.
Thus, the offline dictionary attack cannot be launched
in the proposed scheme.
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Table 4 Notations used in the proposed scheme

Notations Description

MUi Mobile user i .

FN Foreign network.

HN Home network.

IDi, PWi, BIOi MUi ’s identity, password, and biometric
information.

x The private key of HN.

KFH The secret key pre-shared
between HN and FN.

h(·) A cryptographic secure hash function.

Ti, Tf , Th Time stamps of MUi , FN and HN.

Gen(BIOi) The part of fuzzy extractor which
outputsRi (biometric key) and Pi

(helper string).

Rep(BIOi, Pi) The part of fuzzy extractor which
outputs Ri (biometric key) in
Gen(BIOi).

→ Represents the network which is insecure.

⇒ Represents the network which is secure.

|| Concatenation operation.

⊕ XOR operation.

– The proposed scheme also uses “List” and “fuzzy-veri-
fiers” to resist the on-line dictionary attack [38, 40].

– The proposed scheme protects user anonymity by
deploying a dynamic identity technique via a public key
algorithm.

Table 4 lists the various notations used in the proposed
scheme.

5.1 Registration phase

Figure 2 illustrates the registration phase. A mobile user
MUi registers with an HN in the following manner:

1. MUi ⇒ HN: {IDi, HPWi}.
HPWi = h(PWi ||xi), where xi is a random number
generated by the mobile device.

Fig. 2 Registration phase

2. HN ⇒ MUi : {Ai, Y, P }.
Upon receiving the registration request, the HN checks
whether IDi exists in its database or not. If it exists,
then the HN requests the user to select another IDi .
Otherwise, the HN computes
Xi = h(IDi ||x||ri), where ri is a random number
generated by HN,
Ai = Xi ⊕ HPWi , and
Y = xP .
The HN also records (IDi, ri, List) in its database.
Notably, List counts the number of fail login attempts
of an MU and its initial value is assigned as NULL.
If the value of List exceeds the threshold value, then
the mobile device will be suspended until the user
reregisters.

3. Upon receiving the message from the HN, MUi

imprints his/her biometrics BIOi and generates
(Ri, Pi) = Gen(BIOi),
Bi = xi ⊕ h(Ri), and
Ci = h(IDi ||PWi ||xi).
Finally, MUi stores {Ai, P, h(.), Bi, Ci, Pi, Y } in the
mobile device.

5.2 Login and authentication phase

This phase enables the FN to authenticate the login request
of MUi and negotiate a session key with the help of
the HN. Here, KFH is the secret key pre-shared between
HN and FN. Figure 3 briefly summarizes the login and
authentication phase.

1. MUi → FN: M1 = {DIDi, NM, MMH , Ti}.
MUi inputs IDi , PWi , and BIOi . Then, the mobile
device computes the following:
R∗

i = Rep(BIOi, Pi),
x∗
i = Bi ⊕ h(R∗

i ), and
C∗

i = h(IDi ||PWi ||x∗
i ).

If Ci 	= C∗
i , then the device aborts the process.

Otherwise, the device randomly generates a number
nm ∈ Z∗

p and computes the following:
NM = nmP ,
N ′

M = nmY,

X∗
i = Ai ⊕ HPW ∗

i , ki = h(X∗
i ||Ti),

DIDi = IDi ⊕ h(NM ||N ′
M), and

MMH = h(X∗
i ||NM ||N ′

M ||ki ||Ti).
Then, the mobile device sends the login request M1 =
{DIDi, NM, MMH , Ti} to the FN.

2. FN → HN: M2 = {IDF , NF , NM, M1, MFH , Ti, Tf }.
The FN first checks the freshness of Ti and then
randomly generates a number nf ∈ Z∗

p and computes
the following:
NF = nf P ,
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Fig. 3 Login and authentication
phase

MFH = h(M1||IDF ||NF ||Tf ||KFH ).
The FN forwards the message M2 = {IDF , NF , M1,
MFH , Ti, Tf } to the HN.

3. HN → FN: M3 = {M1, MHM, MHF , Th}.
The HN first verifies the freshness of Tf and then
authenticates the FN by calculating
M∗

FH = h(M1||IDF ||NF ||Tf ||KFH )

and comparing whether the calculated M∗
FH is equal

toMFH or not. If M∗
FH 	= MFH , the HN denies the

request. Otherwise, it computes the following:
N∗′

M = xNM ,
IDi = DID ⊕ h(NM ||N ′

M).
The HN searches IDi, ri, List in the database. If the
value of List is greater than the threshold value, then
theHN aborts the process. Otherwise, theHN computes
the following:
X∗′

i = h(ID′
i ||x||r ′

i ), k
∗′
i = h(X∗′

i ||Ti),

M∗
MH = h(X∗′

i ||NM ||N∗′
M ||k∗′

i ||Ti).

Then, the HN verifies the equality of the computed
M∗

MH and the received MMH in M1. If M∗
MH 	= MMH ,

then the HN denies the request and sets List = List +
1. Otherwise, it computes the following:
X′

f = h(IDF ||KFH ),

M = h(X′
f ) ⊕ h(k∗′

i ),

MHF = h(X′
f ||NM ||NF ||h(k∗′

i )||IDf ||Th),

MHM = h(X′
i ||NM ||NF ||h(k∗′

i )||IDi ||Th).
The HN transmits M3 = {M1, MHM, MHF , Th} to the
FN.

4. FN → MUi : M4 = {Th, Tf , NF , MFM, MHM, MHF }.
Upon receiving the message M3, the FN first checks the
freshness of Th and then computes the following:
X∗′

f = h(IDF ||KFA), h(k∗′
i ) = M ⊕ h(X∗′

f ),

M∗
HF = h(X∗′

f ||NM ||NF ||h(k∗′
i )||IDf ||Th).

Then, the FN verifies whether the calculated M∗
HF is

equal to the received MHF . If M∗
HF 	= MHF , then
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theFN rejects the request. Otherwise, the FN computes
the following:
SK = h(NM ||NF ||nf NM),
MFM = h(MHM ||MHF ||SK||NF ).
Then, the FN sends MUi the message M4 =
{Th, Tf , NF , MFM, MHM, MHF }

5. MUi → FN: M5{MMF , Tm}.
Upon receiving the message M4, MUi checks the
freshness of Th and computes
M∗

HM = h(X∗
i ||NM ||NF ||h(ki)||IDi ||Th).

Then, the MUi verifies the calculated M∗
HM and the

received MHM . If M∗
HM 	= MHM , then the HN rejects

the request. Otherwise, MUi computes the following:
SK = h(NM ||NF ||nmNF ),
M∗

FM = h(MHM ||MHF ||SK||NF ).
Then, MUi verifies the calculated M∗

FM and the
received MFM . If M∗

FM 	= MFM , then MUi aborts the
process. Otherwise, MUi calculates
MMF = h(MHM ||MHF ||SK||NM ||Tm),
where Tm is the current time stamp, and sends the
message M5 = {MMF , Tm} to the FN.

6. Upon receiving the message M5, the FN first checks the
freshness of Tm and then computes
M∗

MF = h(MHM ||MHF ||SK||NM ||Tm).
The FN compares M∗

MF with the received MMF . If
M∗

MF 	= MMF , then the FN rejects the request.
Otherwise, the FN authenticates MUi and accepts
his/her request to access its network service.

5.3 Password change phase

The password change phase is illustrated in Fig. 4. Any
MU can independently change his/her password for security
reasons without the help of the HN by performing the
following steps:

1. MUi inputs IDi , PWi , and a new password PWnew
i .

2. The mobile device computes the following:
R∗

i = Rep(BIOi, Pi),

x∗
i = Bi ⊕ h(R∗

i ),
C∗

i = h(IDi ||PWi ||x∗
i ).

If Ci 	= C∗
i , then the mobile device rejects the request.

Otherwise, the mobile device computes the following:
Anew

i = h(PWnew
i ||x∗

i ) ⊕ Ai ⊕ h(PWi ||x∗
i ),

Cnew
i = h(IDi ||PWnew

i ||x∗
i ).

Finally, the mobile device replaces Ai , Ci with Anew
i ,

Cnew
i .

5.4 Revocation phase

Any MU can protect his/her account from being misused
by revoking the device if he/she detects that his/her mobile
device is breached.

1. MUi completes the authentication process in accor-
dance with the steps previously described in this
section.

2. MUi → HN: {DIDi, Xi, MMH , Ti, revoke-request}.
Here, DIDi, Xi, MMH are calculated by the mobile
device, as previously described in this section.

3. Upon receiving the revocation request from MUi , the
HN first authenticatesMUi . IfMUi is a legal user, then
the HN sets List to be greater than the threshold value
and revokes the mobile device. From then on, nobody
can login to the network with the device until MUi

reregisters himself/herself. Otherwise, the HN rejects
the request.

5.5 Reregister phase

After revoking a mobile device, a user can reregister by
performing the following steps:

1. MUi → HN: {IDi, HPWi, re-register}.
2. First, the HN searches for IDi in its database. If the

value of List is greater than or equal to the threshold
value, then the HN confirms that the card is revoked.
Then, the user reregisters in accordance with the steps
in Section 5.1.

Fig. 4 Password change phase
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6 Formal security analysis using the random
oracle model

The formal security analysis of the proposed scheme using
the real-or-random (ROR) model proposed by Abdalls et al.
[1] is elaborated in this section.

• Instance:
∏t

H ,
∏u

F and
∏v

MUi
are the instance t of HN,

instance u of FN, and instance v of MUi , respectively.
These instances are called oracles.

• Session identifier (SID): The SID is simply a concate-
nation of all of the messages sent and received by the
oracles.

• Open oracle: If an oracle
∏t

H reveals the accepted
session key in any state, then the oracle is considered
opened in that state.

• Fresh oracle: An unopened and uncorrupted oracle is a
fresh oracle.

• Partner oracle: If two oracles,
∏t

H and
∏u

F , possess the
same SID, then they are called partner oracles.

• Adversary: In the ROR model, the adversary A has the
capability to control all communications and can input
the following queries:

– Execute(
∏t ,

∏u ): Any adversary A can
launch the eavesdropping attack by sending
this query. Thus, the adversary A can obtain
the messages communicated between honest
participants.

– Send(
∏t , m): This query is an active attack,

in which the adversary A records the response
received by communicating a message m to an
instance

∏t participating in the game.
– CorruptMD(

∏v
MUi

): This query is used by
the adversary A to retrieve the parameters
accumulated in the stolen/lost mobile device.

– Test(
∏t ): The semantic security of the session

key SK is modeled by the query and follows
the indistinguishability of the ROR model [1].
This query enables the adversaryA to input the
test query to any fresh oracle at any instant of
time. The experiment begins with the flipping
of a fair unbiased coin c. If the answer is 1,
then the output is a randomly selected session
key. Otherwise, the output is the agreed session
key of the test oracle.

• Semantic security of the session key: In the RORmodel,
the adversary A challenges the experiment to differenti-
ate between the real session key SK of the instance and
the randomly selected session key. The adversary A can
execute a number of Test queries to either the user or
the server instance. The result of the Test query must be

consistent with respect to random bit c. At the end of the
experiment, the adversary A returns a bit c′. If c′ = c,
then this game is won by the adversary A. This event
is denoted as Succ. The advantage of breaching the
security of the protocol is Advake

P = 2|Pr[Succ] − 1|.
Therefore, if Advake

P ≤ η, for any sufficiently small
η > 0, then the protocol P is considered to be a secure
protocol in the ROR sense.

• Random oracle: Notably, the one-way hash function
h(.) is modeled as a Hash oracle by all of the players
and the adversary A.

The difference lemma [25] is described here and will be
used in the formal security proof.

Lemma 1 (Difference lemma) Let Succ1, Succ2, and
Succ3 denote the events defined in some probability
distribution. Let Succ1∧ ∼ Succ3 ⇐⇒ Succ2∧ ∼ Succ3.
Then, we derive the following expression:

|Pr[Succ1] − Pr[Succ2]| ≤ Pr[Succ3].

The following theorem will establish the semantic
security of the session key.

Theorem 1 Let any adversaryA operate within polynomial
time t for the proposed scheme P in a random oracle.
Assume that D represents a uniformly distributed password
dictionary and l denotes the bit size of the biometrics key
BIOi . The probability of P ’s session key being breached by
the adversary A can be expressed as follows:

Advake
P ≤ q2

h

|Hash| + qsend

2l .|D| + 2AdvECDLP (t),

where qh, |Hash|, qsend , |D|, and AdvECDLP (t) denote
the number of hash queries, range space of the one-way
hash function, number of send queries, size of D, and the
advantage of the adversary A in breaching the ECDLP,
respectively.

Proof We begin by defining a sequence of game Gi, 0 ≤
i ≤ 4. Here, Succi represents the success of the adversaryA

in guessing the bit c in the game Gi . The proposed scheme
runs from game G0 to game G4, and the conclusion of
the proof will show that the adversary A has a negligible
advantage in breaching the session key security of the
proposed scheme P .

– Game G0: This game is a real attack by the adversary
against protocol P in the random oracle. The bit c

is selected at the commencement of this game. In
accordance to the definition,

Advake
P (A) = 2Pr[Succ0] − 1 (1)
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– Game G1: This game simulates an eavesdropping
attack of the adversary A using the Execute oracles
(
∏u

,
∏v

). The attacker also queries the Test oracle
and checks whether the result is a real session key
SK or some other random value. The session key
SK is computed by the FN and the mobile user
MUi as SK = h(NM ||NF ||nf NM) and SK =
h(NM ||NF ||nmNF ), respectively. However, computing
nf NM = nmNF = nf nmP is difficult because of
the complexity of the ECCDHP. Furthermore, NM and
NF cannot be computed because of the complexity
of the ECDLP. Thus, the probability of the adversary
A winning this game through an eavesdropping attack
does not increase. Then, G0 and G1 have the same
probability. Thus, we derive the following expression:

Pr[Succ0] = Pr[Succ1] (2)

– Game G2: This game is an extension of G1. G2

is simulated by the Send and Hash oracles along
with the Execute(

∏t
,
∏u

,
∏v

) and T est oracles.
It is an active attack modeled by the adversary
A by sending fabricated messages to deceive the
authenticated participants. The adversary A repeatedly
generates hash queries to obtain collisions. The login
request message M1 = {DIDi, NM, MMH , Ti} is
associated with the random number nm, and the time
stamp. Furthermore, NM and nmP cannot be computed
because of the complexity of the ECDLP. Therefore,
the messages are guaranteed to be random. Hence, no
collision will be achieved by querying the Send oracle.
Using the birthday paradox [7], we derive the following
expression:

|Pr[Succ1] = Pr[Succ2]| ≤ q2
h

2|Hash| (3)

– Game G3: The CorruptMD oracle is simulated by
this game. The adversary A can attempt to perform a
dictionary attack using the parameters accumulated in
the mobile device to acquire the password PWi and
biometric information BIOi . However, a strong fuzzy
extractor is used in the proposed protocol. Therefore,
the probability that biometric information BIOi can be
guessed is approximately 1

2l [37]. Furthermore, List

counts the number of failed login attempts. Thus, we
derive the following expression:

|Pr[Succ2] = Pr[Succ3]| ≤ qsend

2l |D| (4)

– Game G4: In this game, an adversary tries to acquire
the session key SK through eavesdropping of the login
request message M1 = {DIDi, NM, MMH, Ti}. M1 is
associated with the random numbers nm and the time
stamp. Furthermore, NM = nmP cannot be computed

because of the complexity of the ECDLP. Thus, we
derive the following expression:

|Pr[Succ3] = Pr[Succ4]| ≤ AdvECDLP (t) (5)

All session keys are random and independent, and the
value of c is not exposed to any adversary. Therefore, it
is clear that

Pr[Succ4] = 1

2
(6)

Combining the previously presented equations and
Lemma 1, the desired result can be derived as follows:

Advake
P ≤ q2

h

|Hash| + qsend

2l .|D| + 2AdvECDLP (t).

7 Heuristic analysis of the proposed scheme

A heuristic analysis of the proposed scheme is presented in
this section. The analysis shows that this schememeets all of
the desirable security requirements. Notably, an adversary
cannot derive nm, nf from NM = nmP , NF = nf P

because of the complexity of the ECDLP [14]. Table 5
provides a brief comparison of the security requirements of
the proposed scheme and several related schemes.

7.1 Server resource exhaustion attack

A server resource exhaustion attack is an attempt to waste
resources including the memory and CPU cycles in the
server. In our proposed scheme, the mobile device first
verifies the authenticity of MUi during the login and
authentication phase. As soon asMUi inputs IDi , PWi , and
BIOi , the mobile device computes C∗

i = h(IDi ||PWi ||x∗
i )

and verifies whether Ci is equal to C∗
i or not. It is

obvious that if MUi provides incorrect identity or incorrect
password or both by mistake, or any adversary tries to
access a stolen mobile device, the mobile device will
detects this mistake immediately. Hence, the mobile device
is responsible for detecting this type of error instead of
HN. Therefore, the proposed protocol provides fast error
detection mechanism which reduces the burden on the
HN and prevents the server resource exhaustion attack
subsequently.

7.2 User anonymity and untraceability

In the proposed scheme, the original identity IDi is not
sent publicly but concealed in DIDi , which changes with
N ′

M in every session. An adversary has to compute N ′
M to

obtain IDi , which is equivalent to solving the ECCDHP.
Moreover, no algorithm can solve it in polynomial time.
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Table 5 Comparison of the security requirements

Schemes P1 P2 P3 P4 P5 P6 P7 P8 P9 P10 P11 P12

Arshad and Rasoolzadegan [2] ◦ ◦ ◦ ◦ ◦ ◦ ◦ × × ◦ × ×
Chaudhry et al. [9] × ◦ × ◦ ◦ × ◦ × × ◦ × ×
Farash et al. [12] × ◦ × × ◦ × × × × × × ×
Gope and Hwang [13] ◦ ◦ × ◦ ◦ ◦ ◦ ◦ ◦ × × ×
The proposed scheme ◦ ◦ ◦ ◦ ◦ ◦ ◦ ◦ ◦ ◦ ◦ ◦
◦: satisfaction, ×: non-satisfaction,

P1 : mobile user anonymity, P2 : untraceability of the user,

P3 : resistance to stolen/lost mobile device attack, P4 : mutual authentication,

P5 : session key agreement, P6 : resistance to impersonation attack,

P7 : resistance to replay attack, P8 : efficient login phase,
P9 : user-friendly password change, P10 : perfect forward secrecy,

P11 :resistance to synchronization attack, P12 : provision of the revocation phase.

%%%%%%%%%%ROLE OF MOBILE USER MU%%%%%%%%%%%
role role_M(M, F, HN: agent, Kmh:symmetric_key, H: hsah_func, SND, RCV:channel(dy))
played_by M
def=
local

State: nat,
IDi, PWi, X,Xi, HPWi,S, Ri, Ai, Yi, P, BIOi, Bi, Ci, Ki, nm, nf: text
const sp1, sp2, sp3, mu_fn_nm, fn_hn_nf: protocol_id

init  State := 0
transi�on
%%%%%%%%%%%%%%%%% Receive User Registra�on Phase %%%%%%%%%%%%%

1. State=0/\ RCV(start)=|>
State’:=1/\X’:=new()/\HPW’:=H(PWi.X’)/\SND({IDi,HPWi}_Kmh)

/\secret(PWi,{M})
/\secret(IDi, {M, HN})

%%%%%%%%%%%%%%%%%%% Receive registra�on reply from HA securely %%%%%%%%%%%%%
2. State:= 2/\RCV({H(IDi.S.Ri), xor(H(IDi.S.Ri)).HPWi’).S.P}_Kmh) 

State’:= 4/\Bi:= xor(xi.H(Ri))
/\Ci:=h(IDi.PWi.Xi)

%%%%%%%%%%%%%%%%%%% authen�ca�on and SK establishment %%%%%%%%%%%%%
/\nm’:=new()
/\NM’:=Mul(nm’.P)
/\NM1’:= Mul(nm’.Y)
/\Xi*’:=xor(Ai, HPWi’)
/\ki’:=h(Xi*.Ti)
/\DIDi’:=xor(IDi, h(NM’.NM1’))
/\Mmh’:= h(Xi*’.NM’.NM1’.ki.Ti)

%%%%%%%%%%%%%%%%%%% Send message to FN via open network%%%%%%%%%%%%%
/\SND(DIDi’.NM.Mmh’.Ti)
/\witness(M, mu_fn_nm, NM’)

%%%%%%%%%%%%%%%%%%% Receive registra�on reply from HA securely %%%%%%%%%%%%%
3. State = 4 /\RCV{NF, MFM, MHM, MHF, Th, Tf}=|.

State’=6/\SK’:=H(NM.NF.Mul(nm,NF))
/\MFM’:=H(MHM,MHF,SK’.NM’.Tm)
/\ SND(MFM’.Tm)
/\ request(F,M, fn_hn_nf, NF’)

endrole

Fig. 5 Mobile user MU’s role specification in HLSPL
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Consequently, the proposed scheme provides both user
anonymity and untraceability.

7.3 MU impersonation attacks

To impersonate an MU, the attacker A has to produce
the valid login request M1 = {DIDi, NM, MMH , Ti} and
M5 = {MMF , tm}, where MMH = h(X∗

i ||NM ||N ′
M ||ki ||Ti)

and MMF = h(MHM ||MHF ||SK||NM). The adversary A

cannot calculate MMF because he/she has to compute N ′
M

which is equivalent to solving the ECCDHP. In addition,
the adversary A can try replaying a previous message
M1 = {DIDi, NM, MMH , Ti} within the expected valid
time interval. However, the adversary A knows nothing
about the random number nm. Thus, the adversary A cannot
derive MMF because he/she will not be able to compute
nmnf P . Hence, the valid message M5 = {MMF , tm} cannot
be produced by the adversary A. Therefore, the improved
scheme could successfully resistMU impersonation attacks.

7.4 FN impersonation attacks

To impersonate an FN, the attacker A has to deceive
the MU and HN. To convince the HN, the adversary A

should produce a valid message M2 = {IDF , NF , NM ,
M1, MFH , Ti, Tf }. On the other hand, the adver-
sary A should produce a valid message M4 =
{Th, tf , NF , MFM, MHM} to convince the MU. However,
the adversary A cannot produce the valid message M2

because he/she does not know KFH . Hence, the adversary
A cannot impersonate the FN to cheat the HN. The adver-
sary A will also not be able to compute nmnf P because
he/she knows nothing about the random number nf . Hence,
the adversary A cannot obtain a qualified MFM and cannot
produce a valid M4 subsequently. Therefore, the adversary
A cannot impersonate the FN to cheat theMU.

7.5 HN impersonation attacks

To impersonate an HN, the attacker A has to generate a
valid message M3 = {M1, MHM, MHF , Th} to deceive the
MU and FN. The FN authenticates the HN by verifying
the validity of MHF = h(X′

f ||NM ||NF ||h(k∗′
i )||IDf ||Th).

The adversary A cannot produce a valid MHF because
he/she does not know KFH . The MU authenticates the HN
by verifying the validity of MHM = h(X∗′

i ||NM ||NF ||
h(k∗′

i )||IDi ||Th). Moreover, the adversary A cannot pro-
duce a valid MHM because he/she cannot derive X∗′

i =

%%%%%%%%%%ROLE OF FN %%%%%%%%%%%
role role_M(M, F, HN: agent, Kmh:symmetric_key, H: hsah_func, SND, RCV:channel(dy))
played_by M
def=
local

State: nat,
IDi, PWi, X,Xi, HPWi,S, Ri, Ai, Yi, P, BIOi, Bi, Ci, Ki, nm, nf, xf’: text
const sp1, sp2, sp3, mu_fn_nm, fn_hn_nf: protocol_id

init  State := 0
transi�on
%%%%%%%%%%%%%%%%%%%%%% receive registra�on request from MU %%%%%%%%%%%%%

1. State=0/\ RCV(start)=|>  State’:1/\ X’:=new()/\HPWi’=H(PWi.X’)/\SND({IDi, HPWi}_Kmh)
/\secret (PWi, {M})
/\ secret(S,{H})/\secret(IDi,{M,H})
Snd({H(IDi.S.R)}, xor(H{IDi.S.Ri}), HPWi’), Mul(S,P)}_Kmh

%%%%%%%%%%%%%%%%%%%%%% receive message from FN %%%%%%%%%%%%%
2. State:= 3/\nf’:=new()

/\NF’:= Mul(nf’.P)
/\MFH’:= H(M1, IDf.NF’.Tf.KFH)
/\ RCV(IDf, NF’.M1.MFH’.Ti.Tf) =|.

State’ := 6/\secret(KFH, sp4{H,F})
/\ Xf’:= H(IDd.KHF)
/\ M’:= xor{H(Xf’).H(h(ki’)) }

/\ MHF’:=H(Xf’.NM’.NF’.H(ki’).IDi.Th)
/\ MHM’:=H(Xi’.NM’.NF’.H(ki’).IDi.Th)

%%%%%%%%%%%%%%%%%%%%%% HN send to FN via open network%%%%%%%%%%%%%
/\ Snd(M’.MGF’.Th)
/\request(F, M, fn_hn_nf, NF’)

endrole

Fig. 6 Foreign network FN’s role specification in HLSPL
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h(ID′
i ||x||r ′

i ) in which the secret key x of the HN is inclu-
ded and is unknown to the adversary A. Consequently, the
proposed scheme can resist the HN impersonation attacks.

7.6 Replay attacks

In the replay attack, the adversary A sends a previously
eavesdropped login request message M1 = {DIDi, NM ,
MMH , Ti}, which will be detected by the FN during
checking of the freshness of Ti . The adversary A intends
to replace the time stamp Ti with the current time stamp.
However, the adversary A cannot generate a valid MMH =
h(X∗′

i ||NM ||N ′
M ||Ki ||Ti). This attempt will be detected

by the HN when comparing the received MMH with the
computed M∗

MH = h(X∗′
i ||NM ||N∗′

M ||K∗
i ||Ti). On the other

hand, the adversary A sends a previously eavesdropped
login request message M1 = {DIDi, NM, MMH , Ti}
within the valid time interval. However, the adversary A

neither knows the random number nm nor can compute
nmnf P . Hence, he/she cannot compute MMF . Therefore,
a valid M5 = {MMF , Tm} cannot be produced by the
adversary A subsequently. Hence, the improved scheme
could successfully resist the replay attacks.

7.7 Session key security

In the proposed scheme, only MUi and FN can compute
SK = h(NM ||NF ||nmnf P ) after mutual authentication. If
the adversary A wants to compute an established session
key, then he/she has to obtain nm and nf to compute
nmnf P . The adversary A could obtain NM = nmP and
NF = nf P from the previously transmitted messages but
cannot obtain nm or nf because of the unsolvability of the
ECDLP. Hence, the improved scheme could successfully
ensure the session key security.

7.8 Perfect forward secrecy

Assume that the previously transmitted messages (M1, M2,
M3, M4, M5) are recorded by the adversary A, he/she
still cannot compute any previously established session
key SK = h(NM ||NF ||nmnf P ) because he/she knowns
nothing about nm and nf . Furthermore, nm and nf

change during each login. Therefore, a broken session
key would not affect any other session key. Hence, the
improved scheme successfully provides the perfect forward
secrecy.

%%%%%%%%%%ROLE OF HN %%%%%%%%%%%
role role_M(M, F, HN: agent, Kmh:symmetric_key, H: hsah_func, SND, RCV:channel(dy))
played_by M
def=
local

State: nat,
IDi, PWi, X,Xi, HPWi,S, Ri, Ai, Yi, P, BIOi, Bi, Ci, Ki, nm, nf, xf’: text
const sp1, sp2, sp3, mu_fn_nm, fn_hn_nf: protocol_id

init  State := 0
transi�on
%%%%%%%%%%%%%%%%% Receive messaget from MU via open network %%%%%%%%%%%%%

1. State=0/\ RCV(DIDi’,NM’, Mmh’, Ti)=|>
State’:1/\secret(IDi, sp1,{M,HN})

/\secret (KFH, sp4, {HN,F})
/\nf’:=new()

/\NF’:=Mul(nf.P)
/\ MFH’:=h(M1.IDf.NF’.Tf.KFH)
/\SND(IDf.NF’, M1,MFH’.Ti,Tf)
/\witness(H,F,h_f_nf, NF’)

%%%%%%%%%%%%%%%%%%% Receive message from HN via open network %%%%%%%%%%%%%
2. State:= 2/\RCV(M’.MHF’.MHM’,Th) =|>

State:= 3/\Xf’:=H(IDf.KFA)
/\H(ki’):=xor(H(Xf’.M))
/\SK:=H(NM’.NF’.Mul(nf’.NM’))
/\MFM’=H(MHM’.MHF’.SK.NF’)
SND(NF’.MFM’.MHM’.MHF’.Th,Tf)
/\witness(H,F,h_f_nf, NF’)

3. State:= 3/\RCV(MFM’,Tm) =|>
State:= 5/\request(M,F,fn_hn_nm,NM’)

endrole

Fig. 7 Home network HN’s role specification in HLSPL
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%%%%%%%%%%Role for the session %%%%%%%%%%%%%%%%%%%%%%%%%
role session(M, F, HN: agent, 

Kmh:symmetric_key, 
H: hsah_func, SND, RCV:channel(dy))
def=
local S1, S2, S3, R1, R2, R3 : channel(dy)

composi�on
mobileuser(M,F,H, Kmh, H, Mul, S1,R1)
/\homenetwork(M, F,H,Kmh H,Mul,S2,R2)
/\foreignnetwork(M, F,H,H,Mul,S3,R3)
endrole
role environment()
def=
const M, H,F: agent
Kmh : symmetric_key
IDm, IDf, IDh:text
M_f_x, f_h_y :protocol_id
SP1, SP2, SP3, SP4 : protocol_id
Intruder_knowledge=(m,h,f, ID_f)
Composi�on
session(m,f,h,Kmh,H)
/\ session(i,f,h,Kmh,H)
/\ session(m,i,h,Kmh,H)
/\ session(m,f,i,Kmh,H)
endrole
gole
secrecy_of SP1, SP2, Sp3, SP4
authen�ca�on_on fn_hn_nf
authen�ca�on_on mu_fn_nm
endrole
environment()

Fig. 8 Session and environments role specification in HLSPL

%OFMC
SUMMARY
SAFE
DETAILS

BOUNDED_NUMBER_OF_SESSIONSPROTOCOLS

/home/span/span/testsuite/results/protocol.if
GOAL

as_specified
BACKEND

OFMC
COMMENTS

STATISTICS
parseTime: 0.00s
searchTime: 0.22s
visitedNodes: 48 nodes
depth:16 plies

Fig. 9 The simulation results using the OFMC backend

8 Formal security verification
through AVISPA simulation

AVISPA is an automated software tool for the formal
verification of security-sensitive protocols and applications
[4]. It implements the Dolev-Yao (DY) threat model and
verifies whether a scheme can resist replay and man-in-the-
middle attacks. A protocol that has to be verified is written
in High Level Protocol Specification Language (HLPSL)
[28]. HLPSL is translated into the intermediate format (IF)
with help of a translator known as HLPSL2IF. The IF is
interpreted by using one of the following backends:

1. On-the-fly Model-Checker (OFMC)
2. Constraint-Logic-based Attack Searcher (CL-AtSe)
3. SAT-based Model-Checker (SATMC) and
4. Tree Automata based on Automatic Approximations for

the Analysis of Security Protocols (TA4SP).

Among these, OFMC and CL-AtSe are most widely
accepted, and we evaluate the proposed scheme under these
backends to formally verify its resistance to the man-in-
the-middle and replay attacks. The proposed scheme is
implemented in HLSPL. The necessary roles for the mobile
user MU, the foreign network FN, and the home network

SUMMARY

SAFE

DETAILS

BOUNDED_NUMBER_OF_SES

SIONSTYPED_MODEL

PROTOCOL

/home/span/span/testsuite/results/

myprotocol

GOAL

As specified

BACKEND

CL-AtSe

STATISTICS

Analysed: 63 states

Reachable: 28 states

Transiation: 0.04 seconds

Computation: 0.93 seconds

Fig. 10 The simulation results using the CL-AtSe backend
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Table 6 Notations and execution times of cryptographic operations

Notation Description and Execution time(ms) [44]

Th Execution time of a hash function ≈ 0.5 ms

TS Execution time of a symmetric encryption/decryption ≈
8.7 ms

TM Execution time of a modular exponentiation ≈ 522 ms

TP Execution time of an elliptic curve point multiplication ≈
63.075 ms

TA Execution time of an elliptic curve point addition ≈
0.025 ms

HN for the different phases of the proposed scheme are
defined respectively in Figs. 5, 6, and 7. We have also
specified the roles for the session, goal, and environment in
Fig. 8 as per the HLPSL specification.

Finally, we simulate the proposed scheme using the
SPAN, the Security Protocol ANimator for AVISPA tool [4].
Figures 9 and 10 presents the simulation results under the
widely-used OFMC and CL-AtSe backends. The simulation
results clearly demonstrate that the proposed scheme is
secure against the man-in-the-middle attack and the replay
attack.

9 Performance analysis

The performance of the proposed scheme is analyzed in
this section. The performance evaluation focuses on the
computational and communication costs. We compare the
proposed scheme with the related schemes proposed by
Arshad and Rasoolzadegan [2], Chaudhry et al. [9], Farash
et al. [12], Gope and Hwang [13], Alzahrani et al. [3], and
Lu et al. [26] in the following sections.

9.1 Computational cost comparisons

The computational costs are compared in terms of the
number of cryptographic operations performed. Table 6
shows the cryptographic operations and their approximate
execution times as taken by [2].

Table 7 shows the comparative computational costs of the
related schemes. Only the computational cost of the login
and authentication phase is considered. The registration and
password change phases are not considered because these
phases do not occur frequently. The execution time of the
proposed scheme is 264.8 ms, which surpasses that of all
of the related schemes in terms of the computational cost
except Chaudhry et al. and Farash et al. scheme. However,
their schemes are not secure.

9.2 Communication cost comparisons

For the communication cost comparisons, we assume that
the length of an identity is 128 bits, the length of a
random number is 128 bits, the length of a hashed value
is 128 bits, the length of a time stamp is 32 bits, and the
length of a key in the symmetric encryption is 256 bits
according to [30, 31]. Furthermore, the length of a scalar
multiplication in elliptic curve is 320 bits and the length
of a modular operation is 1024 bits. Table 8 shows the
comparative communication costs of the various schemes.
The communication costs of the proposed scheme is 2176
bits. The communication cost of the proposed scheme
is slightly greater than that of Chaudhry et al. [9] and
Farash et al. [12] scheme. However, their schemes are
not secure. Also, the communication cost of MU in the
proposed scheme is 736 bits. Based on the comprehensive
considerations from the efficiency and security attributes,
we assert that the proposed scheme makes a better tradeoff
and is more suitable to ubiquitous networks.

Table 7 Computational cost comparisons

Schemes HN FA HA Total

Arshad and Rasoolzadegan [2] 2TP + TS + 7TH 2TP + 5TH 6TH 18TH + 4TS + 4TP

≈ 296.1 ms

Chaudhry et al. [9] 5TH 1TH + 2TS 4TH + 3TS 10TH + 5TS ≈ 48.5 ms

Farash et al. [12] 6TH TH + 2TS 5TH + 2TS 12TH + 4TS ≈ 40.8 ms

Gope and Hwang [13] 4TH + TM 4TH 4TH + TM 12TH + 2TM ≈ 1050 ms

Alzahrani et al. [3] 9TH + 5TP + 2TA 6TH + 4TP + 2TA 8TH + 5TP + 3TA 23TH + 14TP + 7TA

≈ 894.725 ms

Lu et al. [26] 10TH + 5TP + 3TA + 2TS 6TH + 4TP + 2TA 9TH + 6TP + 5TA + TS 25TH + 15TP + 10TA + 4TS

≈ 993.675 ms

Proposed scheme 10TH + 2TP 10TH + TP 10TH + TP 25TH + 4TP ≈ 264.8 ms
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Table 8 Communication cost comparisons

Schemes Communication cost

MU Total

Arshad and Rasoolzadegan [2] 736 bits 2432 bits

Chaudhry et al. [9] 736 bits 1824 bits

Farash et al. [12] 608 bits 1700 bits

Gope and Hwang [13] 1152 bits 3070 bits

Alzahrani et al. [3] 736 bits 3232 bits

Lu et al. [26] 736 bits 3296 bits

Proposed scheme 736 bits 2176 bits

10 Conclusions

In this study, we propose a secure and efficient authentica-
tion and key agreement scheme for a ubiquitous network.
This enhanced scheme resolves all of the flaws existing in
Arshad and Rasoolzadegan’s scheme. Formal analysis of
the proposed scheme is conducted using the random ora-
cle model, the formal security verification is performed by
AVISPA, and heuristic analysis is also conducted to demon-
strate that the proposed scheme fulfills all of the security
requirements. Comparisons of the computational and com-
munication costs are also conducted to show the suitability
of the proposed scheme for ubiquitous networks. Therefore,
the proposed scheme not only eliminates vulnerabilities but
also improves security and efficiency.
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NUMERICAL RECKONING OF FIXED POINTS FOR GENERALIZED

NONEXPANSIVE MAPPINGS IN CAT(0) SPACES WITH

APPLICATIONS

Manoj Kumar1, Hemant Kumar Pathak2

In this paper, we propose an iterative process for the reckoning of a fixed point
of a mapping endowed with the (E) property in the setting of CAT(0) spaces. Results on

strong and ∆-convergence for this algorithm are stated and proved. Numerical examples
are provided, regarding the behavior of this method from different point of views. Several

relevant theorems in the existing literature have been generalized and improved.

Keywords: Iterative algorithm; condition (E); fixed points; ∆−convergence; strong
convergence; CAT(0) space.

MSC2020: 47H09, 47H10, 58C3.

1. Introduction

Various nonlinear equations can be transformed in fixed point problems, a fact which
allows determining their solutions by means of iterative processes. After Picard [21] intro-
duced his famous iterative algorithm, Mann [17] developed this idea further. Ishikawa [11]
stated a two step algorithm for the determination of a fixed point for a suitable class of
operators, by means of two auxiliary sequences of real numbers from [0, 1]. Agrawal et al.
[2] introduced another two step method based on two sequences, which satisfy a condition
defined by means of a divergent series, for nearly asymptotically nonexpansive mappings.
Noor [19] developed a three step iterative scheme in order to solve a class of variational
inequalities by means of a fixed point approach. Sintunavarat et al [27] introduced a new
three step iteration scheme for approximating fixed points of the nonlinear self mappings on a
normed linear spaces satisfying Berinde contractive condition. Sahu et al. [24] developed an
S-iteration technique for finding common fixed points for nonself quasi-nonexpansive map-
pings in the framework of a uniformly convex Banach space. Suzuki [28] proved convergence
theorems for an algorithm designed for mappings endowed with the property (C), which is
obviously fulfilled by nonexpansive mappings. These results have been developed further
by Pant and Shukla [20], to the class of generalized α-nonexpansive mappings. Extending
more, the operators which fulfill the condition (E) were introduced by Garćıa-Falset et al.
[9], and fixed point properties have been proved by means of almost fixed point sequences.
Basarir and Sahin [3] performed a study of the S-iteration method in the framework of
CAT(0) spaces, for a class of generalized nonexpansive mappings. The same geometric set-
ting has been used by Dhompongsa and Panyanak [8] or by Khan and Abbas [12] in order
to develop ∆-convergence theorems for various algorithms. Garodia and Uddin [10] stated
the counterpart of the Thakur et al. [29] scheme in the setting of CAT(0) spaces, for Suzuki
generalized nonexpansive mappings. Nanjaras et al. [18] developed a Mann type iterative
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process regarding the reckoning of a fixed point associated with operators which satisfy the
(C) conditions, on CAT(0) spaces.

The paper is organized as follows. Section 2 contains some concepts and properties
needed in the sequel. Section 3 refers to convergence properties regarding an iterative scheme
introduced here in the framework of CAT(0) spaces and meaningful numerical examples.

2. Preliminaries

Throughout this paper N = {1, 2, 3, · · · } denotes the set of natural numbers, and
F(T) = {x ∈ C : Tx = x} is the set of all fixed points of a mapping T : C → C where C is a
convex subset of a linear space X.

Iterative procedures for the reckoning of a fixed point of a mapping endowed with
suitable properties have been developed extensively.

In 1890, Picard [21] introduced his renowned iteration by xn+1 = Txn, n ∈ N.
Sixty three years later, Mann [17] imposed his iteration method on Banach spaces, as

follows
xn+1 = (1− αn)xn + αnTxn, n ∈ N.

where {αn} ⊂ (0, 1) and
∑∞
n=1 αn(1− αn) =∞, (see also [23] ).

In 1974, Ishikawa [11] made the debut of several step iteration processes, for the
reckoning of fixed points associated with Lipschitzian pseudo-contractive mappings in the
setting of Hilbert spaces. For {αn}, {βn} sequences of numbers from (0, 1), he defined

xn+1 = (1− αn)xn + αnT((1− βn)xn + βnTxn), n ∈ N.
The Noor [19] iteration method appeared in 2000, related to a strongly monotone operator
variational inequality on Hilbert spaces, and consists of

xn+1 = (1− αn)xn + αnT((1− βn)xn + βnT((1− γn)xn + γnTxn)), n ∈ N. (1)

where {αn}, {βn}, and {γn} are sequences of numbers from (0, 1).
In 2014, Abbas and Nazir [1] defined their iteration method for nonexpansive operators

on uniformly convex Banach spaces, as follows

xn+1 = αnT((1−βn)Txn+βnT((1−γn)xn+γnTxn))n+(1−αn)T((1−γn)xn+γnTxn), n ∈ N.
(2)

where {αn}, {βn}, and {γn} are sequences of numbers from (0, 1).
In 2014, Thakur et al. [30] stated their iteration method TTP14 for the class of

nonexpansive mappings, on the framework of Banach spaces, by

xn+1 = (1−αn)Txn+αnT((1−βn)((1−γn)xn+γnTxn)+βnT((1−γn)xn+γnTxn)), n ∈ N.
(3)

where {αn}, {βn}, and {γn} are sequences of numbers from (0, 1).
The numerical process TTP16, was introduced by Thakur et al. [29] for nonexpansive

mappings, on on uniformly convex Banach spaces, as follows:

xn+1 = (1− αn)T((1− γn)xn + γnTxn) + αnT((1− βn)((1− γn)xn + γnTxn)

+ βnT((1− γn)xn + γnTxn)), n ∈ N.
(4)

where {αn}, {βn}, {γn} are in (0, 1).
In 2019, Garodia et al. [10] studied convergence behaviour of this algorithm in the

setting of CAT(0) spaces, for generalized nonexpansive mappings.
In 2019, Piri et al. [22] introduced a new iterative scheme to approximate a fixed

point of generalized α-nonexpansive mappings in Banach spaces, as below.{
x1 = x ∈ C,
xn+1 = (1− αn)T(T((1− β)xn + βTxn)) + αnT(T(T((1− β)xn + βTxn))) n ∈ N.
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where {αn}, {βn}, {γn} are in (0, 1).
In order to develop our new results, we need to recall some classes of mappings whose

properties will be used in the sequel.

Definition 2.1. Suppose K is a nonempty, closed, and convex subset of uniformly convex
Banach space (X, ‖ · ‖). A mapping T : K → K is said to be

• nonexpansive, if ‖Tx− Ty‖ ≤ ‖x− y‖, for all x, y ∈ K.
• quasi-nonexpansive, if T possesses fixed points and ‖Tx− p‖ ≤ ‖x− p‖, for all x ∈ K,

and any p ∈ F(T) .

In 2011, Garćıa Falset et. al. [9] introduced the class of the mappings endowed with
the (E) property, as follows.

Definition 2.2. Let (X, ‖·‖) be a Banach space, and S a nonempty subset of X. A mapping
T : S → S satisfies the (Eµ) condition on the set S if there can be found a real number µ ≥ 1
so that

‖x− Ty‖ ≤ µ‖x− Tx‖+ ‖x− y‖,
for all x, y ∈ S.

Moreover, it is said that T accomplishes the condition (E) if there exists µ ≥ 1 such
that T fulfills the condition (Eµ).

This class of operators entails those endowed with the (C) property (so all nonexpan-
sive mappings satisfy the condition (E)), but also other types of mappings, as proved in [9].
In the same paper, it is proved that a mapping endowed with the (E) property and has a
fixed point is quasinonexpansive. Note that this condition can be easily formulated in the
framework of metric spaces.

Motivated by above, in this paper we introduce a three-step iteration process with a
single set of parameters,{

x1 = x ∈ K
xn+1 = T(T(T((1− αn)xn + αnTxn))), n ∈ N.

(5)

where {αn} is in (0, 1).
The aim of this paper is to study the convergence of this iteration process (5) for

mappings which fulfill the condition (E) in the framework of CAT(0) spaces. This setting
has been considered here due to the fact that the non-positive curvature of Riemannian
geometry, can be here presented in a wider sense, in this setting. Moreover, because of the
absence of a natural linear and convex structure, many problems cannot be studied in usual
metric spaces. Therefore we are aiming our study to those CAT(0) spaces, which are both
Hilbert spaces as well as Banach spaces

Let us now recall some basics definitions, propositions and lemmas on CAT(0) spaces
which shall be used in the next sections.

Let (X, d) be a metric space. A geodesic map is an isometric map f : I → X on a
convex subset I ⊆ R to X, where the real line R is endowed with the Euclidean distance.
The map f is called a geodesic segment (respectively ray, line) if I is a closed interval
(respectively I is a half-line, I = R).

A geodesic metric space is a metric space (X, d) in which any two points are joined
by a geodesic segment.

Example 2.1. (i) The Euclidean space (Rn, dEucl) is a geodesic metric space.
(ii) Any metric graph is a geodesic metric space.

Let (X, d) be a geodesic metric space. Given a triple (x, y, z) ∈ X3, a Euclidean
comparison triangle for (x, y, z) is a triple (x̄, ȳ, z̄) of points from the Euclidean plane R2
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such that d(x, y) = dEucl (x̄, ȳ), d(y, z) = dEucl(ȳ, z̄) and d(z, x) = dEucl(z̄, x̄). Notice that
any triple in X admits some Euclidean comparison triangle.

Intuitively, a geodesic metric (X, d) is a CAT(0) space if every geodesic triangle in X
is at least as “thin” as its comparison triangle in the Euclidean plane.

Definition 2.3. Let ∆ be a geodesic triangle in the geodesic metric space (X, d) and let
∆̄ be a comparison triangle for ∆. Then ∆ is said to satisfy the CAT(0) inequality if for
all x, y ∈ ∆ and all comparison points x̄, ȳ ∈ ∆̄, the inequality d(x, y) ≤ dR2(x̄, ȳ) holds
true. (X, d) is a CAT(0) space if the CAT(0) inequality is satisfied for any triangle from
this space.

As examples of CAT(0) spaces, we enumerate the following.

Example 2.2. (i) The Euclidean space (Rn, dEucl) is a CAT(0) space, and so is any
pre-Hilbert space.

(ii) A metric graph X is a CAT(0) space if and only if X is a tree.

Assume now that x, y1, y2 are points in a CAT(0) space and y0 is the midpoint of
the segment [y1, y2]. Then the CAT(0) inequality implies

d(x, y0)2 ≤ 1

2
d(x, y1)2 +

1

2
d(x, y2)2 − 1

4
d(y1, y2)2. (CN)

This is the (CN) inequality of Bruhat and Tits [5]. In fact, a geodesic space is a CAT(0)
space if and only if it satisfies the (CN) inequality.

In the following, we mention some interesting and useful properties of CAT(0) spaces.

Lemma 2.1 ([8]). Let (X, d) be a CAT(0) space. Then

(1) (X, d) is uniquely geodesic.
(2) Let p, x, y be points of X, α ∈ [0, 1], m1 and m2 denote, respectively, the points from

[p, x] and [p, y] satisfying d(p,m1) = αd(p, x) and d(p,m2) = αd(p, y). Then the next
statement is fulfilled

d(m1,m2) ≤ αd(x, y).

(3) Let x, y ∈ X, x 6= y and z, w ∈ [x, y] such that d(x, z) = d(x,w). Then z = w.
(4) Let x, y ∈ X. For each t ∈ [0, 1], there exists a unique point z ∈ [x, y] such that

d(x, z) = td(x, y) and d(y, z) = (1− t)d(x, y). (6)

(5) For x, y, z ∈ X and t ∈ [0, 1], the next inequality holds true

d
(
(1− t)x⊕ ty, z

)
≤ (1− t)d(x, z) + td(y, z).

For the sake of convenience, from now on the notation (1− t)x⊕ ty will be used for
the unique point z satisfying equalities (6).

Regarding the geometric properties, we recollect the ones which play a vital role in
the development of our outcomes.

Let {sn} be a bounded sequence in a CAT(0) space (X, d). For s ∈ X, we set

r(s, {sn}) = lim sup
n→∞

d(s, sn).

The asymptotic radius of {sn} is given by

r({sn}) = inf{r(s, {sn}) : s ∈ X}.
The asymptotic center of {sn} is the set

A({sn}) = {s ∈ X : r(s, {sn}) = r({sn})}.
In 2006, Dhompongsa et al. [7] stated that, in the framework of CAT(0) spaces, the

asymptotic center consists of exactly one point.
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CAT(0) spaces feature an interesting type of convergence defined by means of asymp-
totic centers, namely the ∆-convergence.

Definition 2.4 ([14]). A sequence {sn} in a CAT(0) space X is said to be ∆-convergent to
s ∈ X if the unique asymptotic center of {un} is s, for every subsequence {un} of {sn}.

Such kind of convergence will be represented by ∆− lim
n→∞

sn = s, and read as s is the

∆-limit of {sn}.

We denote W∆({sn}) =
⋃
A({un}), where the union is considered over all subse-

quences {un} of {sn}.
The following lemmas have been proved by Dhompongsa and Panyanak [8].

Lemma 2.2. Suppose X is a CAT(0) space. Then, for all x, y, z ∈ X, and t ∈ [0, 1], the
next inequality is fulfilled

d((1− t)x⊕ ty, z) ≤ (1− t)d(x, z) + td(y, z).

Lemma 2.3. Suppose (X, d) is a CAT(0) space. Then the next statements hold true.
1) Every bounded sequence in X has a ∆−convergent subsequence.
2) If K is a closed, and convex subset of X and if {xn} is a bounded sequence in K,

then the asymptotic center of {xn} is an element of the set K.

Lemma 2.4. Suppose that {sn} is a bounded sequence in a complete CAT(0) space so
that A({sn}) = {s}, and {un} is a subsequence of {sn}, A({un}) = {u}. If the sequence
{d(sn, u)} converges, then s = u.

The next lemma proved by Laowang and Panyanak [15] regards the behaviour of some
sequences with adequate properties in CAT(0) spaces.

Lemma 2.5. Let (X, d) be a complete CAT(0) space and x ∈ X. Suppose {tn} is a se-
quence in [b, c] ⊂ (0, 1) and {un}, {vn} are sequences in X such that lim sup

n→∞
d(un, u) ≤ r,

lim sup
n→∞

d(vn, u) ≤ r and lim
n→∞

d(tnvn ⊕ (1 − tn)un, x) = r hold for some r ≥ 0. Then

lim
n→∞

d(un, vn) = 0.

Iteration (5) has its CAT(0) spaces version, as in the next lines.
Let K be a nonempty, closed, and convex subset of a complete CAT(0) space X,

and T : K → K be a mapping. Let x1 ∈ K be arbitrary, and the sequence {xn} generated
iteratively by 

x1 = x ∈ K
xn+1 = Tx̄n,

x̄n = Tx̃n,

x̃n = T((1− αn)xn ⊕ αnTxn), n ∈ N.

(7)

where αn ∈ (0, 1), for n ∈ N.
Please note that Kirk [13] proved that any nonexpansive mapping defined on a

bounded closed convex subset of a complete CAT(0) space has a fixed point.

3. ∆-Convergence and Strong Convergence Theorems

In the following, we will prove the strong and ∆-convergence of this iteration process
(7). Our results will be generalization of some results of Chanchal Garodia et al. [10], Khan
and Abbas [12], and Piri et al. [22].

The next theorem provides conditions for the boundedness of the sequence generated
by Algorithm (7).
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Theorem 3.1. Let K be a nonempty, closed, convex subset of a complete CAT(0) space X,
and T : K → K be a mapping endowed with the property (E). Consider that {xn} ⊂ K is
defined by (7), where {αn} is in (0, 1) and F(T) 6= ∅. Then {xn} is bounded and lim

n→∞
d(xn, p)

exists for all p ∈ F(T).

Proof. Let p ∈ F(T) be a fixed point of T, which is a quasinonexpansive mapping. From (7)
and using Lemma 2.2, we have, for any n ∈ N,

d(x̃n, p) = d(T((1− αn)xn ⊕ αnTxn), p)

≤ d((1− αn)xn ⊕ αnTxn, p)
≤ (1− αn)d(xn, p) + αnd(Txn, p)

≤ (1− αn)d(xn, p) + αnd(xn, p)

= d(xn, p), (8)

and

d(x̄n, p) = d(Tx̃n, p) ≤ d(x̃n, p) ≤ d(xn, p), n ∈ N. (9)

Inequalities (8) and (9) imply

d(xn+1, p) = d(Tx̄n, p) ≤ d(x̄n, p) ≤ d(xn, p), n ∈ N.

Therefore, d(xn, p) is bounded below and nonincreasing. Hence lim
n→∞

d(xn, p) exists.

The boundedness of the sequence {xn} follows then easily. �

Theorem 3.2. Let K be a nonempty, closed, and convex subset of a complete CAT(0)
space (X, d). Let T : K → K be a mapping which satisfies the condition (E) on K, such
that F(T) 6= φ, and {xn} be defined by Algorithm (7), where {αn} is in (0, 1). Then
lim
n→∞

d(xn,Txn) = 0.

Proof. According to Theorem 3.1, the sequence {d(xn, p)} is convergent. Assume that
lim
n→∞

d(xn, p) = l. Inequality (9) from Theorem 3.1 compels d(x̄n, p) ≤ d(xn, p), n ∈ N,

hence it follows that lim sup d(x̄n, p) ≤ lim d(xn, p) = l. Therefore,

lim sup d(x̄n, p) ≤ l. (10)

Since T is a quasinonexpansive mapping, we have

lim sup d(Txn, p) ≤ lim d(xn, p) = l. (11)

Having in view inequality (9) from Theorem 3.1, we obtain d(xn+1, p) = d(Tx̄n, p) ≤ d(x̄n, p),
implying that lim d(xn+1, p) ≤ lim inf d(x̄n, p). Thus, we have

l ≤ lim inf d(x̄n, p). (12)

From relations (10) and (12), it follows that

lim
n→∞

d(x̄n, p) = l.

Moreover, the above mentioned inequality and relation (11) leads to

l = lim
n→∞

d(x̄n, p) = lim
n→∞

d(Tx̃n, p) ≤ lim inf
n→∞

d(x̃n, p)

≤ lim inf
n→∞

d((T((1− αn)xn ⊕ αnTxn)), p) ≤ lim inf
n→∞

d(((1− αn)xn ⊕ αnTxn), p)

≤ lim inf
n→∞

((1− αn)d(xn, p) + αnd(Txn, p)) ≤ lim sup
n→∞

((1− αn)d(xn, p) + αnd(Txn, p))

≤ lim sup
n→∞

((1− αn)d(xn, p) + αnd(xn, p)) = l.
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This implies that

lim
n→∞

((1− αn)d(xn, p) + αnd(Txn, p)) = l.

Based on relation (11) and Lemma 2.5, we have drawn the conclusion that lim
n→∞

d(xn,Txn)

= 0, and the proof is completed. �

The next result refers to a ∆-convergence property associated with the iterative
method (7).

Theorem 3.3. Let T : K → K be a mapping which fulfills the condition (E) on a nonempty,
closed, and convex subset K of a complete CAT(0) space (X, d) such that the set of the fixed
points of T is not empty. If {xn} is a sequence defined by the iteration process (7), then
{xn} is ∆-convergent to a fixed point of T.

Proof. From Theorem 3.1 and Theorem 3.2, it is clear that lim
n→∞

d(xn, p) exists for each p ∈
F(T), the sequence {xn} is bounded, and lim

n→∞
d(xn, Txn) = 0. Let W∆({xn}) =

⋃
A({un}),

where the reunion is taken over all subsequences {un} of {xn}.
First we will show that W∆({xn}) ⊆ F(T). Let u ∈ W∆({xn}). Then, there exists a

subsequence {un} of {xn} such that A({un}) = u. By Lemma 2.3 there exists a subsequence
{vn} of {un} such that ∆− lim

n→∞
vn = v and v ∈ K. Since lim

n→∞
d(Txn, xn) = 0 and {vn} is

a subsequence of {xn}, lim
n→∞

d(vn, T vn) = 0. Since T satisfies the condition (E), there exists

µ ≥ 1, so that for all x, y ∈ K, d(x,Ty) ≤ µd(x,Tx) + d(x, y). This inequality compels that

d(vn,Tv) ≤ µd(vn,Tvn) + d(vn, v).

Taking lim sup in both sides of this relation, it follows that

lim sup
n→∞

d(vn,Tv) ≤ lim sup
n→∞

(
µd(vn,Tvn) + d(vn, v)

)
≤ µ lim sup

n→∞
d(vn,Tvn) + lim sup

n→∞
d(vn, v) = lim sup

n→∞
d(vn, v).

As ∆− lim
n→∞

vn = v, we get lim sup
n→∞

d(vn, v) ≤ lim sup
n→∞

d(vn,Tv), and hence

lim sup
n→∞

d(vn, v) = lim sup
n→∞

d(vn,Tv).

It follows that Tv = v i.e. v ∈ F(T).
Presume that u 6= v. By Theorem 3.1, lim

n→∞
d(xn, v) exists as v ∈ F(T). We now

claim that v = u. Then by the uniqueness property regarding the asymptotic centers, we
have

lim sup
n→∞

d(vn, v) < lim sup
n→∞

d(vn, u) ≤ lim sup
n→∞

d(un, u)

< lim sup
n→∞

d(un, v) = lim sup
n→∞

d(xn, v) = lim sup
n→∞

d(vn, v)

which is a contradiction. Thus u = v and hence W∆({xn}) ⊆ F(T).
To show that the sequence {xn} is ∆−convergent to a fixed point of T , we show

that W∆({xn}) consists of exactly one point. In this respect, consider {un} a subsequence
of {xn}. By using Lemma 2.3, there can be found a subsequence {vn} of {un} such that
∆ − lim

n→∞
vn = v and v ∈ K. Let A({un}) = {u} and A({xn}) = {x}. It has already been

proved that u = v and v ∈ F(T). Since v ∈ F(T), by Theorem 3.1, {d(xn, v)} is convergent.
Lemma 2.4 leads to v = x. Therefore W∆({xn}) = {x}. This completes the proof. �

Using Theorem 3.1 and Theorem 3.2, now we are in a position to prove a strong
convergence result.
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Theorem 3.4. Let T : K → K be a mapping endowed with the property (E), defined on a
nonempty, closed, and convex subset K of a complete CAT(0) space (X, d), which possesses
at least one fixed point. Denote by {xn} the sequence defined by the iteration process (7).
Then {xn} converges to a fixed point of T if and only if lim inf

n→∞
d(xn,F(T)) = 0.

Proof. Presume first that the sequence {xn} converges to a point p ∈ F(T). Then lim
n→∞

d(xn, p)

= 0, so lim inf
n→∞

d(xn,F(T)) = 0, and the conclusion has been proved.

Conversely, suppose now that lim inf
n→∞

d(xn,F(T)) = 0. According to Theorem 3.1,

d(xn+1, p) ≤ d(xn, p), for all p ∈ F(T).

Because d(xn+1,F(T)) = inf
q∈F(T)

d(xn+1, q) ≤ d(xn+1, p), for all fixed points p of T, it follows

that d(xn+1,F(T)) ≤ d(xn,F(T)), and, as a consequence, lim
n→∞

d(xn,F(T)) exists. Having in

view the hypothesis of the theorem, we get lim
n→∞

d(xn,F(T)) = 0.

Let us prove now that {xn} is a Cauchy sequence in K. Consider ε > 0. Since

lim
n→∞

d(xn,F(T)) = 0, there exists n0 ∈ N such that d(xn,F(T)) <
ε

4
, for all n ≥ n0. In

particular, inf{d(xn0
, p) : p ∈ F(T)} < ε

4
. Therefore, there exists p∗ ∈ F(T) such that

d(xn0 , p
∗) <

ε

2
. If m, n ≥ n0, it can be noticed that

d(xn+m, xn) < d(xn+m, p
∗) + d(p∗, xn) ≤ 2d(xn0

, p∗) < 2
ε

2
= ε.

Hence {xn} is a Cauchy sequence in the closed subset K of a complete CAT(0) space. Let
x ∈ K be its limit. As lim

n→∞
d(xn,F(T)) = 0, it follows that d(x,F(T)) = 0. According

to Chidume and Maruster [6], the set F(T) is closed, which allows us to conclude that
x ∈ F(T). �

Senter et al. [26] introduced the condition (A) as follows.
Let (B, ‖ · ‖) be a Banach space, and K ⊆ B. A mapping T : K → K is said to satisfy

the condition (A) if there exists a nondecreasing function f : [0,∞)→ [0,∞) with f(0) = 0,
f(r) > 0, for all r ∈ (0,∞) such that d(x,Tx) ≥ f(d(x,F(T))) for all x ∈ K.

A similar definition can be easily formulated in the framework of CAT(0) spaces.

Theorem 3.5. Let T : K → K be a mapping defined on a nonempty, closed, and convex
subset K of a complete CAT(0) space X, endowed with the property (E), which satisfies the
condition (A), such that F(T) is not empty. If {xn} is a sequence defined by Algorithm (7),
then {xn} converges strongly to a fixed point of T.

Proof. By Theorem 3.1, lim
n→∞

d(xn, p) exists for all p ∈ F(T). Since d(xn+1, p) ≤ d(xn, p),

n ∈ N, it follows that

inf
q∈F(T)

d(xn+1, q) ≤ d(xn, p), for any p ∈ F(T),

which yields d(xn+1,F(T)) ≤ d(xn,F(T)). This compels that the sequence {d(xn,F(T))} is
nonincreasing and bounded from below. It follows that the limit lim

n→∞
d(xn,F(T)) exists.

Also, by Theorem 3.2, lim
n→∞

d(xn,Txn) = 0.

Since the condition (A) is fulfilled, lim
n→∞

f(d(xn,F(T))) ≤ lim
n→∞

d(xn,Txn) = 0. It

follows that lim
n→∞

f(d(xn,F(T))) = 0. Keeping in mind that f is a nondecreasing function

satisfying f(0) = 0, and f(r) > 0, for all points r ∈ (0,∞), we obtain that lim
n→∞

d(xn,F(T)) =

0. Since all the conditions in Theorem 3.4 are satisfied, the sequence {xn} converges strongly
to a fixed point of T. �
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Recall that a complete simply connected Riemannian manifold of nonpositive sectional
curvature is called a Hadamard manifold. For some fundamental definitions, properties and
notations of Riemannian manifolds, one can refer to [4, 25]. We now continue our discussion
with an example which regards a Hadamard manifold (all Hadamard manifolds are CAT(0)
spaces), inspired by [16].

Example 3.1. Let E3,1 be the Minkowski space R3+1 endowed with the Lorentz inner
product

〈x, y〉 =

3∑
k=1

xkyk − x4y4, x = (xk), y = (yk) ∈ R3+1.

According to [4], p. 93, the set H3 = {x ∈ E3,1 : 〈x, x〉 = −1, x4 > 0} can be organized as a
Riemannian manifold. The corresponding distance is d : H3 ×H3 → R, where d(x, y) is the
unique non-negative value for which cosh d(x, y) = −〈x, y〉.

Let x ∈ H3 and a unit vector v from the tangent space TxH3. The corresponding
geodesic is

γ : R→ H3 γ(t) = (cosh t)x+ (sinh t)y,

while the exponential map is

expx : TxH3 → H3, expx(rv) = (cosh r)x+ (sinh r)v, r ∈ R+, x ∈ H3, v ∈ TxH3,

while its inverse is given by

exp−1
x y = r(x, y)V (x, y), y ∈ H3,

where r(x, y) = arccosh(−〈x, y〉) and V (x, y) =
y + 〈x, y〉x√
〈x, y〉2 − 1

.

In the following, consider the nonexpansive mapping

T : H3 → H3, Tx = (−x1,−x2,−x3, x4), x = (xk) ∈ H3,

with the unique fixed point (0, 0, 0, 1).
As an initial value we considered x0 = (1, 1, 1, 2). We have considered αn = 3

5 in the
scheme introduced here. Comparisons made with respect to the algorithms introduced by
Abbas and Nazir [1], Noor [19], Thakur et al. [30] (TTP14), Thakur et al. [29] (TTP16), for
the choice of all parameter sequences equal to 3

5 , are presented below. In the second column

we have indicated the number of iteration at which an error smaller than 10−9 is obtained.
Process No. of iteration
TTP14 iteration#29
Noor iteration #24
TTP16 iteration#10
Abbas iteration # 9
Algorithm (7) iteration #8

Now, we present an example of a mapping which fulfills the condition (E) and illus-
trates the convergence of the iteration process (7) with respect to different initial values.

Example 3.2. Let the set K = [0,∞) be equipped with the usual norm | · | and let

T : K → K, T(x) =

{
x
2 , if x > 2,
0, otherwise.

Piri [22] proved that the mapping T does not satisfy the condition (C), but it is a
generalized α-nonexpansive mapping, so it fulfills the condition (E).

For αn =
n

n2 + 1
, we obtain Table 1 and Figure 1 for different initial values.
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Table 1. Comparison Table for Example 3.2

Steps x1 = 101 x1 = 102 x1 = 103 x1 = 1500 x1 = 105
0 10 100.0000 1000.0000 1500.0000 10000.0000
1 2.5000 25.0000 250.0000 375.0000 2500.0000
2 0.4688 4.6875 46.8750 70.3125 468.7500
3 0.0000 0.9375 9.3750 14.0625 93.7500
4 0.0000 0.0000 1.9922 2.9883 19.9219
5 0.0000 0.0000 0.0000 0.6592 4.3945
6 0.0000 0.0000 0.0000 0.0000 0.9929
7 0.0000 0.0000 0.0000 0.0000 0.0000

Figure 1. Convergence behavior of process (7) for Example 3.2 for various
initial values

Example 3.3. Let K = [0, 1] which is a closed, and convex subset of the CAT(0) space
X = R, endowed with the usual metric. Define a mapping

T : K → K, Tx =


x
2 , if x 6= 1,

7
11 , if x = 1.

It is obvious that 0 ∈ F (T), and that T fulfills the condition (E) for µ = 11
8 > 1. The

operator T does not satisfy the condition (C) of Suzuki. Indeed, if we consider x = 4
5 and

y = 1, then
1

2
|x− Tx| = 1

2

∣∣∣∣45 − 2

5

∣∣∣∣ =
1

5
= |x− y|.

On the other hand,

|Tx− Ty| =
∣∣∣∣T 4

5
− T1

∣∣∣∣ =

∣∣∣∣25 − 7

11

∣∣∣∣ =
13

55
>

∣∣∣∣45 − 1

∣∣∣∣ = |x− y|.

Thus, T fails to satisfy condition (C). Furthermore, we have examined the influence of pa-
rameters αn, βn and γn. For this we have considered various sets of parameters and present
a study regarding the number of iterations required. Each iteration starts with a particular
initial value and the respective number of iterations, average of the number of iterations for
different initial points are given in Figure 2. We have examined the fastness and stability of
different iterations relative to above mentioned set of parameters. The observations are given
in Figure 2 and Figure 3. We have concluded that the new iteration process (7) not only
converges faster than the known iterations but also is stable with respect to the parameters
αn, βn and γn. From Figure 2, we also observe that the average number of iterations of the
new iteration process (7) is the smallest with respect to other processes.

We now discuss the influence of parameters αn, βn, γn by considering the following
fives sets of parameters:
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Case 1. αn =
√

2n
3n+5 , βn = 1√

2n+9
, γn = 2n

7n+9

Case 2. αn = n
n+2 , βn = 1√

n+5
, γn = 2n

5n+3

Case 3. αn = 3n
8n+4 , βn = 1

n+4 , γn = n
(5n+2)2

Case 4. αn = 2n
3n+2 , βn = n√

49n2+1
, γn =

√
2n

(3n+5)

Case 5. αn = n
n+1 , βn = n

n+5 , γn = n√
2n2+9

.

Figure 2. Table depicting Comparision of various iterations process under
distinct parameters for Example 3.3

Figure 3. Average no. of iterations under distinct parameters for Example 3.3

4. Conclusions

In this paper, we obtained some strong and ∆-convergence results in CAT(0) space
for a new iterative scheme for operators endowed with the (E) property. Our results extend
and generalize many results in the literature. More precisely, Theorem 3.3, Theorem 3.4
and Theorem 3.5 extend Theorem 1, Theorem 2 and Theorem 3 of Khan and Abbas [12]
in the sense that it provides a convergent scheme for approximating fixed points a class of
mappings more general than that of nonexpansive mappings. Theorem 3.3, Theorem 3.4 and
Theorem 3.5 generalize Theorem 3.1, Theorem 3.2 and Theorem 3.3 of Garodia and Uddin
[10] proved for the TTP 14 [30] iteration scheme for generalized nonexpansive mappings.
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